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Read This First

i3 TEXAS INSTRUMENTS

About This Manual

This Technical Reference Manual (TRM) details the integration, the environment, the functional description, and
the programming models for each peripheral and subsystem in the device.

Glossary
Tl Glossary This glossary lists and explains terms, acronyms, and definitions.

Trademarks

TI E2E™ is a trademark of Texas Instruments.

Ethernet/IP™ is a trademark of ODVA, INC..

PROFINET™ is a trademark of PROFIBUS Nutzerorganisation e.V.
EtherNet/IP™ is a trademark of ODVA, Inc.

ETB™, ATB™, ETM™, and Arm Cortex™ are trademarks of Arm.

EtherCAT® is a registered trademark of Beckhoff Automation GmbH.
PROFINET® is a registered trademark of PROFINET International.
PROFIBUS® is a registered trademark of PROFIBUS Nutzerorganisation e.V.
ARM® and Cortex® are registered trademarks of ARM Limited.

Arm® is a registered trademark of Arm Limited (or its subsidiaries) in the US and/or elsewhere.
is a registered trademark of Arm.

All trademarks are the property of their respective owners.

Export Control Notice

Recipient agrees to not knowingly export or re-export, directly or indirectly, any product or technical data (as
defined by the U.S., EU, and other Export Administration Regulations) including software, or any controlled
product restricted by other applicable national regulations, received from disclosing party under nondisclosure
obligations (if any), or any direct product of such technology, to any destination to which such export or re-export
is restricted or prohibited by U.S. or other applicable laws, without obtaining prior authorization from U.S.
Department of Commerce and other competent Government authorities to the extent required by those laws.
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Related Documentation From Texas Instruments

For a complete listing of related documentation and development-support tools for the device, visit the Texas
Instruments website at www.ti.com.

AM263x Documentation

« AM263x Data sheet
¢ AM263x Errata
«  AM263x Technical Reference Manual

— Technical Reference Manual contains programming guides at the end of select IPs' chapters
« AM263x Register Addendum

— Register addendum contains device register information and associated content
* AM263x Hardware Design Guidelines

AM263x Software

» Sitara MCU+ Academy for AM263x
— Texas Instruments offers the MCU+ Academy as a resource for designing with the MCU+ software and
tools on supported devices.
— The MCU+ Academy features easy-to-use training modules that range from the basics of getting started to
advanced development topics.
*  MCU-PLUS-SDK-AM263x

AM263x Product Folders

¢ AM2634 Product Folder
« AM2632 Product Folder
¢ AM2631 Product Folder
AM263x Evaluation Modules

*  AM263x Control Card (TMDSCNCD263)
*  AM263x LaunchPad (LP-AM263)

Support Resources

TI E2E™ support forums are an engineer's go-to source for fast, verified answers and design help — straight
from the experts. Search existing answers or ask your own question to get the quick design help you need.

Linked content is provided "AS IS" by the respective contributors. They do not constitute Tl specifications and do
not necessarily reflect Tl's views; see TlI's Terms of Use.
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Release History

The following table summarizes the AM263x Technical Reference Manual (TRM) and associated Register

Addendum (RA) release versions.

Release Date TRM Version RA Version
Rev A September 2022 SPRUJ17A SPRUJ42A
Rev B October 2022 SPRUJ17B SPRUJ42B
Rev C November 2022 SPRUJ17C SPRUJ42C
Rev D October 2023 SPRUJ17D SPRUJ42C
Rev E November 2023 SPRUJ17E SPRUJ42D
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Chapter 1
Introduction

i3 TEXAS INSTRUMENTS

This chapter introduces the features, subsystems, and architecture of the AM263x Sitara MCU Processor
Platform high-performance System-on-Chip (SoC).

Note

This document describes the superset architecture, processors, and peripherals of the AM263x Family
of SoCs, which are part of the Sitara MCU Processors Multicore SoC architecture platform. Not

all features are available on each family of devices. The superset AM263x device will be available

for preproduction software development. Software should constrain the features used to match the
intended production device. For more information on the specific modules and features available on a
particular device, refer to the device comparison table in the corresponding device-specific Datasheet.

The AM263x Sitara Processor Platform is hereinafter commonly referred to as AM263x , platform,
device, chip, or SoC.

A OVEBIVICW. ...ttt ettt e teeeeeeeeeeeeeeeaaaaa s s s s ssssssssssasseeeee e e e eaeaaaeaneaeaeeaean s nnssssssssssnsnnnnnsnessesaeaeaeanenenanaann 13
1.2 DeVICe BIOCK DIAGIAM. ........ccoo ittt e ettt e e ettt et e a4 ettt e e e e ba e et e e e e snbn e e e e e e s e e e e e e nnnnnes 14
1.3 Module Allocation @and INSEANCES...............ooooiiiiiii e ee et e e e e e e e e e e e e e e s e e e s nansaaeaaaeeeeeeeaaaaaaaaaaaeeaaaaaaaaann 16
I 0 T o1 U Yo [ P 17
1.5 DeViCe IdentifiCatiON................ooe et e et et e e e e e e e e e e e e e e e e s e e e neaansaaeaeeeeeeeeeaaaaaaaaaeaaaaaaaaann 27
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1.1 Overview

The AM263x Sitara Arm® Microcontrollers are built to meet the complex real-time processing and control needs
of next generation industrial and automotive embedded projects. AM263x uniquely combines advanced compute
with industry leading real-time control peripherals to meet the growing performance needs of applications such
as HEV/EV (traction inverters, on-board chargers, and DC-DC converters), motor drives, renewable energy,
energy storage, and other general real-time constrained systems. AM263x combines up to four Cortex-R5F
MCUs, a real-time control subsystem (CONTROLSS), a Hardware Security Module (HSM), and one instance of
Sitara’s Programmable Real-Time Unit Subsystem (PRU-ICSS), making AM263x designed for advanced motor
control and digital power control applications.

For multicore AM263x devices, the R5F cores are arranged in clusters of two Cortex-R5F cores per cluster.
Each Cortex-R5F core has 64KB of shared tightly coupled memory (TCM). AM263x has 2MB of shared SRAM
spread across 4 banks of 512kB each. The multiple Arm® cores are configured to be in lockstep mode after
device reset. They can be optionally programmed by the bootlooder to run in dual core mode instead. Extensive
ECC is included with the on-chip memory, peripherals, and interconnect for enhanced reliability. The HSM on
AM263x provides cryptographic acceleration, secure boot, and manages granular firewalls, enabling developers
to design the most secure systems.

The Real-Time Control Subsystem (CONTROLSS) is a revolutionary subsystem integrated into the device.
CONTROLSS contains multiple digital and analog control peripherals including: ADC, CMPSS, EPWM, ECAP,
and EQEP, among others to enable efficient execution of critical sense/process/actuate real-time signal chain
control loops. The integrated crossbar (XBAR) infrastructure enables flexible configuration and routing of
external signals to internal ports and internal signals to external pins.

The PRU-ICSS in AM263x provides the flexible industrial communications capability necessary to run advanced
Ethernet protocols such as EtherCAT®, PROFINET®, and Ethernet/IP™, or the PRU-ICSS can be used for
standard Ethernet connectivity and custom 1/O interfacing. The PRU-ICSS supports two Ethernet Ports at 10/100
Mbit operation. It also enables additional interfaces in the SoC including sigma delta decimation filters and
absolute encoder interfaces. In addition to the PRU-ICSS, the Common Platform Switch (CPSW) interface
provides two Ethernet ports that can support up to 10/100/1000 Mbit operation and supports standard Ethernet
connectivity.

Tl provides a complete set of microcontroller software and development tools for the AM263x family of
microcontrollers in addition to multiple pin-to-pin compatible devices for scalability and ease of use.
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1.2 Device Block Diagram
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Note
1 The DTHE can also be accessed directly by the CORE VBUSM Interconnect without using the HSM.

Note
*See the AM263x Device Comparison table for specific peripheral instance counts.
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1.3 Module Allocation and Instances

Module Abbreviation Module Full Name Device Instances
SOC Modules
R5FSS Dual Core Arm Cortex-R5F Subsystem 2 dual core R5FSS, total
of 4 cores
PRU-ICSS Programmable Real-time Unit Subsystem 1
HSM Hardware Security Manager (M4F-based Subsystem) 1
SPINLOCK Interprocessor Communication - Spinlock 1
MAILBOX Interprocessor Communication - Mailbox 1
EDMA Enhanced DMA 1(2x TC + 1x CC)
DEBUGSS On-Chip Debug 1
General Connectivity Peripherals
GPIO General Purpose Input/Output 4 (1 per Cortex-R5F)
139x Total GPIO Pins
12C Inter-Integrated Circuit 4
SPI Serial Peripheral Interface 5
UART Universal Asynchronous Receiver/Transmitter 6
High-speed Serial Interfaces
CPSW 2x External Port Gigabit Ethernet Switch 1
Industrial and Control Interfaces
MCAN Controller Area Network Interface 4
LIN Local Interconnect Network 5
Memory Interfaces
QSPI Quad Serial Peripheral Interface 1
OCSRAM On-Chip Static Random Access Memory 1
GPMC General Purpose Memory Controller 1
ELM Error Location Module 1
MMC Multi-Media Card/Secure Digital (4-bit) Interface 1
Timer Modules
WWDT Real Time Interrupt/Windowed WatchDog Timer 4 (1 per Cortex-R5F)
RTI Real Time Interrupt Timer 4
Internal Diagnostics Modules
DCC Dual Clock Comparator 4
ESM Error Signaling Module 1
MCRC Memory Cyclic Redundancy Check Controller 1
CCM-R5F CPU Compare Module for Cortex-R5F 2
STC Self-Test Controller 2
PBIST Programmable Built-In Self Test 1
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Module Abbreviation Module Full Name Device Instances
ECC ECC Aggregator 1x-SoC
4x-R5FSS
1x-PRU-ICSS
4x-MCAN
1x-CPSW
1x HSM
Real-time Control Subsystem (CONTROLSS)
Analog Control Peripherals
ADC Analog to Digital Converter 5
(6 Channels per ADC)
CMPSSA Comparator Subsystem A 10
(2x/ADC)
CMPSSB Comparator Subsystem B 10
(2x/ADC)
DAC Buffered Digital to Analog Converter 1
Digital Control Peripherals
EPWM Enhanced Pulse Width Modulation Module 32
EQEP Enhanced Quadrature Encoder Pulse Module 3
ECAP Enhanced Capture Module 10
SDFM Sigma-Delta Filter Module 2
FSI Fast Serial Interface (RX/TX) 4x RX
4x TX
Crossbar (XBAR) Modules
INPUTXBAR Flexible Signal Multiplex Input Crossbar 1
OUTPUTXBAR Flexible Signal Multiplex Output Crossbar 1
DMAXBAR EDMA Data Movement Architecture Crossbar 1
PWMXBAR PWM Signal Crossbar 1
PWMSYNCOUTXBAR PWM Sync Output Crossbar 1
MDLXBAR Minimum Dead-band Logic (MDL) Crossbar 1
DELXBAR Diode Emulation Logic (DEL) Crossbar 1
ICLXBAR lllegal Combo Logic (ICL) Crossbar 1
INTXBAR Peripheral Interrupt Crossbar 1

AM263x Register Addendum Link
A Register Addendum PDF has been created in order to make the Technical Reference Manual a more

effective and size-efficient collateral document, the AM263x Register Addendum can be downloaded at
https://www.ti.com/lit/pdf/SPRUJ42.

1.4 Device Modules

This section describes the modules integrated in the device.
1.4.1 Arm Cortex-R5F Processor Sub System (R5FSS)
The ARM Dual-Core Cortex-R5F processor subsystem (R5FSS) supports the following main features:

« Armv7-R architecture

» Supported modes of operation (boot-time configurable):
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Dual Core mode: two independent free-operating cores (Asymmetric Multi-Processing, no coherence)

Lockstep mode: one free-operating core and a lockstep core for safety-enabled applications

» There is a two clock cycle delay between COREO and CORE1 in lockstep mode. Any errors are routed
to the Error Signal Module (ESM) which in turn is routed as an interrupt to the CPU. The ESM is also
available as an 1/0O pin which can be used for external monitoring. See Error Signal Module chapter for
more details.

R5FSS Memory System

16KB per CPU Instruction Cache

*  4x4KB ways

+ SECDED ECC protected per 64 bits

16KB per CPU Data Cache

*  4x4KB ways

+ SECDED ECC protected per 32 bits

64KB tightly-coupled memory (TCM) per CPU

+ SECDED ECC protected per 32 bits

* TCM hard error cache Implemented in CPU

» Readable/writable from system

» Configurable reset initialization values through the CTRLMMR
+ 32KB TCMA (ATCM)

+ 16KB TCMBO (BOTCM)

+ 16KB TCMB1 (B1TCM)

+ 128KB TCMA (ATCM) and 128KB TCMB (BTCM) for each core in Split-mode

Full-precision Floating Point (VFPv3)
8/16-region Memory Protection Unit (MPU)

8

breakpoints, 8 watch points

CoreSight Debug Access Port (DAP)

CoreSight ETM-RS5 interface (CTI, ETM, ATB)

Performance Monitoring Unit (PMU)

Integrated Vectored Interrupt Manager (VIM) per core with 256 Interrupt Inputs each

Programmable interrupt priority (4-bit)
Programmable interrupt enable mask
Software-generated interrupts

Synchronous clock domain crossing on all core interfaces

Note
The operating cores can be configured to use the full TCM memory space available to both cores.

In Dual Core mode, COREO and CORE1 each have 64KB of TCM:

+ 32KB TCMA
* 16KB TCMBO + 16KB TCMB1

In Lockstep mode, COREO has 128KB of TCM :
+ 64KB TCMA
+ 64KB TCMB (32KB TCMBO + 32KB TCMB1)

Note
These details describe a superset of the RSFSS memory configuration. For additional details on
device memory availability, please refer to the device-specific data sheet.
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1.4.2 Programmable Real-Time Unit and Industrial Communication Subsystem (PRU-ICSS)

One instance of the Programmable Real-Time Unit and Industrial Communication Subsystem (PRU-ICSS)
allows implementation of various high-performance industrial control algorithms and industrial interface
standards such as PROFINET™ and EtherCAT®.

The PRU-ICSS subsystem supports the following main features, among others:

* One Programmable Real-time Unit Subsystems (PRU-ICSS):
— 2x PRU (PRUO/PRU1)

« 32KB shared general purpose RAM with ECC

* Two 8KB data memories with ECC

* Up to two 10/100Mbps Ethernet Ports

* One Industrial Ethernet Peripheral (IEP) module to manage/generate Industrial Ethernet functions

» One 16550-compatible UART module, with a dedicated 192MHz to support 12Mbps PROFIBUS®

* One Industrial Ethernet 64-bit timer, with 10 capture and 16 compare events, along with slow and fast
compensation

* One Enhanced Capture (ECAP) module

* One interrupt controller (INTC) with 160 input events supported — 96 external, 64 internal

» ECC support for all internal memories

Among the interfaces supported by the PRU-ICSS are real-time industrial protocols used in Controller and
Peripheral mode, such as:

« EtherCAT®

+ PROFINET™

» EtherNet/IP™

+ PROFIBUS®

+ EnDat2.2

Note
See device-specific data sheet for more details related to industrial protocol support.

1.4.3 Hardware Security Module (HSM)

One Hardware Security Module (HSM) to facilitate the device security-related functionality:
* Arm Cortex M4F Core (200MHz)
* 1x Real-time Interrupt (RTI) module
* 1x RTI/WWDT module used as watchdog (WD mode)
e 2x Timers
— 32-bit up counter
— Cascading mode support for 2x 64 bit counters
*  HSM Mailbox for Messaging between HSM and host processors.
» Designated HSM DMA to fetch and store the data for cryptography services.
* Hardware Security Accelerators (200MHz)
— Symmetric Encryption/Decryption
+ AES: 128, 192 and 256-bits key
» Cipher modes ECB, CTR, CBC, GCM
« CBC-MAC, CMAC based on AES
— Asymmetric Cryptography
» High-performance PKA (public key engine) for large vector math/modulus operation
+ RSA2048, RSA3092, RSA4096
+ ECC Secp/NIST Curves: Curve25519, X25519, secP256r1, secP256k1, secP384r1, secP384k1, Brain
pool, and others.
— Hash-based Message Authentication Code (HMAC)
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+ SHA2 - 256, 384 and 512-bit support
+ HMAC-SHA256, HMAC-SHA512 — Keyed Hashing
— Random Number Generator
» Deterministic Random Bit Generator (DRBG) with Pseudo and True Random Number Generation
(PRNG / TRNG) support
+ Capability to seed the PRNG with TRNG seed

1.4.4 Real-time Control Subsystem (CONTROLSS)

The integrated real-time Control Subsystem (CONTROLSS) enables closed loop control systems with
flexible interconnection between data acquisition, actuator modules, and other control signal resources. The
CONTROLSS module consists of the following control peripherals:

Analog Control Peripherals
* 5x Analog to Digital Converter (ADC) modules

— 12-bit resolution with 4MSPS sample rate

— Programmable 6x single-ended or 3x differential channels

— 3.2V full scale voltage range with 1.8V reference (32/18 internal input scaling)

— Support for internal or external 1.8V ADC VREF reference voltage (2% internal reference accuracy error)

— Two common external calibration pins for all ADCs

— 4x Post-processing blocks per ADC

— Multiple ADC trigger sources including CPU timers, GPIO/Input XBAR, and EPWM SOCa/SOCb signals.
* 1x Buffered Digital to Analog (DAC) module

— 12-bit resolution

— Support for internal or external 1.8V DAC VREF reference voltage (2% internal reference accuracy error)
* 10x Comparator Subsystem A (CMPSSA)

— Each instance has 2 comparators + 2 DACs

— Each instance supports the window comparison of one input (uses both comparators) OR

— Compare two inputs OR

— Single threshold compare of a single input
*  10x Comparator Subsystem B (CMPSSB)

— Each instance has 2 comparators + 2 DACs

— Each instance supports the window comparison of one input (uses both comparators) OR

— Single threshold compare of a single input

Digital Control Peripherals
» 32x Enhanced Pulse-width Modulation (EPWM) modules
— Each EPWM module has a dedicated 16-bit time-base counter with period and frequency control
— Two PWM outputs per module (EPWMxA and EPWMxB) that can be configured as:
» Two independent PWM outputs with single-edge operation
» Two independent PWM outputs with dual-edge symmetric operation
* One independent PWM output with dual-edge asymmetric operation
* 10x Enhanced Capture (ECAP) modules
— One complete capture channel that can be instantiated multiple times
— Capture modes:
+ Single-shot capture, up to four event timestamps
» Continuous capture of timestamps (four-deep circular buffer)
* Absolute timestamp capture
+ Difference (delta) mode timestamp capture
» 2x Sigma-Delta Filter (SDFM) modules
— 4x data input pins and 4x clock input pins per module
— Each filter has an input control unit, primary filter (data filter) unit, and secondary filter (comparator filter)
unit with 4x independent comparators
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* 3x Enhanced Quadrature Encoder Pulse (EQEP) modules
— Direct interface with linear or rotary incremental encoder for use in high-performance motion and position
control systems
» 4x Fast Serial Interface Transmitter (FSITX) modules
— Handles framing of data, CRC generation, signal generation for FSI TX signals, interrupt generation
— Each module has 2x data signals and 1x clock signal
» 4x Fast Serial Interface Receiver (FSIRX) modules
— Handles framing of data, CRC generation, frame related error-checking
— Each module has 2x data signals and 1x clock signal

1.4.5 Spinlock (SPINLOCK)

One Spinlock module with (256 hardware semaphores) for synchronizing the processes running on multiple
cores in the device.

1.4.6 Enhanced Data Movement Architecture (EDMA)

One Enhanced Data Movement Architecture (EDMA) module can be used for efficient transfer of data and
support between software, firmware, and hardware in all combinations. The EDMA consists of a single Channel
Controller (TPCC) and two Transfer Controllers (TPTC) to enable various data movement requirements.

The TPCC is a high flexible channel controller that serves as both a user interface and an event interface for the
EDMA controller. The EDMA_TPCC serves to prioritize incoming software requests or events from peripherals,
and submits transfer requests (TRs) to the transfer controller.

The TPTC performs read and write transfers by EDMA ports to the target peripherals, as programmed in
the Active and Pending set of the registers. The transfer controllers are responsible for data movement, and
issue read/write commands to the source and destination addresses programmed for a given transfer in the
EDMA_TPCC.

The EDMA_TPCC channel controller has the following features:

» Fully orthogonal transfer description:
Three transfer dimensions
A-synchronized transfers: one dimension serviced per event
AB-synchronized transfers: two dimensions serviced per event
Independent indexes on source and destination
Chaining feature allowing a 3-D transfer based on a single event.
* Flexible transfer definition:
— Increment or FIFO transfer addressing modes
— Linking mechanism allows automatic PaRAM set update
— Chaining allows multiple transfers to execute with one event
* Interrupt generation for the following:
— Transfer completion
— Error conditions
* Debug visibility:
— Queue water marking/threshold
— Error and status recording to facilitate debug
* 64 DMA request channels:
— Event synchronization
— Manual synchronization (CPUs write to event set registers EDMA_TPCC_ESR and
EDMA_TPCC_ESRH).
— Chain synchronization (completion of one transfer triggers another transfer).
« Eight QDMA channels:
— QDMA channels trigger automatically upon writing to a parameter RAM (PaRAM) set entry.
— Support for programmable QDMA channel to PaRAM mapping.
+ Each PaRAM set can be used for a DMA channel, QDMA channel, or link set.
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* Multiple transfer controllers/event queues.
* 16 event entries per event queue.

The EDMA_TPTC transfer controller has the following features:

» 128-bit wide read and write ports per TC

» Supports two-dimensional transfers with independent indexes on source and destination (EDMA_TPCC
manages the third dimension)

» Support for increment or constant addressing mode transfers

* Interrupt and error support

* Memory-Mapped Register (MMR) bit fields are fixed position in 32-bit MMR regardless of endianness

1.4.7 General Purpose Input/Output Interface (GPIO)

Four General Purpose Input/Output (GPIO) modules, each dedicated to a specific R5FSS core. These provide
general-purpose pins that can be configured as either inputs or outputs. The GPIO module main features
include:
» Support of 9 banks x 16 interrupt-capable GPIO pins
* Interrupts can be triggered by rising and/or falling edge, specified for each GPIO pin
» Set/clear functionality per individual GPIO pin
* CPUs can control the GPIOs on a per pin granularity
— Each processor core has a separate module for controlling GPO pins and observing GPI pins
— IOMUX CTRLMMR register-based 4:1 multiplexer to individually assign GPO pin control to a specific
processor core
— GPI pins are observable by all processor cores
» Support for GPI signal conditioning chain
— Invert/Non-invert
— Signal Qualification
» Asynchronous input
» Synchronise to SYSCLK
* Qualification using sampling window
» Software-based tristate control to emulate open-drain 10 mode

Note
Out of the 144 available GPIOs, only 139 GPIOs were connected to PADs and 5 GPIO Pins are
grounded.

1.4.8 Inter-Integrated Circuit Interface (I12C)

Four instances of the multi-controller Inter-Integrated Circuit (12C) interface module, each with the following main
features:

* 1x Instances with open-drain voltage buffers in compliance with the Philips 12C-bus specification version 2.1

» Support of standard mode (up to 100Kbps) and fast mode (up to 400Kbps)

» Support of 7-bit and 10-bit device addressing modes

» 8-bit-wide data access

» Support of multi-controller transmitter/peripheral receiver and receiver/peripheral transmitter modes

» Built-in FIFOs with programmable size of 8 to 64 bytes for buffered read or write

1.4.9 Serial Peripheral Interface (SPI)

Five instances of the Serial Peripheral Interface (SPI) module with the following main features:
» Serial clock with programmable frequency, polarity, and phase for each channel

» Wide selection of SPI word lengths, ranging from 4 to 32 bits

» Up to two channels in controller mode, or single channel in receiver mode

» Support for various controller multichannel modes

« Single interrupt line for multiple interrupt source events

» Support of start-bit write command
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Support of start-bit pause and break sequence
Built-in FIFO available for a single channel

1.4.10 Universal Asynchronous Receiver/Transmitter (UART)

Six instances of the configurable Universal Asynchronous Receiver/Transmitter (UART) interface module with
the following main features:

16C750-compatible interface

Support of RS-485 external transceiver auto flow control

Dual 64-byte FIFOs — one per each received and transmitted data paths

Programmable and selectable transmit and receive FIFO trigger levels for DMA and interrupt generation
Programmable sleep mode

Baud-rate from 300 bits/s up to 3.6864Mbits/s with 48MHz functional clock

Auto-baud between 1200 bits/s and 115.2 Kbits/s (only when 48MHz function clock is used)

Support of IrDA 1.4 Slow Infrared (SIR), Medium Infrared (MIR), and Fast Infrared (FIR) communications
Support of Consumer Infrared Remote control mode (CIR) with programmable data encoding

Note
Only one UART instance has support for support full modem control functions. All other UART
instances will support only the TX, RX, RTS, and CTS signals.

1.4.11 3-port Gigabit Ethernet Switch (CPSW)

One instance of the 3-port Gigabit Ethernet Switch (CPSW) subsystem provides Ethernet packet communication
for the device. The CPSW subsystem provides the following main features:

Two Ethernet ports (Port 1/Port 2) with selectable MIl, RMIl, and RGMII interfaces and a single internal
Communications Port Programming Interface (CPPI) port (Port 0)

Synchronous 10/100/1000 Mbit operation with Flexible logical FIFO-based packet buffer structure
— Full duplex mode supported in 10/100/1000 Mbps modes

— Half-duplex mode supported in 10/100 Mbps modes only

Maximum frame size of 3024 bytes

Management Data Input/Output (MDIO) module for PHY Management with Clause 45 support
Programmable interrupt control with selected interrupt pacing

One CPDMA CPPI 3.0 DMA Host Interface (Port 0)

Emulation Mode, Digital loopback, and FIFO loopback modes supported

RAM Error Detection and Correction (SECDED)

Eight priority level Quality Of Service (QOS) support (802.1p)

Support for Audio/Video Bridging (P802.1Qav/D6.0)

Support for IEEE 1588 Clock Synchronization (2008 Annex D, Annex E and Annex F)

DSCP Priority Mapping (IPv4 and IPv6)

Energy Efficient Ethernet (EEE) support (802.3az)

Non-Blocking switch fabric with Flow Control Support (802.3x) and Wire rate switching (802.1d)
Time Sensitive Network (TSN) Support

— |EEE 802.1Qbv Enhancements for Scheduled Traffic

Address Lookup Engine (ALE) with 512 ALE table entries

EtherStats and 802.3 Stats Remote Network Monitoring (RMON) statistics gathering (per port statistics)
Support for Ethernet MAC transmit to MAC receive digital loopback mode

1.4.12 Quad Serial Peripheral Interface (QSPI)

One instance of the Quad Serial Peripheral Interface (QSPI) with support for the following main features:

General SPI features:

— Programmable clock divider
— Max four pin interface
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— Programmable length (from 1 to 128 bits) of the words transferred

— Programmable number (from 1 to 4096) of the words transferred

— 1 external chip-select signal

— Support for 1 pin Write. Dual or quad writes are not supported

— Support for 1-, 2-, or 4-pin SPI interface

— Optional interrupt generation on word or frame (number of words) completion

— Programmable delay between chip select activation and output data from 0 to 3 QSPI clock cycles

— Programmable signal polarities

— Programmable active clock edge

— Software-controllable interface allowing for any type of SPI transfer

— Control through L2_MAIN configuration port

Serial flash interface (SFI) features:

— Serial flash read/write interface

— Additional registers for defining read and write commands to the external serial flash device

— External flash support of up to 8 MB

— Fast read support, where fast read requires dummy bytes after address bytes; 0 to 3 dummy bytes can be
configured.

— Dual read support

— Quad read support

— Little-endian support (only for memory mapped registers used to configure QSPI controller and not SPI
content accesses)

— Linear increment addressing mode only

1.4.13 General Purpose Memory Controller (GPMC)

One instance of the General-Purpose Memory Controller (GPMC) module. The GPMC is dedicated to interfacing
with external memory devices and has the following main features:

Support of 8- or 16-bit-wide data path to external memory devices

Supports up to 4 independent chip-select regions of programmable size and programmable base addresses
on 16MB, 32MB, 64MB, or 128MB boundary in a total address space of 128MB

Support of the following wide range of external memories/devices:

— Asynchronous or synchronous 8-bit wide memory or device (non-burst device)

Asynchronous or synchronous 16-bit wide memory or device

16-bit non-multiplexed NOR flash device

16-bit address and data multiplexed NOR flash device

8-bit and 16-bit NAND flash device

— 16-bit pseudo-SRAM (pSRAM) device

Supports various interface protocols when communicating with external memory or external devices:
Asynchronous read/write access

Asynchronous read page access (4, 8, and 16 Word16)

Synchronous read/write access

Synchronous read burst access without wrap capability (4, 8, and 16 Word16)

— Synchronous read burst access with wrap capability (4, 8, and 16 Word16)

Supports up to 16-bit on-the-fly error code detection using the Bose-Chaudhuri-Hocquenghem (BCH) or
Hamming code to improve the reliability of NAND with a minimum effect on software (NAND flash with
512-byte page size or greater)

1.4.14 Error Location Module (ELM)

One instance of the Error Location Module (ELM). The ELM module works in conjunction with the GPMC and
has the following main features:

ECC calculations (up to 16-bit) for NAND support and ability to work in both page-based and continuous
modes

— 4, 8, and 16 bits per 512-byte block error-location, based on BCH algorithms
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— Eight simultaneous processing contexts
— Page-based and continuous modes
— Interrupt generation on error-location process completion

1.4.15 Multi-Media Card/Secure Digital Interface (MMCSD)
One Multi-Media Card/Secure Digital (MMCSD) controller module with the following features:

One controller with 4-bit wide data bus

Support of MMC 4.3 Host Specification

Support of SD Host Controller Standard Specification - SDIO 2.00
Multi-Media card features:

— 3.3V legacy modes with 1-bit single data rate (0-24MHz clock)
— 3.3V HS-SDR with 4-bit bus width (0-48MHz Clock)

SD card support:

— DS mode (1/4-bit, 3.3V): up to 12MBps (24MHz clock)

— HS mode (1/4-bit, 3.3V): up to 24MBps (48MHz clock)
Supports Card Detect (SDCD) and Write Protect (SDWP)

1.4.16 Controller Area Network (MCAN)

Four Controller Area Network interfaces (MCAN) with support for classic CAN and CAN FD (CAN with Flexible
Data-Rate) specifications. The MCAN module consists of the following main features:

Conforms with CAN Protocol version 2.0 part A, B and ISO 11898-1:2015
Full CAN FD (up to 64 data bytes) support

AUTOSAR and SAE J1939 support

Loopback mode for self-test

Up to 32 dedicated transmit buffers and 64 dedicated receive buffers
Two configurable receive FIFOs, up to 64 elements each
Configurable transmit FIFO, up to 32 elements

Configurable transmit queue, up to 32 elements

Configurable transmit event FIFO, up to 32 elements

Up to 128 filter elements

Two interrupt lines with support for maskable interrupts

Timestamp Counter

1.4.17 Local Interconnect Network (LIN)

Five instances of the configurable Local Interconnect Network (LIN) interface module with the following main
features:

16C750-compatible

Compatibility with LIN 1.3, 2.0, and 2.1 protocols

Enhanced Baud Rate Generated configurable up to 20 kpbs
— 231 programmable transmission rates with 7 fractional bits
Two external pins: LINRX and LINTX.

Multi-buffered receive and transmit units

Automatic wake-up support and bus idle detection

Support for common Error Detection methods

1.4.18 Timers

Two sets of timer modules are instantiated in the device:

Four RTI Timer instances, implemented by the Real-time Interrupt function of the RTI/WWDT module.

Four Windowed Watchdog Timer (WWDT) instances (1 per core), implemented by the Digital Windowed
Watchdog (DWWD) function of the RTI/WWDT module

The RTI/WWDT provides timer functionality for operation systems and benchmarking code with the following
main features:
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Two independent 64 bit counter blocks

Four configurable compare registers for generating operating system ticks

Free running counter 0 can be incremented by either the internal pre-scale counter or by an external event
Selectable RTI clock input (derived from any of the available clock sources)

Fast enabling/disabling of events

1.4.19 Internal Diagnostics Modules

Instantiated in the device are various internal diagnostics modules which provide on-chip monitoring and
diagnostic functions required to achieve certain safety compliance levels:

Four Dual Clock Comparator (DCC) modules, used to determine the accuracy of a clock signal during the
time execution of an application, each having the following main features:

Two independent counter blocks count clock pulses from each clock source

Each counter block is programmable, however, for proper operation the counters must be programmed
with seed values that respect the ratio of the two clock frequencies

Configurable time base for error signal

Error signal generation when one of the clocks is out of spec

Clock frequency measurement

One Memory Cyclic Redundancy Check (MCRC) module to enable hardware-based CRC calculations.
Integrated on-die temperature monitor (+/- 8° C temperature accuracy)

One instance of Error Signaling Module (ESM) for safety-related events and/or errors aggregation from
throughout the device into one location supports the following main features:

Up to 1024 level or pulse error event inputs

Selectable low and high priority interrupt, error pin prioritization of each error event
Error signal routed out of device through MCU_ESM error signal

Configurable time base for error signal

Error forcing capability

Internal redundant flops on safety critical fields

Multiple ECC Aggregator modules supporting ECC mechanism for providing increased system reliability via
reduction of memory software errors by allowing single bit errors to be detected and corrected (SEC) and
double bit errors to be detected (DED). Applied to different memories in many of the subsystems, each of the
ECC aggregators has the following main features:

Reduces memory software errors via single error correction (SEC) and double error detection (DED)
Provides a mechanism to control and monitor the ECC RAMs in a module or subsystem

Aggregates level pending status from the ECC RAMs in two interrupts to the device CPU — interrupt for
correctable error (SEC) and interrupt for uncorrectable error (DED)

Supports up to 256 ECC endpoints (either ECC RAM or interconnect ECC component)
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1.5 Device ldentification

The device part number identification data can be read in the TOP_CTRL.EFUSE_JTAG_USERCODE_ID
register. See Table 1-1 for more information.

Table 1-1. Device Part Number Identifier

TOP_CTRL.EFUSE_JTAG_USERCOD
E_ID
Register Field

Value and Description

Comment

[31-13] DEVICE_ID

Base Part Number

Refer to the Device Comparison section
of the device specific data sheet, for
the DEVICE_ID value of a given part
number.

[12] SECURITY

1 = High-security

[11] SAFETY

0 = Non Functional Safety
1 = Functional Safety

[10-6] SPEED

Device Speed Grade and Memory
13 (0x0D):

400 MHz R5F

0.5MB (Full speed and min memory)
14 (OxOE):

400 MHz R5F

1MB (Full speed and half memory)
15 (0xOF):

400 MHz R5F

2MB (Full speed and full memory)

16 (0x10):
200 MHz R5F
2MB (Half speed and full memory)

Refer to the device-specific data sheet
for the supported speed grades and the
definitions for a given device.

[5-3] TEMP

Temperature Grade

0x04 = -40°C to 105°C
0x07 = -40°C to 150°C

Others = Reserved

Operating junction temperature range.

[2-0] PKG

Package
0x06 = ZCZ
Others = Reserved

Device Package type.

The manufacturer identity, the boundary scan part number, and the silicon revision of the device can be read
from the configuration port via JTAG.
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Chapter 2
Memory Map

i3 TEXAS INSTRUMENTS

This chapter summarizes the memory map address regions for the device.
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2.1 Device Memory Map
This section describes the device memory map.
Note
The memory locations not shown are either unallocated or reserved and not used.
Accesses to these locations are not recommended and must be avoided.
Table 2-1. AM263x Memory Map
Region Name Start Address End Address Size
Core-specific Internal Memory Map " 0x0000 0000 0x1FFF FFFF 512MB
MCRCO 0x3500 0000 0x3500 03FF 1KB
MPU_L20CRAM_BANKO 0x4002 0000 0x4002 OFFF 4 KB
MPU_L20CRAM_BANK1 0x4004 0000 0x4004 OFFF 4 KB
MPU_L20CRAM_BANK2 0x4006 0000 0x4006 OFFF 4 KB
MPU_L20CRAM_BANK3 0x4008 0000 0x4008 OFFF 4 KB
MPU_R5FSS0_COREO_AXIS 0x400A 0000 0x400A OFFF 4 KB
MPU_R5FSS0_CORE1_AXIS 0x400C 0000 0x400C OFFF 4 KB
MPU_R5FSS1_COREO_AXIS 0x400E 0000 0x400E OFFF 4 KB
MPU_R5FSS1_CORE1_AXIS 0x4010 0000 0x4010 OFFF 4 KB
MPU_MBOX_SRAM 0x4014 0000 0x4014 OFFF 4 KB
MPU_QSPIO0 0x4016 0000 0x4016 OFFF 4 KB
MPU_SCRM2SCRP0 0x4018 0000 0x4018 OFFF 4 KB
MPU_SCRM2SCRP1 0x401A 0000 0x401A OFFF 4 KB
MPU_R5FSS0_COREO_AHB 0x401C 0000 0x401C OFFF 4 KB
MPU_R5FSS0_CORE1_AHB 0x401E 0000 0x401E OFFF 4 KB
MPU_R5FSS1_COREO_AHB 0x4020 0000 0x4020 OFFF 4 KB
MPU_R5FSS1_CORE1_AHB 0x4022 0000 0x4022 OFFF 4 KB
ICSSO_INTERNAL 0x4800 0000 0x4803 FFFF 256 KB
ICSS0_ECC 0x4810 0000 0x4810 03FF 1KB
QSPI0 0x4820 0000 0x4820 01FF 512 Bytes
MMCO 0x4830 0000 0x4830 1FFF 8 KB
GPMCO_CFG 0x4840 0000 0x4840 03FF 1KB
CONTROLSS_G0_EPWMO0 0x5000 0000 0x5000 OFFF 4 KB
CONTROLSS_G0_EPWM1 0x5000 1000 0x5000 1FFF 4 KB
CONTROLSS_G0_EPWM2 0x5000 2000 0x5000 2FFF 4 KB
CONTROLSS_G0_EPWM3 0x5000 3000 0x5000 3FFF 4 KB
CONTROLSS_G0_EPWM4 0x5000 4000 0x5000 4FFF 4 KB
CONTROLSS_G0_EPWM5 0x5000 5000 0x5000 5FFF 4 KB
CONTROLSS_G0_EPWM6 0x5000 6000 0x5000 6FFF 4 KB
CONTROLSS_G0_EPWM7 0x5000 7000 0x5000 7FFF 4 KB
CONTROLSS_G0_EPWM8 0x5000 8000 0x5000 8FFF 4 KB
CONTROLSS_G0_EPWM9 0x5000 9000 0x5000 9FFF 4 KB
CONTROLSS_G0_EPWM10 0x5000 A000 0x5000 AFFF 4 KB
CONTROLSS_GO0_EPWM11 0x5000 BO0O 0x5000 BFFF 4 KB
CONTROLSS_GO0_EPWM12 0x5000 C000 0x5000 CFFF 4 KB
CONTROLSS_G0_EPWM13 0x5000 D000 0x5000 DFFF 4 KB
CONTROLSS_GO0_EPWM14 0x5000 E000 0x5000 EFFF 4 KB
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Table 2-1. AM263x Memory Map (continued)

Region Name Start Address End Address Size
CONTROLSS_G0_EPWM15 0x5000 FO00 0x5000 FFFF 4 KB
CONTROLSS_G0_EPWM16 0x5001 0000 0x5001 OFFF 4 KB
CONTROLSS_G0_EPWM17 0x5001 1000 0x5001 1FFF 4 KB
CONTROLSS_G0_EPWM18 0x5001 2000 0x5001 2FFF 4 KB
CONTROLSS_G0_EPWM19 0x5001 3000 0x5001 3FFF 4 KB
CONTROLSS_G0_EPWM20 0x5001 4000 0x5001 4FFF 4 KB
CONTROLSS_G0_EPWM21 0x5001 5000 0x5001 5FFF 4 KB
CONTROLSS_G0_EPWM22 0x5001 6000 0x5001 6FFF 4 KB
CONTROLSS_G0_EPWM23 0x5001 7000 0x5001 7FFF 4 KB
CONTROLSS_G0_EPWM24 0x5001 8000 0x5001 8FFF 4 KB
CONTROLSS_G0_EPWM25 0x5001 9000 0x5001 9FFF 4 KB
CONTROLSS_G0_EPWM26 0x5001 A000 0x5001 AFFF 4 KB
CONTROLSS_G0_EPWM27 0x5001 B00O 0x5001 BFFF 4 KB
CONTROLSS_G0_EPWM28 0x5001 C000 0x5001 CFFF 4 KB
CONTROLSS_G0_EPWM29 0x5001 D000 0x5001 DFFF 4 KB
CONTROLSS_G0_EPWM30 0x5001 E000 0x5001 EFFF 4 KB
CONTROLSS_G0_EPWM31 0x5001 FO00 0x5001 FFFF 4 KB
CONTROLSS_G1_EPWMO 0x5004 0000 0x5004 OFFF 4 KB
CONTROLSS_G1_EPWM1 0x5004 1000 0x5004 1FFF 4 KB
CONTROLSS_G1_EPWM2 0x5004 2000 0x5004 2FFF 4 KB
CONTROLSS_G1_EPWM3 0x5004 3000 0x5004 3FFF 4 KB
CONTROLSS_G1_EPWM4 0x5004 4000 0x5004 4FFF 4 KB
CONTROLSS_G1_EPWM5 0x5004 5000 0x5004 5FFF 4 KB
CONTROLSS_G1_EPWM6 0x5004 6000 0x5004 6FFF 4 KB
CONTROLSS_G1_EPWM7 0x5004 7000 0x5004 7FFF 4 KB
CONTROLSS_G1_EPWM8 0x5004 8000 0x5004 8FFF 4 KB
CONTROLSS_G1_EPWM9 0x5004 9000 0x5004 9FFF 4 KB
CONTROLSS_G1_EPWM10 0x5004 A000 0x5004 AFFF 4 KB
CONTROLSS_G1_EPWM11 0x5004 B00O 0x5004 BFFF 4 KB
CONTROLSS_G1_EPWM12 0x5004 C000 0x5004 CFFF 4 KB
CONTROLSS_G1_EPWM13 0x5004 D000 0x5004 DFFF 4 KB
CONTROLSS_G1_EPWM14 0x5004 E000 0x5004 EFFF 4 KB
CONTROLSS_G1_EPWM15 0x5004 FO00 0x5004 FFFF 4 KB
CONTROLSS_G1_EPWM16 0x5005 0000 0x5005 OFFF 4 KB
CONTROLSS_G1_EPWM17 0x5005 1000 0x5005 1FFF 4 KB
CONTROLSS_G1_EPWM18 0x5005 2000 0x5005 2FFF 4 KB
CONTROLSS_G1_EPWM19 0x5005 3000 0x5005 3FFF 4 KB
CONTROLSS_G1_EPWM20 0x5005 4000 0x5005 4FFF 4 KB
CONTROLSS_G1_EPWM21 0x5005 5000 0x5005 5FFF 4 KB
CONTROLSS_G1_EPWM22 0x5005 6000 0x5005 6FFF 4 KB
CONTROLSS_G1_EPWM23 0x5005 7000 0x5005 7FFF 4 KB
CONTROLSS_G1_EPWM24 0x5005 8000 0x5005 8FFF 4 KB
CONTROLSS_G1_EPWM25 0x5005 9000 0x5005 9FFF 4 KB
CONTROLSS_G1_EPWM26 0x5005 A000 0x5005 AFFF 4 KB
CONTROLSS_G1_EPWM27 0x5005 B00O 0x5005 BFFF 4 KB
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Table 2-1. AM263x Memory Map (continued)

Region Name Start Address End Address Size
CONTROLSS_G1_EPWM28 0x5005 C000 0x5005 CFFF 4 KB
CONTROLSS_G1_EPWM29 0x5005 D000 0x5005 DFFF 4 KB
CONTROLSS_G1_EPWM30 0x5005 E000 0x5005 EFFF 4 KB
CONTROLSS_G1_EPWM31 0x5005 FO00 0x5005 FFFF 4 KB
CONTROLSS_G2_EPWMO 0x5008 0000 0x5008 OFFF 4 KB
CONTROLSS_G2_EPWM1 0x5008 1000 0x5008 1FFF 4 KB
CONTROLSS_G2_EPWM2 0x5008 2000 0x5008 2FFF 4 KB
CONTROLSS_G2_EPWM3 0x5008 3000 0x5008 3FFF 4 KB
CONTROLSS_G2_EPWM4 0x5008 4000 0x5008 4FFF 4 KB
CONTROLSS_G2_EPWM5 0x5008 5000 0x5008 5FFF 4 KB
CONTROLSS_G2_EPWM®6 0x5008 6000 0x5008 6FFF 4 KB
CONTROLSS_G2_EPWM7 0x5008 7000 0x5008 7FFF 4 KB
CONTROLSS_G2_EPWM8 0x5008 8000 0x5008 8FFF 4 KB
CONTROLSS_G2_EPWM9 0x5008 9000 0x5008 9FFF 4 KB
CONTROLSS_G2_EPWM10 0x5008 A000 0x5008 AFFF 4 KB
CONTROLSS_G2_EPWM11 0x5008 BO0O 0x5008 BFFF 4 KB
CONTROLSS_G2_EPWM12 0x5008 C000 0x5008 CFFF 4 KB
CONTROLSS_G2_EPWM13 0x5008 D000 0x5008 DFFF 4 KB
CONTROLSS_G2_EPWM14 0x5008 E000 0x5008 EFFF 4 KB
CONTROLSS_G2_EPWM15 0x5008 FO00 0x5008 FFFF 4 KB
CONTROLSS_G2_EPWM16 0x5009 0000 0x5009 OFFF 4 KB
CONTROLSS_G2_EPWM17 0x5009 1000 0x5009 1FFF 4 KB
CONTROLSS_G2_EPWM18 0x5009 2000 0x5009 2FFF 4 KB
CONTROLSS_G2_EPWM19 0x5009 3000 0x5009 3FFF 4 KB
CONTROLSS_G2_EPWM20 0x5009 4000 0x5009 4FFF 4 KB
CONTROLSS_G2_EPWM21 0x5009 5000 0x5009 5FFF 4 KB
CONTROLSS_G2_EPWM22 0x5009 6000 0x5009 6FFF 4 KB
CONTROLSS_G2_EPWM23 0x5009 7000 0x5009 7FFF 4 KB
CONTROLSS_G2_EPWM24 0x5009 8000 0x5009 8FFF 4 KB
CONTROLSS_G2_EPWM25 0x5009 9000 0x5009 9FFF 4 KB
CONTROLSS_G2_EPWM26 0x5009 A000 0x5009 AFFF 4 KB
CONTROLSS_G2_EPWM27 0x5009 B0O0O 0x5009 BFFF 4 KB
CONTROLSS_G2_EPWM28 0x5009 C000 0x5009 CFFF 4 KB
CONTROLSS_G2_EPWM29 0x5009 D000 0x5009 DFFF 4 KB
CONTROLSS_G2_EPWM30 0x5009 E000 0x5009 EFFF 4 KB
CONTROLSS_G2_EPWM31 0x5009 FO00 0x5009 FFFF 4 KB
CONTROLSS_G3_EPWMO 0x500C 0000 0x500C OFFF 4 KB
CONTROLSS_G3_EPWM1 0x500C 1000 0x500C 1FFF 4 KB
CONTROLSS_G3_EPWM2 0x500C 2000 0x500C 2FFF 4 KB
CONTROLSS_G3_EPWM3 0x500C 3000 0x500C 3FFF 4 KB
CONTROLSS_G3_EPWM4 0x500C 4000 0x500C 4FFF 4 KB
CONTROLSS_G3_EPWM5 0x500C 5000 0x500C 5FFF 4 KB
CONTROLSS_G3_EPWM®6 0x500C 6000 0x500C 6FFF 4 KB
CONTROLSS_G3_EPWM7 0x500C 7000 0x500C 7FFF 4 KB
CONTROLSS_G3_EPWM8 0x500C 8000 0x500C 8FFF 4 KB
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Table 2-1. AM263x Memory Map (continued)

Region Name Start Address End Address Size
CONTROLSS_G3_EPWM9 0x500C 9000 0x500C 9FFF 4 KB
CONTROLSS_G3_EPWM10 0x500C A000 0x500C AFFF 4 KB
CONTROLSS_G3_EPWM11 0x500C B00O 0x500C BFFF 4 KB
CONTROLSS_G3_EPWM12 0x500C C000 0x500C CFFF 4 KB
CONTROLSS_G3_EPWM13 0x500C D000 0x500C DFFF 4 KB
CONTROLSS_G3_EPWM14 0x500C E000 0x500C EFFF 4 KB
CONTROLSS_G3_EPWM15 0x500C F000 0x500C FFFF 4 KB
CONTROLSS_G3_EPWM16 0x500D 0000 0x500D OFFF 4 KB
CONTROLSS_G3_EPWM17 0x500D 1000 0x500D 1FFF 4 KB
CONTROLSS_G3_EPWM18 0x500D 2000 0x500D 2FFF 4 KB
CONTROLSS_G3_EPWM19 0x500D 3000 0x500D 3FFF 4 KB
CONTROLSS_G3_EPWM20 0x500D 4000 0x500D 4FFF 4 KB
CONTROLSS_G3_EPWM21 0x500D 5000 0x500D 5FFF 4 KB
CONTROLSS_G3_EPWM22 0x500D 6000 0x500D 6FFF 4 KB
CONTROLSS_G3_EPWM23 0x500D 7000 0x500D 7FFF 4 KB
CONTROLSS_G3_EPWM24 0x500D 8000 0x500D 8FFF 4 KB
CONTROLSS_G3_EPWM25 0x500D 9000 0x500D 9FFF 4 KB
CONTROLSS_G3_EPWM26 0x500D A000 0x500D AFFF 4 KB
CONTROLSS_G3_EPWM27 0x500D B00OO 0x500D BFFF 4 KB
CONTROLSS_G3_EPWM28 0x500D C000 0x500D CFFF 4 KB
CONTROLSS_G3_EPWM29 0x500D D000 0x500D DFFF 4 KB
CONTROLSS_G3_EPWM30 0x500D E000 0x500D EFFF 4 KB
CONTROLSS_G3_EPWM31 0x500D FO00 0x500D FFFF 4 KB
CONTROLSS_ADCO_RESULT 0x5010 0000 0x5010 OFFF 4 KB
CONTROLSS_ADC1_RESULT 0x5010 1000 0x5010 1FFF 4 KB
CONTROLSS_ADC2_RESULT 0x5010 2000 0x5010 2FFF 4 KB
CONTROLSS_ADC3_RESULT 0x5010 3000 0x5010 3FFF 4 KB
CONTROLSS_ADC4_RESULT 0x5010 4000 0x5010 4FFF 4 KB
CONTROLSS_CMPSSAO 0x5020 0000 0x5020 OFFF 4 KB
CONTROLSS_CMPSSA1 0x5020 1000 0x5020 1FFF 4 KB
CONTROLSS_CMPSSA2 0x5020 2000 0x5020 2FFF 4 KB
CONTROLSS_CMPSSA3 0x5020 3000 0x5020 3FFF 4 KB
CONTROLSS_CMPSSA4 0x5020 4000 0x5020 4FFF 4 KB
CONTROLSS_CMPSSA5 0x5020 5000 0x5020 5FFF 4 KB
CONTROLSS_CMPSSA6 0x5020 6000 0x5020 6FFF 4 KB
CONTROLSS_CMPSSA7 0x5020 7000 0x5020 7FFF 4 KB
CONTROLSS_CMPSSA8 0x5020 8000 0x5020 8FFF 4 KB
CONTROLSS_CMPSSA9 0x5020 9000 0x5020 9FFF 4 KB
CONTROLSS_CMPSSBO 0x5022 0000 0x5022 OFFF 4 KB
CONTROLSS_CMPSSBH1 0x5022 1000 0x5022 1FFF 4 KB
CONTROLSS_CMPSSB2 0x5022 2000 0x5022 2FFF 4 KB
CONTROLSS_CMPSSB3 0x5022 3000 0x5022 3FFF 4 KB
CONTROLSS_CMPSSB4 0x5022 4000 0x5022 4FFF 4 KB
CONTROLSS_CMPSSB5 0x5022 5000 0x5022 5FFF 4 KB
CONTROLSS_CMPSSB6 0x5022 6000 0x5022 6FFF 4 KB
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Table 2-1. AM263x Memory Map (continued)

Region Name Start Address End Address Size
CONTROLSS_CMPSSB7 0x5022 7000 0x5022 7FFF 4 KB
CONTROLSS_CMPSSB8 0x5022 8000 0x5022 8FFF 4 KB
CONTROLSS_CMPSSB9 0x5022 9000 0x5022 9FFF 4 KB
CONTROLSS_ECAPO 0x5024 0000 0x5024 OFFF 4 KB
CONTROLSS_ECAP1 0x5024 1000 0x5024 1FFF 4 KB
CONTROLSS_ECAP2 0x5024 2000 0x5024 2FFF 4 KB
CONTROLSS_ECAP3 0x5024 3000 0x5024 3FFF 4 KB
CONTROLSS_ECAP4 0x5024 4000 0x5024 4FFF 4 KB
CONTROLSS_ECAP5 0x5024 5000 0x5024 5FFF 4 KB
CONTROLSS_ECAP6 0x5024 6000 0x5024 6FFF 4 KB
CONTROLSS_ECAP7 0x5024 7000 0x5024 7FFF 4 KB
CONTROLSS_ECAPS8 0x5024 8000 0x5024 8FFF 4 KB
CONTROLSS_ECAP9 0x5024 9000 0x5024 9FFF 4 KB
CONTROLSS_DACO 0x5026 0000 0x5026 OFFF 4 KB
CONTROLSS_SDFM0 0x5026 8000 0x5026 8FFF 4 KB
CONTROLSS_SDFM1 0x5026 9000 0x5026 9FFF 4 KB
CONTROLSS_EQEPO 0x5027 0000 0x5027 OFFF 4 KB
CONTROLSS_EQEP1 0x5027 1000 0x5027 1FFF 4 KB
CONTROLSS_EQEP2 0x5027 2000 0x5027 2FFF 4 KB
CONTROLSS_FSI0_TX0 0x5028 0000 0x5028 OFFF 4 KB
CONTROLSS_FSI0_TX1 0x5028 1000 0x5028 1FFF 4 KB
CONTROLSS_FSI0_RX0 0x5029 0000 0x5029 OFFF 4 KB
CONTROLSS_FSI0_RX1 0x5029 1000 0x5029 1FFF 4 KB
CONTROLSS_FSI1_TX2 0x502A 0000 0x502A OFFF 4 KB
CONTROLSS_FSI1_TX3 0x502A 1000 0x502A 1FFF 4 KB
CONTROLSS_FSI1_RX2 0x502B 0000 0x502B OFFF 4 KB
CONTROLSS_FSI1_RX3 0x502B 1000 0x502B 1FFF 4 KB
CONTROLSS_ADCO_CFG 0x502C 0000 0x502C OFFF 4 KB
CONTROLSS_ADC1_CFG 0x502C 1000 0x502C 1FFF 4 KB
CONTROLSS_ADC2_CFG 0x502C 2000 0x502C 2FFF 4 KB
CONTROLSS_ADC3_CFG 0x502C 3000 0x502C 3FFF 4 KB
CONTROLSS_ADC4_CFG 0x502C 4000 0x502C 4FFF 4 KB
CONTROLSS_INPUTXBAR 0x502D 0000 0x502D OFFF 4 KB
CONTROLSS_PWMXBAR 0x502D 1000 0x502D 1FFF 4 KB
CONTROLSS_PWMSYNCOUTXBAR 0x502D 2000 0x502D 2FFF 4 KB
CONTROLSS_MDLXBAR 0x502D 3000 0x502D 3FFF 4 KB
CONTROLSS_ICLXBAR 0x502D 4000 0x502D 4FFF 4 KB
CONTROLSS_INTXBAR 0x502D 5000 0x502D 5FFF 4 KB
CONTROLSS_DMAXBAR 0x502D 6000 0x502D 6FFF 4 KB
CONTROLSS_OUTPUTXBAR 0x502D 8000 0x502D 8FFF 4 KB
CONTROLSS_OTTOCALO 0x502E 0000 0x502E OFFF 4 KB
CONTROLSS_OTTOCALA1 0x502E 1000 0x502E 1FFF 4 KB
CONTROLSS_OTTOCAL2 0x502E 2000 0x502E 2FFF 4 KB
CONTROLSS_OTTOCAL3 0x502E 3000 0x502E 3FFF 4 KB
CONTROLSS_CTRL 0x502F 0000 0x502F 7FFF 32 KB
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Table 2-1. AM263x Memory Map (continued)
Region Name Start Address End Address Size
DEBUGSS 0x5080 0000 0x508F FFFF 1024 KB
MSS_CTRL 0x50D0 0000 0x50D3 FFFF 256 KB
TOP_CTRL 0x50D8 0000 0x50D8 7FFF 32 KB
SPINLOCKO 0x50E0 0000 0X50EQ 7FFF 32KB
VIM 0x50F0 0000 0x50F0 3FFF 16 KB
GPI100® 0x5200 0000 0x5200 00FF 256 Bytes
GPI01® 0x5200 1000 0x5200 10FF 256 Bytes
GPI02® 0x5200 2000 0x5200 20FF 256 Bytes
GPI103® 0x5200 3000 0x5200 30FF 256 Bytes
wpTo” 0x5210 0000 0x5210 00FF 256 Bytes
wpT1? 0x5210 1000 0x5210 10FF 256 Bytes
wpT2"” 0x5210 2000 0x5210 20FF 256 Bytes
wpT3"” 0x5210 3000 0x5210 30FF 256 Bytes
RTIO 0x5218 0000 0x5218 03FF 1KB
RTI 0x5218 1000 0x5218 13FF 1KB
RTI2 0x5218 2000 0x5218 23FF 1KB
RTI3 0x5218 3000 0x5218 33FF 1KB
MCSPIO 0x5220 0000 0x5220 01FF 512 Bytes
MCSPI1 0x5220 1000 0x5220 11FF 512 Bytes
MCSPI2 0x5220 2000 0x5220 21FF 512 Bytes
MCSPI3 0x5220 3000 0x5220 31FF 512 Bytes
MCSPI4 0x5220 4000 0x5220 41FF 512 Bytes
UARTO 0x5230 0000 0x5230 01FF 512 Bytes
UART1 0x5230 1000 0x5230 11FF 512 Bytes
UART2 0x5230 2000 0x5230 21FF 512 Bytes
UART3 0x5230 3000 0x5230 31FF 512 Bytes
UART4 0x5230 4000 0x5230 41FF 512 Bytes
UART5 0x5230 5000 0x5230 51FF 512 Bytes
LINO 0x5240 0000 0x5240 00FF 256 Bytes
LIN1 0x5240 1000 0x5240 10FF 256 Bytes
LIN2 0x5240 2000 0x5240 20FF 256 Bytes
LIN3 0x5240 3000 0x5240 30FF 256 Bytes
LIN4 0x5240 4000 0x5240 40FF 256 Bytes
12C0 0x5250 0000 0x5250 00FF 256 Bytes
12C1 0x5250 1000 0x5250 10FF 256 Bytes
12C2 0x5250 2000 0x5250 20FF 256 Bytes
12C3 0x5250 3000 0x5250 30FF 256 Bytes
MCANO_MSG_RAM 0x5260 0000 0x5260 7FFF 32 KB
MCANO_CFG 0x5260 8000 0x5260 83FF 1KB
MCAN1_MSG_RAM 0x5261 0000 0x5261 7FFF 32 KB
MCAN1_CFG 0x5261 8000 0x5261 83FF 1KB
MCAN2_MSG_RAM 0x5262 0000 0x5262 7FFF 32 KB
MCAN2_CFG 0x5262 8000 0x5262 83FF 1KB
MCAN3_MSG_RAM 0x5263 0000 0x5263 7FFF 32KB
MCAN3_CFG 0x5263 8000 0x5263 83FF 1KB
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Table 2-1. AM263x Memory Map (continued)
Region Name Start Address End Address Size
MCANO_ECC 0x5270 0000 0x5270 03FF 1KB
MCAN1_ECC 0x5270 1000 0x5270 13FF 1KB
MCAN2_ECC 0x5270 2000 0x5270 23FF 1KB
MCAN3_ECC 0x5270 3000 0x5270 33FF 1KB
ELMO 0x527F 0000 0x527F OFFF 4 KB
CPSWO0 0x5280 0000 0x529F FFFF 2 MB
TPCC_A 0x52A0 0000 0x52A0 7FFF 32 KB
TPTC_AO 0x52A4 0000 0x52A4 OFFF 4 KB
TPTC_A1 0x52A6 0000 0x52A6 OFFF 4 KB
DCCO 0x52B0 0000 0x52B0 00FF 256 Bytes
DCC1 0x52B0 1000 0x52B0 10FF 256 Bytes
DCC2 0x52B0 2000 0x52B0 20FF 256 Bytes
DCC3 0x52B0 3000 0x52B0 30FF 256 Bytes
TOP_ESM 0x52D0 0000 0x52D0 OFFF 4 KB
SOC_TIMESYNC_XBARO 0x52E0 0000 0x52EQ 00FF 256 Bytes
EDMA_TRIG_XBAR 0x52E0 1000 0x52E0 11FF 512 Bytes
GPIO_INTR_XBAR 0x52E0 2000 0x52E0 23FF 1KB
ICSS_INTR_XBAR 0x52E0 3000 0x52E0 30FF 256 Bytes
SOC_TIMESYNC_XBAR1 0x52E0 4000 0x52E0 43FF 1KB
ECC_AGG_R5FSS0_COREO 0x5300 0000 0x5300 03FF 1KB
ECC_AGG_R5FSS0_CORE1 0x5300 3000 0x5300 33FF 1KB
ECC_AGG_R5FSS1_COREO 0x5300 4000 0x5300 43FF 1KB
ECC_AGG_R5FSS1_CORE1 0x5300 7000 0x5300 73FF 1KB
ECC_AGG_TOP 0x5301 0000 0x5301 03FF 1KB
IOMUX 0x5310 0000 0x5310 OFFF 4 KB
TOP_RCM 0x5320 0000 0x5320 7FFF 32 KB
MSS_RCM 0x5320 8000 0x5320 FFFF 32 KB
R5FSS0_CCMR 0x5321 0000 0x5321 OFFF 4 KB
R5FSS1_CCMR 0x5321 1000 0x5321 1FFF 4 KB
TOP_PBIST 0x5330 0000 0x5330 03FF 1KB
R5FSS0_STC 0x5350 0000 0x5350 01FF 512 Bytes
R5FSS1_STC 0x5351 0000 0x5351 01FF 512 Bytes
EXT_FLASHO 0x6000 0000 0x61FF FFFF 32 MB
EXT_FLASH1 0x6200 0000 0x63FF FFFF 32 MB
GPMCO_MEM 0x6800 0000 Ox6FFF FFFF 128 MB
L20CRAM 0x7000 0000 0x701F FFFF 2 MB
MBOX_SRAM 0x7200 0000 0x7200 3FFF 16 KB
R5FSS0_COREO_ICACHE 0x7400 0000 0x747F FFFF 16 KB (8 MB)
R5FSS0_COREO_DCACHE 0x7480 0000 OXx74FF FFFF 16 KB (8 MB)
R5FSS0_CORE1_ICACHE @¢ 0x7500 0000 0x757F FFFF 16 KB (8 MB)
R5FSS0_CORE1_DCACHE ?® 0x7580 0000 0x75FF FFFF 16 KB (8 MB)
R5FSS1_COREO_ICACHE ¥ 0x7600 0000 0x767F FFFF 16 KB (8 MB)
R5FSS1_COREQ_DCACHE ¥ 0x7680 0000 0x76FF FFFF 16 KB (8 MB)
R5FSS1_CORE1_ICACHE ?® 0x7700 0000 0x777F FFFF 16 KB (8 MB)
R5FSS1_CORE1_DCACHE ? % 0x7780 0000 0x77FF FFFF 16 KB (8 MB)
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Table 2-1. AM263x Memory Map (continued)
Region Name Start Address End Address Size

R5FSS0_COREO_TCMA®®

0x7800 0000

0x7800 FFFF (Lockstep)
0x7800 7FFF (Dual Core)

64 KB (Lockstep)
32 KB (Dual Core)

R5FSS0_COREO_TCMB®®

0x7810 0000

0x7810 FFFF (Lockstep)
0x7810 7FFF (Dual Core)

64 KB (Lockstep)
32 KB (Dual Core)

R5FSS0_CORE1_TCMA ®®

0x7820 0000

0x7820 7FFF

32 KB

R5FSS0_CORE1_TCMB ®®

0x7830 0000

0x7830 7FFF

32 KB

R5FSS1_COREO_TCMA®®

0x7840 0000

0x7840 FFFF (Lockstep)
0x7840 7FFF (Dual Core)

64 KB (Lockstep)
32 KB (Dual Core)

0x7850 FFFF (Lockstep)

64 KB (Lockstep)

(3) 4)
RSFSS1_COREO_TCMB 0x7850 0000 0x7850 7FFF (Dual Core) 32 KB (Dual Core)
R5FSS1_CORE1_TCMA®® 0x7860 0000 0x7860 7FFF 32 KB
R5FSS1_CORE1_TCMB®® 0x7870 0000 0x7870 7FFF 32 KB

(1) See core-specific tables for the internal memory map.

(2) In Lockstep mode, the R5FSSx CORE1 memory region is not accessible.

(3) The size of these memories changes based on Dual-Core vs Lockstep operation.
For more information about Dual-Core and Lockstep modes, see the R5FSS chapter.
For more information about ATCM and BTCM, see the Tightly-Coupled Memories (TCM) section within the R5FSS chapter.

(4) This memory region is used by each CPU core to access the TCM/Cache memory space of other CPU cores.

(5) Each R5FSS contains 16 KB i-cache and 16 KB d-cache. However, the system interconnect sees an 8 MB address range at ICACHE/

DCACHE. Any core attempting to access more than 16 KB will wrap around and access the same cache multiple times.

(6) GPIOO can only be accessed by RSFSS0_COREOQ, GPIO1 can only be accessed by RSFSS0_CORE1, GPIO2 can only be accessed
by R5FSS1_COREO, GPIO3 can only be accessed by R5FSS1_CORE1
(7) WDTO can only be accessed by R5SFSS0_COREO, WDT1 can only be accessed by R5FSS0_CORE1, WDT2 can only be accessed by
R5FSS1_COREO, WDT3 can only be accessed by R5FSS1_CORE1

2.2 R5FSS Memory Map

Table 2-2. R5FSS0-0 Memory Map

Region Name Start Address End Address Size
R5SS0_COREO_TCMA_ROM 0x0000 0000 0x0001 FFFF 128 KB
0x0002 FFFF (Lockstep) 64 KB
R5SS0_COREQO_TCMA_RAM 0x0002 0000 0x0002 7FFF (Dual | (Lockstep)
Core) 32 KB (Dual
Core)
0x0008 FFFF (Lockstep) 64 KB
R5SS0_COREO_TCMB_RAM 0x0008 0000 0x0008 7FFF (Dual (Lockstep)
Core) 32 KB (Dual
Core)
R5SS0_COREO_VIM 0x50F0 0000 0x50F0 3FFF 16 KB
R5SS0_COREO_WWDT (WDTO0) 0x5210 0000 0x5210 00FF 256 Bytes
ROM to RAM Swap
R5SS0_COREO_TCMA_ROM NA NA NA
0x0000 FFFF (Lockstep) 64 KB
R5SS0_COREO_TCMA_RAM 0x0000 0000 0x0000 7FFF (Dual (Lockstep)
Core) 32 KB (Dual
Core)
0x0008 FFFF (Lockstep) 64 KB
R5SS0_COREQ_TCMB_RAM 0x0008 0000 0x0008 7FFF (Dual |  (Lockstep)
Core) 32 KB (Dual
Core)
R5SS0_COREO_VIM 0x50F0 0000 0x50F0 3FFF 16 KB
R5SS0_COREO_WWDT (WDTO) 0x5210 0000 0x5210 00FF 256 Bytes
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Table 2-3. R5FSS0-1 Memory Map
Region Name Start Address End Address Size
R5SS0_CORE1_TCMA_RAM 0x0000 0000 0x0000 7FFF 32 KB
R5SS0_CORE1_TCMB_RAM 0x0008 0000 0x0008 7FFF 32 KB
R5SS0_CORE1_VIM 0x50F0 0000 0x50F0 3FFF 16 KB
R5SS0_CORE1_WWDT (WDT1) 0x5210 1000 0x5210 10FF 256 Bytes
Table 2-4. R5FSS1-0 Memory Map
Region Name Start Address End Address Size
0x0000 FFFF (Lockstep) 64 KB
R5SS1_COREO_TCMA_RAM 0x0000 0000 0x0000 7FFF (Dual (Lockstep)
Core) 32 KB (Dual
Core)
0x0008 FFFF (Lockstep) 64 KB
R5SS1_COREO_TCMB_RAM 0x0008 0000 0x0008 7FFF (Dual (Lockstep)
Core) 32 KB (Dual
Core)
R5SS1_COREOQ_VIM 0x50F0 0000 0x50F0 3FFF 16 KB
R5SS1_COREO_WWDT (WDT2) 0x5210 2000 0x5210 20FF 256 Bytes
Table 2-5. R5FSS1-1 Memory Map
Region Name Start Address End Address Size
R5SS1_CORE1_TCMA_RAM 0x0000 0000 0x0000 7FFF 32 KB
R5SS1_CORE1_TCMB_RAM 0x0008 0000 0x0008 7FFF 32 KB
R5SS1_CORE1_VIM 0x50F0 0000 0x50F0 3FFF 16 KB
R5SS1_CORE1_WWDT (WDT3) 0x5210 3000 0x5210 30FF 256 Bytes
2.3 PRU-ICSS Memory Map
Region Name Start Address End Address Size
PRU-ICSS Data RAMO (DRAMO) 0x0000 0000 0x0000 1FFF 8 KB
PRU-ICSS Data RAM1 (DRAM1) 0x0000 2000 0x0000 3FFF 8 KB
PRU-ICSS Data RAM2 (Shared DRAM2) 0x0001 0000 0x0001 FFFF 64 KB
PRU-ICSS INTC 0x0002 0000 0x0002 1FFF 8 KB
PRU-ICSS PRUO Control 0x0002 2000 0x0002 23FF 1 KB
PRU-ICSS PRUO Debug 0x0002 2400 0x0002 3FFF 7 KB
PRU-ICSS PRU1 Control 0x0002 4000 0x0002 43FF 1KB
PRU-ICSS PRU1 Debug 0x0002 4400 0x0002 5FFF 7 KB
PRU-ICSS CFG 0x0002 6000 0x0002 6FFF 4 KB
PRU-ICSS ECC_CFG 0x0002 7000 0x0002 7FFF 4 KB
PRU-ICSS UARTO 0x0002 8000 0x0002 9FFF 8 KB
PRU-ICSS Reserved 0x0002 A000 0x0002 BFFF 8 KB
PRU-ICSS Reserved 0x0002 C000 0x0002 DFFF 8 KB
PRU-ICSS IEP 0x0002 E000 0x0002 EFFF 8 KB
PRU-ICSS ECAPO 0x0003 0000 0x0003 1FFF 8 KB
PRU-ICSS MII_RT_CFG 0x0003 2000 0x0003 23FF 1KB
PRU-ICSS MII_MDIO 0x0003 2400 0x0003 3FFF 7 KB
PRU-ICSS PRUO IRAM 0x0003 4000 0x0003 7FFF 16 KB
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Region Name Start Address End Address Size
PRU-ICSS PRU1 IRAM 0x0003 8000 0x0003 BFFF 16 KB
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Chapter 3
System Interconnect

i3 TEXAS INSTRUMENTS

This chapter describes the device system interconnect.

System interconnect provides a multi-layered crossbar network among initiators and targets within SoC. This
mutli-layered crossbar network supports multiple in-flight transactions to improve both latency and throughput
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3.1 System Interconnect Overview

The device implements a system interconnect using TI's Common Bus Architecture (CBA), composed of the
VBUSM and VBUSP protocols.

The system is based on a multi-layered interconnect approach designed to meet high-performance system
requirements. The core interconnect structure consists of a full crossbar implementation, where every initiator
has an independent communication path with every target. In other words, any initiator can access any

target on the interconnect while another initiator can access a different target simultaneously without any
contention,such that, transactions from each initiator has access to full interconnect bandwidth. Arbitration

will happen at the target end point (when the same target is accessed by two or more initiators) and at the
initiator point when request is sent back. Targets cannot generate read/write requests directly. However, they can
respond to these requests by generating error events (as defined by the CBA protocol), interrupts, and DMA
requests.

The device interconnect is partitioned into the following sections:

« CORE VBUSM Interconnect

* CORE VBUSP Interconnect

* PERI VBUSP Interconnect

* INFRAO VBUSP Interconnect

* INFRA1 VBUSP Interconnect

« CONTROLSS VBUSP Interconnect

VBUSM SAFETY

:glsx\rlé)TRY CPSW EDMA DEBUSSS HSM ICSS-M

S S R Sl

CORE VBUSM Interconnect

| INFRA-1 VBUSP Interconnect | ﬁ ﬁ ﬁ ﬁ
—

l INFRA-0 VBUSP Interconnect ‘ H R5SS0-0 R5SS0-1 R5SS1-0 R5SSI1-1

f

PERI VBUSP Interconnect l VIM Interconnect H VIM Interconnect H VIM Interconnect H VIM Interconnect ‘

CORE VBUSP Interconnect

SN NN SN | SN S | SO | SRS SR SV S| SN | SN

MISC MISC FSI || FSI EPWM EPWM EPWM EPWM ADC ADC ADC ADC ADC

PERIPH CONFIG 0 1 GO Gl G2 G3 0

Figure 3-1. Top-Level System Interconnect

Note
CORE VBUSM Interconnect is a 64-bit wide interconnect (i.e. 64-bit data bus width). Rest of the
above interconnects are 32-bit wide (i.e. 32-bit data bus width).

Note
There are multiple targets for each of the above interconnects, which is detailed in later sections of the
chapter.
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3.2 CORE VBUSM Interconnect

The device Core Interconnect (CORE VBUSM) utilizes the VBUSM architecture to enable extensive transaction

pipelining configuration along with support for multiple outstanding transactions; this dramatically increases

system performance at the cost of higher complexity and additional logic. The diagram below shows the device

peripherals with Core Interconnect target ports.

9 dYDS
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| %aaeyan U 94—
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R5F551

debugss
RSFSS1 HSM -
1

CPSW EDMA_T EDMA_T o -1 )
v llllc‘] - N A I A A :”'
- = o o o |
CPSW 2 2 2 gz ‘L Py ‘L pY Ea S 8‘ 5 = 8I 2 S‘ 5 5
Interconmect | _, I, I, I A 0 & 0 £z = s g @ & o @ - L9 L o= i
n ! =4 | = [ h Y e B A e B9 = v B =
g g8 p 8 2 4 4 4 ) A 72 6 A a4 @
: : ! ! g e o = = 2 02 5 oo om0 Lo
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§ 2= =z ¢ 9 0 o2 u g o g oz 5 =
2520y 5 z 4 B2 g BE N 2 2
9 = g = 2 m T ® @ @ W ™ w 7] &
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Figure 3-2. CORE Interconnect Diagram

The red blocks in the diagram above indicate designated MPU (Memory protection units) on the associated

target ports.

The above MPUs allow for up to 8 programmable regions.

Additional details related the Memory Protection Unit, can be found in the device System Memory Protection Unit

(MPU)/Firewalls chapter.
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following:

Table 3-1. CORE VBUSM Initiator-Target Table

This table lists initiator and target end point connections for the CORE VBUSM Interconnect. A cell can contain one of the

* Y — Connection does exist between initiator and target.

* N - Connection does NOT exist between initiator and target.

Targets

Initiators

R5FSS
0-0*

R5FSS
0-1*

HSM

HSM_TCO
RIW*

HSM_TC1
RIW*

SoC_TCO
RIW*

SoC_TC1
RIW*

DEBUGS
S

ICSS
PRUO

ICSS
PRU1

CPSW

R5FSS0-0

N

Y

R5FSS0-17

R5FSS1-0

R5FSS1-1

OCSRAM
(BANKO)

<|=<|=<|=<

<|=<|=<|z

<|=<|=<|=<|=<

<|=<|=<|=<|=<

<|=<|=<|=<|=<

<|=<|=<|=<|=<

<|=<|=<|=<|=<

<|=<|=<|=<|=<

<|=<|=<|=<

<|=<|=<|=

<|=<|=<|=<|=<

OCSRAM
(BANK1)

<

OCSRAM
(BANK2)

<

OCSRAM
(BANK3)

=<

<

<

MBOX_SRAM

HSM

DTHE

QSPI

PRU-ICSS

MMCO

STM_STIM

MCRC

GPMC

CORE VBUSP
(Port0)

z|<|<|<|=<|=<|<|=<|=<|=<

z|<|<|=<|<|=<|=<|=<|=<]|=<

z|<|<|<|<|=<|=<|=<|=<]|=x<

z|<|<|=<|=<|=<|=<|=<|=<|=<
z|<|<|<|=<|<|<|<]z|=<

<|=<|=<|=<|=<|=<|=<|=<|=<|=<

Zz|<|<|<|=<|=<|=<|=<|=<|=<

<|=<|=<|=<|=<|=<|=<|=<|=<|=<

z|<|<|<|<|=<|=<|=<|=<]|=x<

<|=<|=<|=<|=<|=<|=<|=<|=<]|=<

<|=<|=<|=<|=<lz|<|=<|=<|=<

z|<|<|<|<|z|=<|=<|=<]|=x<

z|<|<|<|=<|<|<|=<|=<|=<

CORE VBUSP
(Port1)

=z

=z

P4

P4
=<

P4

=<

<

P4

=z

<

=z

Note
* These initiators have separate read and write ports.

Note
A Accessible only with LOCKSTEP mode disabled. Any access with LOCKSTEP mode enabled
results in an error response.
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3.3 CORE VBUSP Interconnect

VBUSP is a very simple and easy to implement protocol that is pended such that only a single transaction can
be outstanding at any given time. VBUSP protocol is classified as a point-to-point, pended interface protocol.
The design is split into multi layers of VBUSP interconnect for performance requirements. The diagram below
shows the peripherals which are target ports for the CORE VBUSP interconnect.

VIM interconnect is a local VBUSP interconnect which allows a low latency path to the dedicated VIM from each

R5SS. Since this is locally connected before the CORE VBUSP interconnect, access is restricted only from each
R5SS core to its own VIM module.

R5FSS1 R5FSS1
R5FSSO R5FSSO -0 =1
-0 -1 i i
VIM VIM -4-VIM1-0— . WL . ML —VIM1-1-
From CORE From CORE «-VIMO-0—! | A L VIMO-1-p interconnect interconnect
VBUSM VBUSM interconnect interconnect
Port 0 Port 1
\ \ [ weu | [ weu |
[ weu | [ weu | [ weu | [ weu |
\ J \ J
‘ VBUSP CORE Interconnect
] | | Bl
‘ 'l\’
>
sz | | L
. S 7] o m ) ~ ~ ~
3 5 & o £ z COT
m 2] o) la) < 6
G b= b= a o
¢ § o 2 «» = i i i
‘ PERI interconnect ‘ i i i L ‘ CONTROLSS interconnect

Figure 3-3. CORE VBUSP Interconnect Diagram

The grey blocks are MPU (Memory Protection Units) on the target ports. These are used to protect data and
configuration spaces by managing the accesses to these memory regions.

The MPUs above can have up to 16 programmable regions. For more details on MPU, please refer to System
Memory Protection Unit (MPU)/Firewalls.
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Table 3-2. CORE VBUSP Initiator-Target Table

This table lists the initiator and target end point connections for the CORE VBUSP Interconnect. A cell can contain one of the
following:

Y — Connection does exist between initiator and target.

N — Connection does NOT exist between initiator and target.

Targets

Initiators

R5FSS
0-0_AHB

R5FSS
0-1_AHB

R5FSS
1-0_AHB

R5FSS
1-1_AHB

CORE VBUSM
(Port0)

CORE VBUSM
(Port1)

EPWM_GO

Y

Y

Y

Y

Y

Y

EPWM_G1

EPWM_G2

EPWM_G3

ADC_0

ADC_1

ADC_2

ADC_3

ADC_4

ADC_5

MISC PERIPH

FSI_0

Fsl_1

MISC CONFIG

PERI_R5FSS0-0*

PERI_R5FSS0-1*

PERI_R5FSS1-0*

PERI_R5FSS1-1*

PERI VBUSP (Port0)*

PERI VBUSP (Port1)*

SPINLOCK

DEBUGSS

MSS_CTRL

TOP_CTRL

VIMO-0

VIMO-1

VIM1-0

VIM1-1

zlzlz|<|<|<|<|<|z|lz|z|z|z|<|<|<|<|<|z|z|z|z|2|<|<]|<]|<

zlz|<|z|<|<|<|<|z|lz|z|z|<|z|<|<|<|<|z|z|z|z|<|z|<]|<]|<

z|<lz|lz|<|<|<|<|z|lz|z|<|z|z|<|<|<|<|z|z|z|<|z|z|<]|<]|<

<lzlz|lz|<|<|<|<|z|lz|<|z|lz|z|<|<|<|<|z|z|<|z|z|z|<]|<]|<

Z| Z| Z|Z|<K|X|X|[K¥|Z|X¥K|Z|Z2|Z|Z2|<¥X|X|X¥X|X|Z|Xx|Z2|Z2|Z2|Z2|<|<X|<<

Z| Z| Z|Z|<K|X|K¥X|K¥|XK|Z|Z|Z2|Z2|Z2|<¥|X|X¥X|X|[K¥K]|Z|Z2|Z2|Z2|Z2|<|<X|<<

Note

*These targets connect to initiator ports on the PERI interconnect.
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3.4 PERI VBUSP Interconnect

PERI VBUSP interconnect connects with the CORE VBUSP interconnect through the target ports each
dedicated for individual initiators on the CORE VBUSP. The diagram below shows the peripherals which are
target ports for the CORE VBUSP interconnect.

———8HY 0-055454-

-
4 ——gHVY 105545 —————

o gH¥ 0-15545Y

- gHY T-T55458——
[—01HOd lNSNaA
T LHOd INSNAA

PERI Interconnect

X LY
SX|dS

DT %t

- TYH4NI

- 0VH4ANI
-3
-—PXQINVD
-|—pX0IdD

g —XLOM
- §xu)|
- OX)EN
-

Figure 3-4. PERI VBUSP Interconnect Diagram
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Table 3-3. PERI VBUSP Initiator-Target Table

This table lists initiator and target end point connections for the PERI VBUSP Interconnect. A cell may contain one of the

following:

* Y — Connection does exist between initiator and target.

* N - Connection does NOT exist between initiator and target.

Targets

Initiators

R5FSS
0-0_AHB

R5FSS
0-1_AHB

R5FSS
1-0_AHB

R5FSS
1-1_AHB

PERI VBUSP
(Port0)

PERI VBUSP
(Port1)

GPIO0

Y

N

N

N

Y

Y

GPIO1

GPI02

GPIO3

WDTO

WDT1

WDT2

WDT3

SPI0

SPI1

SPI2

SPI3

SPI4

SPI5

UARTO

UART1

UART2

UART3

UART4

UARTS

LINO

LIN1

LIN2

LIN3

LIN4

12C0

12C1

12C2

12C3

RTIO

RTH

RTI2

RTI3

CANFDO

CANFD1

CANFD2

CANFD3

ELM

INFRAO

INFRA1

<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|<|=<|=<|=<|=<|=<|<|<|=<|=<|<|<|<|<|=<|<|<|<|z|z2z|z|<|2|2|2

<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|<|=<|=<|=<|=<|=<|<|<|=<|=<|<|<|<|<|=<|<|<|<|z|z2|<|2|2|2]|<

<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|<|=<|=<|=<|=<|=<|=<|<|=<|=<|<|<|<|<|=<|<|<|<|z|<|z2|2|2|<|2

<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|<|=<|=<|<|<|<|<|=<|<|<|<|<|2|z|2|<|2|2

<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<]|=<]|=<

<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<]|=<]|=<
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3.5 INFRAO VBUSP Interconnect

INFRAO VBUSP interconnect connects with the PERI VBUSP interconnect through a single target port catering
to all initiators on the PERI VBUSP. Accessing a particular target by multiple initiators at the same time will be
arbitrated in this interconnect. The diagram below shows the peripherals which are target ports for the INFRAOQ
VBUSP interconnect.

——sJojepu) ||Iy————

v

INFRAO Interconnect ‘

INS3

-4—9540 1L OVIAQ3
-¢—940 DD 0VINa3
X200

~——GX |0J3U0D Jeq)

-——540 MSdD

-4—54D 001 OVING3I

There is no access restriction since its a single initiator, multiple target interconnect.
3.6 INFRA1 VBUSP Interconnect

INFRA1 VBUSP interconnect connects with the PERI VBUSP interconnect through a single target port catering
to all initiators on the PERI VBUSP. Accessing a particular target by multiple initiators at the same time will be
arbitrated in this interconnect. The diagram below shows the peripherals which are target ports for the INFRA1
VBUSP interconnect.
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sio1eniu| ||y

INFRA1 Interconnect

-4——NYv4d 3SN43 dOL

-—CX HINDD SS4SY

-¢—NDY dOL
-4—XNOI

-4—IANDY SSIN

- 7XD1S SS4SY
1s19d
- Gx s101e3a.88e )03

There is no access restriction since its a single initiator, multiple target interconnect.

3.7 CONTROLSS Interconnect

CONTROLSS interconnect is divided into below list of separate interconnect connected to the CORE VBUSP
interconnect individually. Since these are connected to the CORE VBUSP interconnect separately, each of
this interconnect can be accessed in parallel by different initiators without any arbitration. Accessing a single
CONTROLSS interconnect by multiple initiators at the same time will be arbitrated.

+ MISC PERIPH
.« MISC CONFIG

« FSIO (FSITX[0:1] and FSIRX[0:1])

« FSI1 (FSITX[2:3] and FSIRX[2:3])

- GO_EPWM, G1_EPWM, G2_EPWM, G3_EPWM
.+ ADCO, ADC1, ADC2, ADC3, ADC4, ADC5

Below diagram shows the different interconnect connections.
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0 WMd3
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‘ ADC_n ‘
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\
\
U AMd3
« 0 AMd3
l——U AMd3
>
o
(@]
>k

t_n corresponds to]
number of IPs
* MISC PERIPH, MISC CONFIG, FSIO0 and FSI1 are single initiator, multiple targets as shown in the diagram.
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« EPWM interconnect are divided into 4 groups GO_EPWM, G1_EPWM, G2_EPWM and G3_EPWM
accessed using different address regions in the memory map. Any initiator can access an EPWM
group while another initiator is accessing a different EPWM group simultaneously. Each interconnect
has n target ports depending on number of EPWM in the design. After the interconnect, a 4:1 Static
Mux can be configured per EPWM using CONTROLSS GLOBAL_CTRL.EPWM_STATICXBAR_SELO &
CONTROLSS_GLOBAL_CTRL.EPWM_STATICXBAR_SEL1 register, which statically assigns that EPWM to
any of the selection groups — GO to G3.

ADCO, ADCH1,.. ADCn are different interconnect per intiator (R5FSS0-0_AHB,
R5FSS0-1_AHB,R5FSS1-0_AHB, R5FSS1-1_AHB, CORE VBUSP (Port0), and CORE VBUSP (Port1)). The
target ports are based on number of ADCs in the design. Each initiator can independently access any ADC
register without any arbitration. In other words, the same ADC result register can be accessed by multiple
initiators simultaneously without contention.
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3.8 Interconnect Safety

In order to ensure the safety of data through the interconnect, redundancy has been implemented in VBUSM
and VBUSP interconnect. For VBUSP, data and control signals are passed through a redundant interconnect
and compared. For VBUSM, ECC of the data is generated and is passed through redundant interconnect.

The comparison will happen for ECC of the data. The control signals are directly compared without any ECC
generation. The status of comparison from Main and Redundant interconnect are available in MSS_CTRL MMR.

ECC of data
& Control
signals

eeeee

Data & Control Signals

ECC of Data

ECC Data Signal comparison status

Figure 3-5. VBUSM Interconnect

The following interconnects are safety compliant:
1. CORE VBUSM

2. CORE VBUSP

3. PERIVBUSP

The VBUSM Interconnect follows the ECC based VBUSM safety architecture as shown above in Figure 3-5.
CORE VBUSP and PERI VBUSP follows VBUSP Safety architecture as shown below in Figure 3-6. All the
Initiators/Targets of these Interconnects are safety compliant.

Figure 3-6. VBUSP Interconnect

3.9 Bus Safety Errors
3.9.1 Error Signaling Integration

The bus safety errors which gets generated from VBUSP and VBUSM Interconnects will get aggregated and are
available as status registers in the MSS_CTRL. The Registers which contain various error status are:
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1. *_INTAGG_STATUS_RAW - These Registers capture raw error status for each safety compliant Initiator/
Target.

2. *_INTAGG_STATUS - These Registers capture masked error status for each Initiator/Target which are
safety compliant. The masking is done by programming the register - *_INTAGG_MASK with appropriate
value. Masking will override the corresponding bit to be default value irrespective of raw error status.

3. *_RD_BUS_SAFETY_ERR - This Register contains more information such as Single error, Double Error
that had occurred in the data. Additionally, it contains if an error occurred in command bus, write bus, write
status, or read bus of the Target Port.

The Masked errors from various Targets are aggregated and sent to ESM. There are three such signals :
Aggregated_VBUSP_error_H, Aggregated VBUSM_error_H and Aggregated_VBUSM_error_L. The Initiators/
Targets errors which are aggregated and used for generation of these signals are given in the below table.

Table 3-4. Initiators/Targets errors aggregated and sent to ESM GROUPO

MSS ESM Description Comments
GROUPO
Channel No.
31 Aggregated_VBUSP_error_H Aggregated High interrupt line for VBUSP
. R5SS0 0 AHB peripherals. Only compare error is mapped
R5SS0_1_AHB to this line.
R5SS1_0_AHB
R5SS1_1_AHB
MAIN_VBUSP (Aggregated error for all VBUSP Initiators and Targets)
PERI_VBUSP (Aggregated error for all VBUSP Initiators and Targets)
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Table 3-5. Initiators/Targets errors aggregated and sent to ESM GROUP1

MSS ESM Description Comment
GROUP1
Channel No.
1 Aggregated_VBUSM_error_H Aggregated High interrupt line for VBUSM
. R5SS0 0 RD peripherals. DED(Double Error Detection) of

data and compare errors of control signals

+ RS5SS0_1_RD are mapped to this line.

- R5SS0_0_WR
. R5SS0_1_WR
. R5SS0_0_S

. R5SS0_1_S

. R5SS1_0_RD
. R5SS1_1_RD
- R5SS1_0_WR
. R5SS1_1_WR

« R5SS1_0_S
« R5SS1_1_8S
* Debugss

* HSM_M

« CPSW

.« OCSRAM(Bank0
- OCSRAM(Bank1
- OCSRAM(Bank2
- OCSRAM(Bank3
+ SoC_TC_0_RD
« SoC_TC_1_RD
+ SoC_TC_0_WR
+ SoC_TC_1_WR
« HSM_TC_0_RD
« HSM_TC_1_RD
« HSM_TC_0_WR
« HSM_TC_1_WR
.+ ICSS0_PRUO

.+ ICSS0_PRU1

= = — =

« QSPI

+ MCRC

- DTHE

«  SCRPO

+ SCRP1

« HSM
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Table 3-5. Initiators/Targets errors aggregated and sent to ESM GROUP1 (continued)

GROUP1
Channel No.

MSS ESM Description

Comment

2 Aggregated_VBUSM_error_L

R5SS0_0_RD
R5SS0_1_RD
R5SS0_0_WR
R5SS0_1_WR
R5SS0_0_S
R5SS0_1_S
R5SS1_0_RD
R5SS1_1_RD
R5SS1_0_WR
R5SS1_1_WR
R5SS1_0_S
R5SS1_1_S
Debugss
HSM_M
MSS_CPSW
OCSRAM(Bank0
OCSRAM(Bank1
OCSRAM(Bank2
OCSRAM(Bank3
SoC_TC_0_RD
SoC_TC_1_RD
SoC_TC_0_WR
SoC_TC_1_WR
HSM_TC_0_RD
HSM_TC_0_WR
HSM_TC_1_RD
HSM_TC_1_WR
ICSS0_PRUO
ICSS0_PRU1
QSPI

MCRC

DTHE

CORE VBUSP(Port0)
CORE VBUSP(Port1)
HSM_S

ICSS

MBOX_SRAM
STM_STIM

MMC

GPMC

= = — =

Aggregated Low interrupt line for VBUSM
peripherals. SEC (Single Error Correction)
error is mapped to this line.

3.9.2 Programming sequence

Bus Infrastructure Safety is disabled by default.

* The first step is to enable Bus Safety for the MSS subsystem globally. For this, write 0x7 to
MSS_CTRL.MSS_BUS_SAFETY_CTRL.MSS_BUS_SAFETY_CTRL_ENABLE.

* User can enable safety on a node mentioned in above table by writing to the multibit field —
MSS_CTRL.<NODE>_BUS_SAFETY_CTRL_ENABLE
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— Write 0x7: To enable safety for the Node
— Write 0x0: To disable safety for the Node

3.9.3 Diagnostic Check Mechanism

1. Enable MSS bus safety errors.

MSS_CTRL.MSS_BUS_SAFETY_CTRL.MSS_BUS_SAFETY_CTRL _ENABLE = 0x7

2. Enable bus safety for each interface. Taking MSS L2 Bank A VBUSM interface as a reference.

.

Set the mask bit for the respective source in MSS_CTRL.MSS_VBUSM_SAFETY_x_ERRAGG_MASK
register. In this example,

MSS_CTRL.MSS_VBUSM_SAFETY_HO0_ERRAGG_MASK.MSS_VBUSM_SAFETY_H0_ERRAGG_
MASK_L2RAMO_VBUSM_ERRH = 1

Note
x can be a high or low priority setting for the corresponding source.
MSS_CTRL.MSS_L2_A_BUS_SAFETY_CTRL.MSS_L2_A_BUS_SAFETY_CTRL_ENABLE = 0x7

3. For double/single error injection on data,

MSS_CTRL.MSS_L2 A BUS_SAFETY_FIL.MSS_L2_A_BUS_SAFETY_FI_DED = 0x1; (For Double
Error Detection)

MSS_CTRL.MSS_L2_A BUS_SAFETY_FI.MSS_L2_A_BUS_SAFETY_FI_SEC = 0x1; (For Single
Error Correction)
MSS_CTRL.MSS_L2_A BUS_SAFETY_FI.MSS_L2_A_BUS_SAFETY_FI_DATA = 0x1<<i;

— Double/single errors can be injected only on 32-bit segments of data at a time.
— =0 for data[31:0]

i=1 for data[63:32]

i=2 for data[95:64] and so on.
— For controller interfaces, it will be read data to which error will be injected, and for target interfaces it
will be write data to which error will get injected.
The write access is to be followed by a read to the endpoint of the bus interface. The address should be
selected based on the FI_DATA value.

— WR_MEM_32(MSS_L2_U_BASE + 0x2000 + i*0x4, wr_data); // sufficient for targets like MSS_| 2

— rd_data =RD_MEM_32(MSS_L2_U_BASE + 0x2000 + i*0x4); // sufficient for controllers like
CR5A_AXI_READ

Upon detection of DED/SEC error on the interface, an ESM error gets triggered and the following

sequence needs to be executed by the ISR to clear the error.

— MSS_CTRL.MSS_L2_A_BUS_SAFETY_CTRL.MSS_L2_A_BUS_SAFETY_CTRL_ERR_CLEAR =
0x1;

— Once the error at the interface is cleared, clear the ESM status register.

— Register MSS_CTRL.MSS_L2_A_BUS_SAFETY_ERR is read to confirm whether the ERROR is
SEC/DED.

Before Exiting the ISR need to do the below setting to ensure the fault injection is removed.

— MSS_CTRL.MSS_L2_A BUS_SAFETY_FIL.MSS_L2 A_BUS_SAFETY_FI_SEC = 0x0

— MSS_CTRL.MSS_L2_A BUS_SAFETY_FI.MSS_L2 A _BUS_SAFETY_FI_DED = 0x0

All the Bus-Safety SEC errors in MSS are aggregated to a single ESM line. So, before exiting the ISR,
the corresponding bit in the aggregated registers MSS_CTRL.MSS_VBUSM/P_x_ERRAGG_STATUS
should be written 1 to clear the status.

4. For redundancy on the bus interface signals,

— MSS_CTRL.MSS_L2_A_BUS_SAFETY_FL.MSS_L2_A_BUS_SAFETY_FI_MAIN = 0x1<<i;
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* i=0 checks redundancy on the main command interface
* i=1 checks redundancy on the main write interface
* =2 checks redundancy on the main write status interface
» i=3 checks redundancy on the main read interface
» For vbusp interfaces, only the main command interface is checked.

— MSS_CTRL_Ptr.MSS_L2_A_BUS_SAFETY_FI.MSS_L2_A_BUS_SAFETY_FI_SAFE = 0x1<<i;
» i=0 checks redundancy on the safe command interface
* i=1 checks redundancy on the safe write interface
» i=2 checks redundancy on the safe write status interface
» i=3 checks redundancy on the safe read interface
» For vbusp interfaces, only the safe command interface is checked.

— To inject redundancy errors on all the command, read, write and write status interface signals
simultaneously, the following sequence is executed,
* MSS_CTRL.MSS_L2_A_BUS_SAFETY_FIL.MSS_L2_A_BUS_SAFETY_FI_GLOBAL_MAIN =

0x1; // for the main interface
+ MSS_CTRL.MSS_L2_A_BUS_SAFETY_FIL.MSS_L2_A_BUS_SAFETY_FI_GLOBAL_SAFE=
0x1; // for the safe interface
» Upon detection of a redundancy error on the interface, an ESM error gets triggered and the following

sequence needs to be executed by the ISR to clear the error.

— MSS_CTRL.MSS_L2_A_BUS_SAFETY_CTRL.MSS_L2_A_BUS_SAFETY_CTRL_ERR_CLEAR =
0x1;

— Once the error at the interface is cleared, clear the ESM status register.

» Before Exiting the ISR, one needs to do the below setting to ensure the fault injection is removed.

— MSS_CTRL.MSS_L2_A_BUS_SAFETY_FI_ST. MSS_L2_A_BUS_SAFETY_FI_MAIN = 0x0

— MSS_CTRL.MSS_L2_A_BUS_SAFETY_FI_ST. MSS_L2_A_BUS_SAFETY_FI_SAFE = 0x0

— MSS_CTRL.MSS_L2_A BUS_SAFETY_FI_ST.MSS_L2_A_BUS_SAFETY_FI_GLOBAL_MAIN =
0x0

— MSS_CTRL.MSS_L2_A_BUS_SAFETY_FI_ST.MSS_L2_A_BUS_SAFETY_FI_GLOBAL_SAFE=
0x0

3.10 System Memory Protection Unit (MPU)/Firewalls

The device incorporates multiple system Memory Protection Units (MPU) aka Firewall in the interconnect for
security purpose or to ensure freedom from interference (FFI) in safety application. Note that these are distinct
from the MPU which is part of RSFSS (explained in section R6FSS Features).The choice of using the MPU for
security or for FFI is an application level decision.

The MPU works by allowing access to the underlying memory map (Peripheral or Memory) for authorized
initiators and disallowing access to other initiators.

3.10.1 MPU Overview

The MPU has the following features:

» Supports multiple programmable address ranges

» Supports secure and debug access privileges

» Supports read, write, and execute access privileges

» Distinguishes access from different initiators based on an Identifier (Privilege ID)
* Generates an interrupt when there is addressing or protection violation

3.10.2 MPU Instances

There are 18 MPU firewall instances in the device placed at various points in the interconnect topology. The
firewalls are referred to as "Initiator side firewall" (firewall is located right at the initiator port) or "Target side
firewall" (firewall is located right before the target port), depending on where the firewalls are present in the
topology. All MPUs are identical from application perspective. However, all the target side MPUs have 8 Regions
and Initiator side MPUs have 16 regions (initiator MPUs provide more regions to handle peripheral spaces) As
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evident from Figure3-1, the Initiator side firewalls are intended to protect the peripheral space while the Target
side firewalls protect individual Target memory space (memory bank or a unique target space).

Initiator side MPUs

The Initiator side firewalls as shown in Figure 3-3 (CORE VBUSP Interconnect Diagram) are listed below.
+ SCRM2SCRPO

+ SCRM2SCRP1

+ R5SS0_COREO_AHB_MST

+ R5SS0_CORE1_AHB_MST

*+ R5SS1_COREO_AHB_MST

+ R5SS1_CORE1_AHB_MST

Target side MPUs
The Target side firewalls as shown in Figure 3-2 (Core Interconnect Diagram) are listed below.

.+ R5SS0_COREO_AXIS_SLV
.+ R5SS0_CORE1_AXIS_SLV
.+ R5SS1_COREO0_AXIS_SLV
.+ R5SS1_CORE1_AXIS_SLV
.+ L20CRAM_BANKO_SLV
.+ L20CRAM_BANK1_SLV
.« L20CRAM_BANK2_SLV
.+ L20CRAM_BANK3_SLV
« MBOX_RAM_SLV

« HSM_SLV

« DTHE_SLV

« QSPIO_SLV
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3.10.3 MPU Functional Description
3.10.3.1 Functional Operation
The MPU performs access permission check for each Bus access reaching the MPU and decides to allow the

access to pass unmodified further to the target memory if it passes the permission check OR disallow the access
and fault the access back to the initiator if it fails the permission check.

System MPU
Protection
Checks
Input Output
Bus Bus

Slave
Interconnect

Figure 3-7. MPU Top Level Diagram

Privilege ID (PriviD)

Every initiator is associated with an Identifier referred to as Priv ID. See section ISC (Initiator-side Security
Control) for how to assign a PrivID to each initiator. This PrivID identifies the controller for privilege purposes
and accompanies all bus accesses made on behalf of that controller. That is, when a controller triggers a bus
access command, the PrivID is carried alongside the command.

Privilege Level (Priv)

Every initiator access on the input bus is associated with a privilege level. Two privilege levels are supported:
supervisor and user. The privilege level is inherited from the code running on the corresponding processor. For
example, ARM processor has User mode and Supervisor Mode.

Secure/Non Secure Access

Every initiator is associated with a security level identifier Secure or Non Secure. When an initiator triggers a bus
access command, the security level is carried alongside the command. See section ISC (Initiator-side Security
Control) for how to assign a security level to each initiator.

Debugger Access

When a JTAG based debugger makes access to a peripheral or Memory through the AHB-Ap port, such an
access is qualified by a EMU (Emulator) signal.

MPU Region

Each MPU is associated with multiple MPU regions. Each region of the MPU is programmable. The
programming specifies which Initiators are allowed access, the address range where the access is allowed
and additional access attributes such as read/Write/execute etc.

A high level view of each MPU region is shown below:
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* The start address PROGRAMMABLE_n_START_ADDRESS specifies the start address of the memory
protection region ‘n’.

* The End address PROGRAMMABLE_n_END_ADDRESS specifies the end address of the memory protection
region ‘n’.

Note

The granularity of the MPU in this device is 1KB. The lower 10 bits of the Programmable start and end
address are a don'’t care.

Actual MPU_start_address[31:0] = PROGRAMMABLE_n_START_ADDRESS[ 31:10] : 10'b0
Actual MPU_end_address[31:0] = PROGRAMMABLE_n_END_ADDRESS[31:10]:10°’b1111111111

* The MPPA(Memory Protection Permission Attribute) register PROGRAMMABLE_n_MPPA specifies the
permission attributes for region ‘n’. AID15_0 field (Register bits 25-10) specifies the privID’s for which the rule of
this region applies. There is an AID register bit for each possible privIiD (0 to 15) and an AIDX that covers privIDs
not configured. The other bits specify the access attributes such as User Read/Write/Execute or Supervisor
ReadWrite/Execute as well as Non secure access and Emulation/Debugger access.

Rule

1. The MPU works by first checking the transfer’s priviD against the AID settings. The privID is used to lookup
the associated AID bit. If the AID bit is 0, then the range does not cover that Initiator/ID and the range is not
checked (although other ranges with different AID setting will) for this transfer. If the AID bit is 1, then the range
does cover that Initiator/PriviD and the permissions are checked.

2. The transfer secure and debug parameters are checked against the MPPA values to detect an allowed
access. The two bits (NS and EMU) provide 3 permission levels.

» Ifthe NS is set, the range is non-secure and any security or debug initiator may access the range.

» If the NS is not set, the range is secure only and only secure level accesses are allowed.

» If Emulation(debugger) access is happening then the permission check is only two bits EMU and NS
— If EMU is set then the region allows access to debugger (does not check for R/W/PRiv permissions )
— If NS is set then region allows access to debugger (does not check for R/W/Priv permissions)

3. For Non Debugger(Regular Initiator access from within the Device) the read, write and execute permissions
are also checked.
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Table 3-6. Protection Levels for Secure and Debug attributes
NS EMU Description

Region x is secure without debug:
0 0 Only secure accesses are allowed. Debug accesses are not allowed.
Non-secure accesses are also not allowed

Region x is secure with debug:
0 1 Only secure and debug accesses are allowed.
Non-secure accesses are not allowed

Region x is non-secure:
All accesses (non-secure, secure and debug) are allowed.

4. There is a set of permissions for supervisor mode and another for user mode. The “priv” attribute of the
transfer determines the mode of access.

» |If priv = 1, the supervisor rwx bits are checked
» If priv = 0, the user rwx bits are checked against the same attributes

The Priv attribute signal on the bus depends on the mode of the CPU making the bus access.

Table 3-7. Request Type Access Controls

Bit Description
PROGRAMMABLE_x_MPPA[5] SR Supervisor may read
PROGRAMMABLE_x_MPPA[4] SW Supervisor may write
PROGRAMMABLE_x_MPPA[3] SX Supervisor may execute
PROGRAMMABLE_x_MPPA[2] UR User may read
PROGRAMMABLE_x_MPPA[1] UW User may write
PROGRAMMABLE_x_MPPA[0] UX User may execute

For each bit, a value of 1 permits the access type, and 0 denies it. So, setting the UX bit to 1 means that a
controller in user mode may execute from corresponding region. The MPU allows the programmer to specify
each of these 6 bits separately. Thus 64 different combinations are possible but programs might not use all of
them .

5. Each region outputs whether the transfer is allowed or disallowed or don’t care.

» If the AlIDs match and the transfer is within the address range and the permissions match, the region
indicates access allowed.

» If the AlIDs match and the transfer is within the address range and the permissions don’t match , the region
indicates access disallowed.

* In all other cases the region is a don'’t care.

The region outputs are aggregated to decide if the access is allowed or disallowed.

The MPU configuration used in this device does not allow access by default (Blocking by default).

» If none of the region allow access, the access is not allowed
» In case of overlapping regions, If any of the region does not allow access, the access is not allowed.
» The access is allowed only if one or more regions allow access and none of the regions disallow access.

In other words the final permission is the lowest of each type of permission from any hit range. (So If a transfer
hits 2 regions , one that is rw and another r, the final permission is just r).
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Note

Due to MPU architecture limitation, in case of a Cacheable access from R5 CPU, if the cache
line(32Byte) access falls in the last 32Bytes of the MPU region, the MPU incorrectly indicates an
access fault. Hence it is recommended that the application does not perform a cacheable access on
the last 32Bytes of an MPU region. This limitation does not exist for non Cacheable access from RS or
any access from non RS initiators.

3.10.3.2 Protection of the MPU Configuration Registers

Accesses to the PROGRAMMABLE_x_START_ADDRESS, PROGRAMMABLE_x_END_ADDRESS and
PROGRAMMABLE_x_MPPA registers are also protected. All non-debug writes must be by a supervisor
controller. If the PROGRAMMABLE_x_MPPA[7] NS bit is 0, then all writes must be by a secure controller.
In addition, the NS bit can be modified only by a secure controller. A register write with invalid permissions
results in protection fault and interrupt generation.

A debug write is only allowed if NS = 1 or the EMU = 1 regardless of the secure or privilege attributes. Neither
faults are recorded nor interrupts are generated for debug accesses.

3.10.3.3 MPU Interrupt Requests

The MPU module generates the following interrupts when there is any kind of MPU violation:
Table 3-8. MPU Interrupts

Interrupt Description
mpu_addr_err_intr Addressing violation interrupt
mpu_prot_err_intr Protection violation interrupt.

The mpu_addr_err_intr interrupt occurs when a read or write access is made to a non-existent register address
in the MPU configuration space.

The mpu_prot_err_intr interrupt occurs when there is a protection violation. Two kinds of protection violation is
possible.

1. When the access on the input bus violates the MPU rules as defined in Functional Operation section or
2. When the access violates the protection of MPU configuration registers as defined in Protection of the MPU
Configuration Registers section.

The transfer parameters that caused the above violations are saved in MPU.FAULT_ADDRESS and
MPU.FAULT_STATUS registers. This violation status MMRs can be cleared by writing to MPU.FAULT_CLEAR
register.

The above interrupts can be enabled by writing to MPU.INTERRUPT_ENABLE register. The register
MPU.INTERRUPT_RAW_STATUSSET register can be read to know the raw interrupt status. The register
MPU.INTERRUPT_ENABLED_STATUSCLEAR can be read to know the enabled interrupt status. The interrupt
can be cleared by writing ‘1’ to MPU.INTERRUPT_ENABLED_STATUSCLEAR register.

MPU Interrupt Aggregation

The error Interrupts from all MPUs in the device are aggregated and
provided to each R5SS core as R5SFSSx_COREy_INTR_MPU_ADDR_ERRAGG (#69) and
R5FSSx_COREy_INTR_MPU_PROT_ERRAGG(#70) interrupts.

This aggregated address error interrupt can be controlled by the MMR
MSS_CTRL.MPU_ADDR_ERRAGG_R5SSx_CPUy_MASK. There is one register per associated R5SS
Core. Each bit represents one MPU which can be masked or enabled to generate the

aggregated interrupt. The status of the Address error interrupt can be read from the MMRs
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MSS_CTRL.MPU_ADDR_ERRAGG_R5SSx_CPUy_STATUS and the raw status can be read from
MSS_CTRL.MPU_ADDR_ERRAGG_R5SSx_CPUy_STATUS_RAW . The aggregated interrupt can be cleared
by writing ‘1’ to the MSS_CTRL.MPU_ADDR_ERRAGG_R5SSx_CPUy_STATUS register. The raw status can
be cleared by writing ‘1’ to the MSS_CTRL.MPU_ADDR_ERRAGG_R5SSx_CPUy_STATUS_RAW register.

Note: To clear the aggregated status, the source MPU error interrupt must be cleared first followed by clearing
the aggregated interrupt STATUS register.

Similarly the aggregated protection error interrupt is associated

with the registers MSS_CTRL.MPU_PROT_ERRAGG_R5SSx_CPUy_MASK,
MSS_CTRL.MPU_PROT_ERRAGG_R5SSx_CPUy_STATUS and
MSS_CTRL.MPU_PROT_ERRAGG_R5SSx_CPUy_STATUS_RAW.

Similar to the above mechanism, the interrupts from all the MPUs in the device are aggregated and provided to
HSM-ESM as HSM_MPU_AGGR_ADDR_ERR(#22) and HSM_MPU_AGGR_PROT_ERR(#23) Error.

The relevant MMRs to mask/enable individual MPU errors is HSM_SOC_CTRL.HSM_MPU_ERRAGG_MASKO0
and HSM_SOC_CTRL. HSM_MPU_ERRAGG_MASK1 respectively.

Note: The MPU source interrupt can be cleared only by the entity who has access to the respective MPU config
space (Typically HSM. However, other cores can be given access to MPU by opening up the HSM_SLV MPU).
The aggregated interrupt can be cleared by the respective R5 Core themselves, by writing to the respective
aggregated status register once the source interrupt is cleared.

CPU Behavior when its access is faulted by MPU

When a violation is triggered in a MPU, the corresponding R5 CPU whose access caused this violation will
receive a suitable response from the Bus interconnect.

1. When a MPU present on CORE VBUSM interconnect violates, both Read or Write transaction causing the
violation will result in the corresponding R5 Core taking an Abort exception.

2. When a MPU present on CORE VBUSP interconnect violates during a Read transaction, the corresponding
R5 Core will take an Abort exception.

3. When a MPU present on the CORE VBUSP interconnect violates during a Write
transaction the corresponding R5 Core will get an interrupt on the interrupt line
R5FSSx_COREy_INTR_AHB_WRITE_ERR(#135). It will not take an Abort exception.

3.10.4 MPU Parameters

The position of the MPU with respect to the interconnect topology (Fig 3-2 and Fig 3-3) decides what the MPU is
responsible for protecting and which initiators can perform access through a given MPU.

For example : Notice that for MPU R5SS0_CORE_AHB_MST, R5SS0_COREQ  is the only initiator. Hence any
regions configured inside this MPU only refer to the R5SS0_CORO0 AID and not bother about other AlDs.

Another example is MPU SCRM2SCRPO where the R5SS cores do not have access (Refer to the Interconnect
Initiator-Target Table ). The access is possible from HSM EDMA or SOC EDMA or ICSS or Debugger.

There are 18 MPUs in this device. The parameters of each MPU and the memory regions associated with each
MPU is listed in Table 6-15 .
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Table 3-9. MPU Parameters Table
MPU Controller/ |ID MPU Num of Memory/Peripheral space Protected by the MPU
fatost ;:;zflg I\RAPU Num of protected Segment |[Segment |Segment |Segment
r egions segments* Num Start Size Name
Address
R5SS0_C |Target 0 0x400A000 (8 4 0 0x7800000 |64*1024 R5SS0_
OREO_AXI 0 0 COREO_
S_SLV TCMA
1 0x7810000 |64*1024 R5SS0_
0 COREO_
TCMB
2 0x7400000 |8*1024*10 |R5SS0_
0 24 COREO_|
CACHE
3 0x7480000 |8*1024*10 |R5SS0_
0 24 COREO_
DCACHE
R5SS0_C |Target 1 0x400C000 |8 4 0 0x7820000 |32*1024 R5SS0_
ORE1_AXI 0 0 CORE1_
S_SLV TCMA
1 0x7830000 |32*1024 R5SS0_
0 CORE1_
TCMB
2 0x7500000 |{8*1024*10 |R5SS0_
0 24 CORE1_I
CACHE
3 0x7580000 |8*1024*10 |R5SS0_
0 24 CORE1_
DCACHE
R5SS1_C |Target 2 0x400E000 (8 4 0 0x7840000 |64*1024 R5SS1_
OREO_AXI 0 0 COREO_
S_SLV TCMA
1 0x7850000 |64*1024 R5SS1_
0 COREO_
TCMB
2 0x7600000 |8*1024*10 |R5SS1_
0 24 COREO_|
CACHE
3 0x7680000 |8*1024*10 |R5SS1_
0 24 COREO_
DCACHE
R5SS1_C |Target 3 0x4010000 |8 4 0 0x7860000 |32*1024 R5SS1_
ORE1_AXI 0 0 CORE1_
S_SLV TCMA
1 0x7870000 |32*1024 R5SS1_
0 CORE1_
TCMB
2 0x7700000 |8*1024*10 |R5SS1_
0 24 CORE1_I
CACHE
3 0x7780000 |8*1024*10 |R5SS1_
0 24 CORE1_
DCACHE
L20CRAM | Target 4 0x4002000 (8 1 0 0x7000000 |512*1024 |L20CRA
_BANKO_S 0 0 M_BANK
Lv 0
L20CRAM | Target 5 0x4004000 |8 1 0 0x7008000 |512*1024 |L20CRA
_BANK1_S 0 0 M_BANK
Lv 1
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Table 3-9. MPU Parameters Table (continued)
MPU Controller/ |ID MPU Num of Memory/Peripheral space Protected by the MPU
fatost ;:;zflg I\RAPU Num of protected Segment |[Segment |Segment |Segment
r egions segments* Num Start Size Name
Address
L20CRAM | Target 6 0x4006000 |8 1 0 0x7010000 {512*1024 |L20CRA
_BANK2_S 0 0 M_BANK
LV 2
L20CRAM |Target 7 0x4008000 |8 1 0 0x7018000 [512*1024 |L20CRA
_BANK3_S 0 0 M_BANK
LV 3
MBOX_RA |Target 8 0x4014000 |8 1 0 0x7200000 |16*1024 MBOX_S
M_SLV 0 0 RAM
HSM_SLV |Target 9 0x4024000 |8 2 0 0x2000000 |128*1024* |HSM_RA
0 0 1024 M
1 0x4000000 |128*1024* |HSM_SO
0 1024 C_CTRL
DTHE_SLV | Target 10 0x4012000 |8 1 0 0xCE0000 |16*1024*1 |HSM_DT
0 00 024 HE
QSPIO_SL |Target 11 0x4016000 |8 5 0 0x4820000 [256*1024 |QSPIO
\Y 0 0
1 0x6000000 |32*1024*1 |EXT_FLA
0 024 SHO
2 0x6200000 |32*1024*1 |EXT_FLA
0 024 SH1
SCRM2SC | Controller 12 0x4018000 |16 1 0 0x5000000 |256*1024* |SCRM2S
RPO 0 0 1024 CRPO
SCRM2SC | Controller 13 0x401A000 |16 1 0 0x5000000 |256*1024* |SCRM2S
RP1 0 0 1024 CRP1
R5SS0_C |Controller 14 0x401C000 |16 1 0 0x5000000 |256*1024* |R5SS0_
OREO_AH 0 0 1024 COREO_
B_MST AHB
R5SS0_C |Controller 15 0x401E000 |16 1 0 0x5000000 |256*1024* |R5SS0_
ORE1_AH 0 0 1024 CORE1_
B_MST AHB
R5SS1_C |Controller 16 0x4020000 |16 1 0 0x5000000 |256*1024* |R5SS1_
OREO_AH 0 0 1024 COREO_
B_MST AHB
R5SS1_C |Controller 17 0x4022000 |16 1 0 0x5000000 |256*1024* |R5SS1_
ORE1_AH 0 0 1024 CORE1_
B_MST AHB
* - Each segment is a contiguous address range in the memory map of the device which the corresponding MPU is responsible for
protecting. The Segment start address and Segment size columns lists these segments.
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3.10.5 MPU Default HW Configuration

Each MPU region has a default value based on the Device type. The default value of MPU region based on device type is captured in table below
Table 3-10. Default Hardware MPU Configurations: HSFS Device

MPU Instance/Region# PROGRAMMABLESTART |PROGRAMMABLEEND_A |[PROGRAMMABLEMPPA Priv Initiator access

_ADDRESS DDRESS IDsAllowed |Allowance**
R5SS0_COREOQ_AXIS_SLV/ Region1 0x00000000 OxFFFFFFFF O0x03FFFFFF 0to 15 Open to All Initiators
R5SS0_CORE1_AXIS_SLV/ Region1 0x00000000 OxFFFFFFFF O0x03FFFFFF 0to 15 Open to All Initiators
R5SS1_COREO_AXIS_SLV/ Region1 0x00000000 OxFFFFFFFF O0x03FFFFFF 0to 15 Open to All Initiators
R5SS1_CORE1_AXIS_SLV/ Region1 0x00000000 OxFFFFFFFF Ox03FFFFFF 0to 15 Open to All Initiators
L20CRAM_BANKO_SLV/ Region1 0x00000000 OxFFFFFFFF Ox03FFFFFF 0to 15 Open to All Initiators
L20CRAM_BANK1_SLV/ Region1 0x00000000 OxFFFFFFFF Ox03FFFFFF 0to 15 Open to All Initiators
L20CRAM_BANK2_SLV/ Region1 0x00000000 OxFFFFFFFF Ox03FFFFFF 0to 15 Open to All Initiators
L20CRAM_BANK3_SLV/ Region1 0x00000000 OxFFFFFFFF O0x03FFFFFF 0to 15 Open to All Initiators
MBOX_RAM_SLV/ Region1 0x00000000 OxFFFFFFFF O0x03FFFFFF 0to 15 Open to All Initiators
HSM_SLV/ Region1 0x00000000 OxFFFFFFFF 0x00000838 1 HSM Only
HSM_SLV/Region2 0x 44000000 0x440007FF O0x03FFFFFF 0-15 Open to All Initiators
DTHE_SLV/ Region1 0x00000000 OxFFFFFFFF 0x00000838 1 HSM Only
QSPI0_SLV/Region1 0x48200000 0x48240000 Ox03FFFFFF 0-15 Open to All Initiators
QSPI0_SLV/Region2 0x60000000 0x68000000 Ox03FFFFFF 0-15 Open to All Initiators
SCRM2SCRPO/ Region1 0x00000000 OxFFFFFFFF Ox03FFFFFF 0-15 Open to All Initiators
SCRM2SCRP1/ Region1 0x00000000 OxFFFFFFFF O0x03FFFFFF 0-15 Open to All Initiators
R5SS0_COREO_AHB_MST/ Region1 0x00000000 OxFFFFFFFF O0x03FFFFFF 0-15 Open to All Initiators
R5SS0_CORE1_MST/ Region1 0x00000000 OxFFFFFFFF O0x03FFFFFF 0-15 Open to All Initiators
R5SS1_COREO_MST/ Region1 0x00000000 OxFFFFFFFF O0x03FFFFFF 0-15 Open to All Initiators
R5SS1_CORE1_MST/ Region1 0x00000000 OxFFFFFFFF Ox03FFFFFF 0-15 Open to All Initiators
*Modifed by ROM
**Access allowance interpretation based on the default ISC Configuration Table for PrivID-Initiator Mapping

Table 3-11. Default Hardware/ROM MPU Configurations: HSSE Device

MPU Instance/Region# PROGRAMMABLE_STAR |PROGRAMMABLE_END_ |PROGRAMMABLE_MPPA PrivIDs |Priv ID Enabled **

T_ADDRESS ADDRESS Allowed
R5SS0_COREO_AXIS_SLV/ Region1 0x00000000 OxFFFFFFFF 0x00000838 1 HSM Only
R5SS0_CORE1_AXIS_SLV/ Region1 0x00000000 OxFFFFFFFF 0x00000838 1 HSM Only
R5SS1_COREOQ_AXIS_SLV/ Region1 0x00000000 OxFFFFFFFF 0x00000838 1 HSM Only
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Table 3-11. Default Hardware/ROM MPU Configurations: HSSE Device (continued)
MPU Instance/Region# PROGRAMMABLE_STAR |PROGRAMMABLE_END |PROGRAMMABLE_MPPA | PrivIDs |Priv ID Enabled **
T_ADDRESS ADDRESS Allowed
R5SS1_CORE1_AXIS_SLV/ Region1 0x00000000 OXFFFFFFFF 0x00000838 1 HSM Only
L20CRAM_BANKO_SLV/ Region1 0x70000000 0x7007FFFF 0x0000487F 1,4 HSM*,R5COREQ*, EDMA-

TCO (MSS TPTCOY*,
EDMA-TC1 (MSS TPTC1)*

L20CRAM_BANK1_SLV/ Region1 0x70080000 0x700FFFFF 0x0000487F 1,4 HSM*,R5COREO0*, EDMA-
TCO (MSS TPTCOY*,
EDMA-TC1 (MSS TPTC1)*

L20CRAM_BANK2_SLV/ Region1 0x70100000 0x7017FFFF 0x0000487F 1,4 HSM*,R6COREOQ*, EDMA-
TCO (MSS TPTCO)*,
EDMA-TC1 (MSS TPTC1)*

L20CRAM_BANK3_SLV/ Region1 0x70180000 0x701FFFFF 0x0000487F 1,4 HSM*,R6COREOQ*, EDMA-
TCO (MSS TPTCO)*,
EDMA-TC1 (MSS TPTC1)*

MBOX_RAM_SLV/ Region1 0x72000000 0x72003FFF 0x0000487F 1,4 HSM*,R6COREOQ*
HSM_SLV/Region1 0x00000000 OxFFFFFFFF 0x00000838 1 HSM Only
HSM_SLV/Region2 0x 44000000 0x440007FF 0x03FFFFFF 1 HSM Only

DTHE_SLV/ Region1 0x00000000 OxFFFFFFFF 0x00000838 1 HSM Only

QSPI0_SLV/ Region1 0x48200000 0x48240000 0x0000487F 1,4 HSM*,R5COREO*
QSPI0_SLV/ Region2 0x60000000 0x68000000 0x0000487F 1,4 HSM*,R5COREO0*, EDMA-

TCO (MSS TPTCOY*,
EDMA-TC1 (MSS TPTC1)*

SCRM2SCRPO 0x50000000 0x60000000 0x0000487F 1,4 HSM*,R6COREOQ*, EDMA-
TCO (MSS TPTCO)*,
EDMA-TC1 (MSS TPTC1)*

SCRM2SCRP1 0x50000000 0x60000000 0x0000487F 1,4 HSM*,R6COREOQ*, EDMA-
TCO (MSS TPTCO)*,
EDMA-TC1 (MSS TPTC1)*

R5SS0_COREO_MST 0x50000000 0x60000000 0x0000487F 1,4 HSM*,R6COREOQ*, EDMA-
TCO (MSS TPTCO)*,
EDMA-TC1 (MSS TPTC1)*

R5SS0_CORE1_MST 0x00000000 OxFFFFFFFF 0x00000838 1 HSM Only
R5SS1_COREO_MST 0x00000000 OxFFFFFFFF 0x00000838 1 HSM Only
R5SS1_CORE1_MST 0x00000000 OxFFFFFFFF 0x00000838 1 HSM Only

*Modified by ROM

**Access allowance interpretation based on the default ISC Configuration Table for PrivID-Initiator Mapping
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3.10.6 ISC (Initiator-side Security Control)

The Initiator side Security Control (ISC) module is responsible for assigning the PrivID values to the Initiators.
Each initiator is associated with a ID allocation register which assigns the Priv ID to the corresponding initiator.

Allocation of PrivIDs to all initiators based on the ID Allocation register must be done under the control of HSM.
The default Hardware ISC configuration is shown in below table.

Table 3-12. Default Hardware ISC Configurations

ISC Config Addr Config Address Priv ID at Reset
ISC_CTRL_REG_HSM_CM4 0x4000 0400 0x1
ISC_CTRL_REG_HSM_TPTC_AO 0x4000 0404 0x1
ISC_CTRL_REG_HSM_TPTC_A1 0x4000 0408 0x1
ISC_CTRL_REG_MSS_R5FAQ0_AXI 0x4000 0800 Ox4
ISC_CTRL_REG_MSS_R5FB0_AXI 0x4000 0804 0x5
ISC_CTRL_REG_MSS_R5FA1_AXI 0x4000 0808 0x6
ISC_CTRL_REG_MSS_R5FB1_AXI 0x4000 080C 0x7
ISC_CTRL_REG_MSS_TPTC_AO0 0x4000 0810 Ox4
ISC_CTRL_REG_MSS_TPTC_A1 0x4000 0814 Ox4
ISC_CTRL_REG_MSS_ETHERNET_DMA | 0x4000 0818 0xA
ISC_CTRL_REG_DBG_JTAG 0x4000 081C 0xB
ISC_CTRL_REG_ICSS0_PDSPO0 0x4000 0820 0x9
ISC_CTRL_REG_ICSS0_PDSP1 0x4000 0824 0x9
Note

The PrivID for the JTAG debugger is determined by the DOM signal from HSM

Note

It is recommended to have only the HSM PrivID to be 0x1.

Note

The ISC has bypass control which when set, will mean the Initiator will drive the Priv ID instead of
being assigned from ISC ID allocation register. This Bypass needs to be set for EDMA initiators since
they are capable of inheriting the PrivID from the CPU programing the DMA transfer task.

3.10.6.1 ID Allocation

The general format of the ID allocation register ISC_CTRL_REG_<INITIATOR> is shown in ISC ID allocation
Register below:

3.10.6.1.1
Table 3-13. ISC ID allocation Register
Bit Name Type Reset |Description In Routed to IP
the device
31:22 reserved r 0x0 Reserved Reserved N
21 PASS rw 0 No privID replacement. A value of 1 will pass Yes N
through privid value. A value of 0 will replace privid
with priv_id field value
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Table 3-13. ISC ID allocation Register (continued)
Bit Name Type Reset |Description In Routed to IP
the device
20 NONSEC w 0 Make outgoing non-secure. A value of 1 forces Yes Y
secure clear, others do nothing. Do not set both
sec and nonsec.
19 reserved r 0x0 Reserved Reserved N
18:16 SEC rw 0x0 Make outgoing secure. A value of 3&APOS;B111 | Yes Y
forces secure set, others do nothing. Do not set
both sec and nonsec.
15:12 reserved r 0x0 Reserved Reserved N
11:08 PRIVID rw 0x1 Privilege 1D configuration Yes Y
07:00 reserved r 0x0 Reserved Reserved N
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Chapter 4
Module Integration

i3 TEXAS INSTRUMENTS

This chapter describes the integration details for each module in the device, including information about clocks,
resets, interrupts, DMA events and other hardware requests.

Note
The reset signals MOD_G_RST and MOD_POR_RST are equivalent to the reset signals
MOD_G_RST_N and MOD_POR_RST _N, respectively.
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4.1 ADC Integration
There are 5x Analog-to-Digital Converter (ADC) modules integrated in the device.
Note

For each ADCJ[0:4]:

* Analog input channels ADCIN[0:5] have dedicated pins.

* Analog input channels ADCIN[6:7] are tied to shared ADC_CAL[0:1] pins, respectively.
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Figure 4-1. ADC Integration Diagram - Simplified
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Figure 4-2. ADC Integration Diagram - Detailed
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4.2 DAC Integration

There is 1x DAC module integrated in the device. The diagram below provides a visual representation of the
device integration details.

External
VREFHI |g
Internal
VDDA 1

DACREFSEL TE%L, 1[)2';%,[

DACOUT

VSSA

8 bit offset
correction

SYSRSN

DACIN

A

SYSCLK =

CLRZ (<
Sj\

Figure 4-3. DAC Integration Diagram
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4.3 eCAP Integration

There are 10x eCAP modules integrated in the device. eCAP Integration Diagram provides a visual
representation of the device integration details.

MUMNINT_ENABLE >
CAP_INT. >

SYS_CLK: >
DMA_INT: >

RSTN: >
PWM_OUT——p

CAP_IN[255:0] -

See eCAP Input Selection g ECAP

SOC_EVT:

L J

SYNC_IN[127:0] All EPWM SYNCOUT signals—————
SYNC_OUT—————»
———TRIP_IN[127:0] from PWM_XBARs and EPWM_TRIPQUT—
TRIP_OUT——p

GLDSTRM[127:0] All EPWM GLDSTRB signals——————

Figure 4-4. eCAP Integration Diagram

*  MUNIT_Enable: This bit is used to enable/disable the signal monitoring block.

* RSTN: This bit is used to reset the eCAP module.

*« SYS_CLK: Its 200MHz system clock which is functional clock for ECAP.

» CAP_IN: Capture inputs can be connected using the INPUTXBAR, PWMXBAR, adc_evt, etc. (Table 7-135).
— 256:1 input multiplexer is used to select the capture input.

*  SYNC_IN: eCAP modules can be synchronized with each other by selecting a common SYNCIN source.
SYNCIN source for eCAP can be either software sync-in or external sync-in.

» TRIP_IN: The signal monitoring block can be disabled from monitoring the signal by external trip signals. It is
re-enabled by removing the trip-in signal.

* GLDSTRB: This signal is used to load shadow values to MIN/MAX reg while signal monitoring.

« CAP_INT: Interrupt signal generated as a part of capture/PWM event.

« DMA_INT: DMA request signal.

« PWM_OUT: PWM output in APWM mode.

» SOC_EVT: Used to generate SOC signal for ADC during any capture/PWM event.

* SYNC_OUT: This can be used to synchronize the eCAP with other e CAPs or with other modules like PWM.

« TRIP_OUT: Trip signal is generated upon signal monitoring error. All the signal monitoring error events are
OR-ed and provided as trip out.
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4.4 EPWM Integration

There are 32x EPWM modules integrated in the device. The diagram below provides a visual representation of
the device integration details.
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Figure 4-5. ePWM Integration Diagram
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4.5 EQEP Integration

There are 3x EQEP modules integrated in the device. The diagram below provides a visual representation of the
device integration details.

Figure 4-6. EQEP Integration Diagram
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4.6 FSI Integration

There are 4x FSI modules integrated in the CONTROLSS. The diagram below provides a visual representation of the device integration details.

Main CPU 400MHz Clock

] FSITX0/1/2/3

PLLRAWCLK

SYSCLK

Control System Peripheral Clock

SYSRSN

Y Reset

Output
LECUN O LtputXBar.Out[15:0]

PO[19

GPO[19:16] Port1

:16] Port0
ICSsS

All SOCB Outputs (32 off)

TXCLK
TXD1

TX_INTIN

TX_INT2N

TX_DMA_EVT

TXCLK_RX_DLY_IN

TXDO_RX_DLY_IN
TXD1_RX_DLY_IN
SEL_TDM_PATH
VBUSP = GPIO
Bridge Mux
(arbitrated, -
only one access to INPUT |
FSIxTX All ECAP Mux
allowed on any
|
cycle) FSIRX0/1/2/3
Control System Peripheral Clock SYSCLK RX_WIDE_PULSE_0
Reset SYSRSN RXD1_DLY_OUT
All EPWM s‘:‘ﬂ" € 4 RXDO_DLY_OUT
nc ¢ ERROR_PKT_RCVD RXCLK_DLY_OUT
nc ¢ PING_PKT_RCVD
nc « DATA_PKT_RCVD
nc ¢ PKT_TAG[3:0] RX_INT_LB_CLK
RX_INT_LB_DO
RX_INT_LB_D1
nc « FRAME_DONE
PING_FRAME_TAG_MATCH TXCLK
ERROR_FRAME_TAG_MATCH TXDO
DATA_FRAME_TAG_MATCH TXD1
PWM |¢ RX_TRIG[3:0]
XBars
nc ¢ RX_MSR_LINE
nc « RX_MSR_LINE_RISE RX_INTIN
VB,USP nc ¢ RX_MSR_LINE_FALL
Bridge
(arbitrated, RX_INT2N
only one access to
FSIx-RX VBUS Port RX_DMA_EVT
allowed on any
cycle) =3
Figure 4-7. FSI Integration Diagram
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4.7 SDFM Integration

There are 4x SDFM modules integrated in the CONTROLSS. The diagrams below provides a visual
representation of the device integration details.

SDyFLTXDRINT

GPIO/PINMUX

Figure 4-8. SDFM Integration Diagram (Simple)

z -2
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a
wl
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SDYFLTXCMPH o
% % ! 3 S
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[eT0] o
& SDyFLTXCMPHZ = z
O
‘\‘_| GLOBAL_CTRL
N SDFM1_CLKO_SEL
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Figure 4-9. SDFM Integration Diagram (Detailed)
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4.8 SOC_TIMESYNC_XBARO Integration
Table 4-1. SOC_TIMESYNC_XBARO Device Integration

Module Instance

Device Allocation

SoC Interconnect

SOC_TIMESYNC_XBARO

v

VBUSP INFRAO Interconnect

Table 4-2. SOC_TIMESYNC_XBARO Clocks

Module Module Clock Input Source Clock Signal Source Default Description

Instance Freq
SOC_TIMES |CLK SYSCLK MSS_RCM 200 MHz |SOC_TIMESYNC_XBARO
YNC_XBAR Functional and Interface

0 clock
Table 4-3. SOC_TIMESYNC_XBARO Resets

Module Module Reset Input Source Reset Signal Source Description

Instance
SOC_TIME |RST SYS_RST RCM + Warm Reset Sources SOC_TIMESYNC_XBARO Reset
SYNC_XBA

RO

Table 4-4. SOC_TIMESYNC_XBARO Time Sync Output Events

Module Instance Module Sync | Destination Destination Type Description
Output Sync Signal
SOC_TIMESYNC_XBA |SYNCEVENT_ |EPWMx_SYNC | EPWMx Edge Selectable sync event 0
RO ouTo IN58

SYNCEVENT_ |[EPWMx_SYNC | EPWMXx Selectable sync event 1
OouT1 IN59
SYNCEVENT_ |[CAPEVTO RTIO,WDTO Selectable sync event 2
OouT2
SYNCEVENT_ |CAPEVT1 RTIO,WDTO Selectable sync event 3
OuT3
SYNCEVENT_ [CAPEVTO RTIM,WDT1 Selectable sync event 4
OouT4
SYNCEVENT_ |CAPEVT1 RTIM,WDT1 Selectable sync event 5
ouT5
SYNCEVENT_ [CAPEVTO RTI2,WDT2 Selectable sync event 6
ouTe
SYNCEVENT_ |CAPEVT1 RTI2,WDT2 Selectable sync event 7
ouT7
SYNCEVENT_ [CAPEVTO RTI3,WDT3 Selectable sync event 8
OouTs8
SYNCEVENT_ |CAPEVT1 RTI3,WDT3 Selectable sync event 9
OouT9
SYNCEVENT_ [IN_INTR111 DMA_TRIGGE Selectable sync event 10
OouT10 R_XBAR
SYNCEVENT_ |IN_INTR112 Sync_Xbarout_ Selectable sync event 11
OouUT! 1

Module Instance

Module Sync Input

TimeSync Event Sources

SOC_TIMESYNC_XBARO

See SOC_TIMESYNC_XBARO Event Map table for time sync event
mapping.
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4.9 SOC_TIMESYNC_XBAR1 Integration

SoC TIMESYNC
xBARI1

MMR
Configuration
Port

INFRA-0

MSS —>| syscLk

RCM  —— 5| gysrsTa

Time Sync
Sources | SYNCEVENT_IN[15:0]

Time Sync

SYNCEVENT OUT[33:0] Sink

Figure 4-10. SOC_TIMESYNC_XBAR1 Integration

Table 4-5. SOC_TIMESYNC_XBAR1 Device Integration

Module Instance Device Allocation SoC Interconnect
SOC_TIMESYNC_XBAR1 v VBUSP INFRA Interconnect

Table 4-6. SOC_TIMESYNC_XBAR1 Clocks

Module Instance Module Clock | Source Clock Source Default Description
Input Signal Freq
SOC_TIMESYNC_XBAR1 CLK SYSCLK MSS_RCM 200 MHz|SOC_TIMESYNC_XBAR1 Functional
and Interface clock

Table 4-7. SOC_TIMESYNC_XBAR1 Resets

Module Instance Module | Source Reset Signal Source Description
Reset
Input
SOC_TIMESYNC_XB |RST SYS_RST RCM + Warm Reset Sources |SOC_TIMESYNC_XBAR1 Reset
AR1
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Table 4-8. SOC_TIMESYNC_XBAR1 Time Sync Output Events
Module Instance Module Sync |Destination Destination Type Description
Output Sync Signal
SOC_TIMESYNC_XBA |SYNCEVENT_ |[EDMA_TRIGG |EDMA_TRIGG Edge Selectablesync event 0
R1 ouTo ERXBAR_IN11 |ERXBAR
1
SYNCEVENT_ |EDMA_TRIGG |EDMA_TRIGG Selectablesync event 1
OouT1 ERXBAR_IN11 |ERXBAR
2
SYNCEVENT_ |R5SS0_CORE |R5SS0_CORE Selectablesync event 2
ouT2 0_INTR138 0_VIM
SYNCEVENT_ |R5SS0_CORE |R5SS0_CORE Selectablesync event 3
ouT3 0_INTR139 0_VIM
SYNCEVENT_ |R5SS0_CORE |R5SS0_CORE Selectablesync event 4
ouT4 0_INTR140 0_VIM
SYNCEVENT_ |[R5SS0_CORE |R5SS0_CORE Selectablesync event 5
ouT5 0_INTR141 0_VIM
SYNCEVENT_ |[R5SS0_CORE |R5SS0_CORE Selectablesync event 6
ouTe 1_INTR138 1_VIM
SYNCEVENT_ |[R5SS0_CORE |R5SS0_CORE Selectablesync event 7
ouT7 1_INTR139 1_VIM
SYNCEVENT_ |R5SS0_CORE |R5SS0_CORE Selectablesync event 8
ouT8 1_INTR140 1_VIM
SYNCEVENT_ |R5SS0_CORE |R5SS0_CORE Selectablesync event 9
ouT9 1_INTR141 1_VIM
SYNCEVENT_ ||cSS0_EDC_L |PRU_ICSSO Selectablesync event 10
ouT10 ATCHO_IN
SYNCEVENT_ |IcSS0_EDC_L |PRU_ICSSO Selectablesync event 11
ouT11 ATCH1_IN
SYNCEVENT_ |ICSS0_IEP_CA|PRU_ICSSO0 Selectablesync event 12
ouT12 P_INT RO
SYNCEVENT_ |ICSSO_IEP_CA|PRU_ICSS0O Selectablesync event 13
OuUT13 P_INT R1
SYNCEVENT_ |ICSSO_IEP_CA|PRU_ICSS0 Selectablesync event 14
OouT14 P_INT R2
SYNCEVENT_ |ICSSO0_IEP_CA|PRU_ICSS0 Selectablesync event 15
OuUT15 P_INTR3
SYNCEVENT_ [ICSSO_IEP_CA|PRU_ICSS0 Selectablesync event 16
OuUT16 P_INT R4
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Table 4-8. SOC_TIMESYNC_XBAR1 Time Sync Output Events (continued)

Module Instance Module Sync |Destination Destination Type Description

Output Sync Signal

SOC_TIMESYNC_XBA |SYNCEVENT_ |ICSS0_IEP_CA|PRU_ICSSO0 Edge Selectablesync event 17

R1 ouT17 P_INTR5

SYNCEVENT_ [CPTS_HW1_T |CPSWO0_CPTS Selectablesync event 18
OouT18 S_PUSH
SYNCEVENT_ [CPTS_HW2_T |CPSWO0_CPTS Selectablesync event 19
OouT19 S_PUSH
SYNCEVENT_ |CPTS_HW3_T |CPSWO0_CPTS Selectablesync event 20
ouT20 S_PUSH
SYNCEVENT_ |CPTS_HW4_T |CPSWO0_CPTS Selectablesync event 21
ouT21 S_PUSH
SYNCEVENT_ [CPTS_HWS5_T |CPSWO0_CPTS Selectablesync event 22
ouT22 S _PUSH
SYNCEVENT_ [CPTS_HW6_T |CPSWO0_CPTS Selectablesync event 23
ouT23 S _PUSH
SYNCEVENT_ [CPTS_HW7_T |CPSWO0_CPTS Selectablesync event 24
ouT24 S PUSH
SYNCEVENT_ [CPTS_HWS8_T |CPSWO0_CPTS Selectablesync event 25
OouUT25 S_PUSH
SYNCEVENT_ |R5SS1_CORE |R5SS1_CORE Selectablesync event 26
OouUT26 0_INTR138 0_VIM
SYNCEVENT_ |R5SS1_CORE |R5SS1_CORE Selectablesync event 27
ouT27 0_INTR139 0_VIM
SYNCEVENT_ |R5SS1_CORE |R5SS1_CORE Selectablesync event 28
ouT28 0_INTR140 0_VIM
SYNCEVENT_ |R5SS1_CORE |R5SS1_CORE Selectablesync event 29
ouT29 0_INTR141 0_VIM
SYNCEVENT_ |[R5SS1_CORE |R5SS1_CORE Selectablesync event 30
OuUT30 1_INTR138 1_VIM
SYNCEVENT_ |[R5SS1_CORE |R5SS1_CORE Selectablesync event 31
OuUT31 1_INTR139 1_VIM
SYNCEVENT_ |[R5SS1_CORE |R5SS1_CORE Selectablesync event 32
OouT32 1_INTR140 1_VIM
SYNCEVENT_ |[R5SS1_CORE |R5SS1_CORE Selectablesync event 33
OuUT33 1_INTR141 1_VIM

Table 4-9. SOC_TIMESYNC_XBAR1 Time Sync Input Events

Module Instance

Module Sync Input

TimeSync Event Sources

SOC_TIMESYNC_XBAR1

SYNCEVENT _IN[15:0]

See SOC_TIMESYNC_XBAR1 Event Map table for time sync event
mapping.
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4.10 GPIO Integration

There are 4x GPIO modules integrated in the device. The diagram below provides a visual representation of the device integration details.

e

Device
GPIO#_OUTEN
E—
SYS_CLK GPIO#_CLK ENB ’\(L
GPIO#_OUT |
GPIO#_IN <

RCM GPIO#_BANK_INTR[8:0] 3

GPIO#_RST_CTRL Bit é
GPIO#_WARMRESET | » R5FSSO-COREQ

Warm Reset Sources g

GPIO#_INTR[143:0] (G}
> R5FSSO-CORE1
1 R5FSS1-COREO

PERI VBUSP Interconnect

> R5FSS1-CORE1

Figure 4-11. GPIO Integration Diagram
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Note
There is a designated GPIO module per RSFSS core. Each R5FSS core has access to all GPI signals. The GPO signals can be assigned to a
specific R5FSS core by configuring the MSS_IOMUX.PAD_CFG_REG.GPIO_SEL[17:16] of the associated IOMUX Pad Configuration register.

This diagram describes the GPIO multiplexor connectivity.

7
Output Mux
1 5 T T
o UART I2C
Input Demux 2 GPIO_S EL Mux
A A A A
v
Inputs Outputs
(XBARIN) (XBAROUT)
Trip and Sync XBAR
A A A
\4 \i \i v A Y \ 4 Y
R5FSSO-0| [R5FSSO-1| |R5FSS1-0| |R5FSS1-1 CONTROLSS Module 2 Module 3 R5FSS0-0 R5FSSO-1 R5FSS1-0| |R5FSS1-1
(GPI) (GPI1) (GPI) (GPI1) Input Modules (GPO) (GPO) (GPO) (GPO)
SDFM/EQEP/FSI
Figure 4-12. GPIO Mux Diagram
SPRUJ17I — MARCH 2022 — REVISED AUGUST 2025 AM263x Sitara™ Microcontrollers Texas Instruments Families of Products 85

Submit Document Feedback
Copyright © 2025 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJ17
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJ17I&partnum=AM263x

13 TEXAS

INSTRUMENTS
Module Integration www.ti.com
The tables below summarize the device integration details of GPIO# (where # = 0 to 3).
Table 4-10. GPIO Device Integration
This table describes the module device integration details.
Module Instance Device Allocation SoC Interconnect
GPIO0 v PERI VBUSP Interconnect
GPIO1 v PERI VBUSP Interconnect
GPIO2 v PERI VBUSP Interconnect
GPIO3 v PERI VBUSP Interconnect
Table 4-11. GPIO Clocks
This table describes the module clocking signals.
Module Instance Module Clock Input Source Clock Signal Source Default Freq Description
GPIOO0 GPIO0_VBUS_FICLK SYS_CLK PLL_CORE_CLK:HSDIVO_CLKOUT 200 MHz GPIOO0 Functional and Interface
0 Clock
GPIO1 GPIO1_VBUS_FICLK SYS_CLK PLL_CORE_CLK:HSDIVO_CLKOUT 200 MHz GPIO1 Functional and Interface
0 Clock
GPIO2 GPI0O2_VBUS_FICLK SYS_CLK PLL_CORE_CLK:HSDIVO_CLKOUT 200 MHz GPIO2 Functional and Interface
0 Clock
GPIO3 GPIO3_VBUS_FICLK SYS_CLK PLL_CORE_CLK:HSDIVO_CLKOUT 200 MHz GPI03 Functional and Interface
0 Clock
Table 4-12. GPIO Resets
This table describes the module reset signals.
Module Module Reset Input Source Reset Signal Source Description
Instance
GPIOO0 GPIO0_RST Warm Reset (MOD_G_RST) RCM + Warm Reset Source GPIOO0 Reset
GPIO1 GPIO1_RST Warm Reset (MOD_G_RST) RCM + Warm Reset Source GPIO1 Reset
GPIO2 GPIO2_RST Warm Reset (MOD_G_RST) RCM + Warm Reset Source GPIO2 Reset
GPIO3 GPIO3_RST Warm Reset (MOD_G_RST) RCM + Warm Reset Source GPIO3 Reset
Table 4-13. GPIO Interrupt Requests
This table describes the module interrupt requests.
Module Instance Module Interrupt Signal Destination Interrupt Input Destination Type Description
GPIO# GPIO#_[0:138] Programmable via GPIO_XBAR_INTRO GPIO_XBAR_INTRO Pulse |GPIO#_[0:138] interrupt request
GPIO# GPIO#_BANKO_INT Programmable via GPIO_XBAR_INTRO GPIO_XBAR_INTRO Pulse GPIO# BANKO interrupt request
GPIO# GPIO#_BANK1_INT Programmable via GPIO_XBAR_INTRO GPIO_XBAR_INTRO Pulse GPIO# BANK1 interrupt request
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This table describes the module interrupt requests.

Table 4-13. GPIO Interrupt Requests (continued)

Module Instance Module Interrupt Signal Destination Interrupt Input Destination Type Description
GPIO# GPIO# BANK2_INT Programmable via GPIO_XBAR_INTRO GPIO_XBAR_INTRO Pulse GPIO# BANK2 interrupt request
GPIO# GPIO# BANK3_INT Programmable via GPIO_XBAR_INTRO GPIO_XBAR_INTRO Pulse GPIO# BANKS3 interrupt request
GPIO# GPIO# BANK4_INT Programmable via GPIO_XBAR_INTRO GPIO_XBAR_INTRO Pulse GPIO# BANK4 interrupt request
GPIO# GPIO#_BANK5_INT Programmable via GPIO_XBAR_INTRO GPIO_XBAR_INTRO Pulse GPIO# BANKS interrupt request
GPIO# GPIO# BANK6_INT Programmable via GPIO_XBAR_INTRO GPIO_XBAR_INTRO Pulse GPIO# BANKSG interrupt request
GPIO# GPIO# BANK7_INT Programmable via GPIO_XBAR_INTRO GPIO_XBAR_INTRO Pulse GPIO# BANK?7 interrupt request
GPIO# GPIO#_BANKS_INT Programmable via GPIO_XBAR_INTRO GPIO_XBAR_INTRO Pulse GPIO# BANKS interrupt request

Note
Where #=01to0 3
Table 4-14. GPIO DMA Requests
This table describes the module DMA requests.
Module Module DMA Event Destination DMA Event Input Destination Type Description
Instance
GPIO# N/A N/A N/A N/A The GPIO module does not support DMA
requests.

Table 4-15. GPIO Capture Event Inputs

This table describes the module capture event inputs.

Module Module Capture Event Input Capture Event Source Signal Source Type Description
Instance
GPIO# N/A N/A N/A N/A The GPIO module does not support Capture
Event Inputs
Note

For more information on the interconnects, see the System Interconnect chapter.

For more information on power, reset, and clock management, see the corresponding sections within the Device Configuration chapter.

For more information on the device interrupt controllers, see the Interrupt Controllers chapter.
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4.11 12C Integration

There are 4x 12C module integrated in the device. The diagram below provides a visual representation of the
device integration details.

Figure 4-13. 12C Integration

The tables below summarize the device integration details of I2C# (where # =0, 1, 2, 3).

Table 4-16. I12C Device Integration
This table describes the module device integration details.

Module Instance Device Allocation SoC Interconnect
12C0 v PERI VBUSP Interconnect
12C1 v PERI VBUSP Interconnect
12C2 v PERI VBUSP Interconnect
12C3 v PERI VBUSP Interconnect
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Table 4-17. 12C Clocks
This table describes the module clocking signals.
Module Module Clock Input Source Clock Signal Source Default Description
Instance Freq
12C[0:3] |I2C[0:3]_ICLK SYS_CLK PLL_CORE_CLK: 200 MHz  |12CJ[0:3] VBUS Clock
(VBUSP_CLK) HSDIVO_CLKOUTO
12C[0:3]_FCLK XTALCLK External XTAL 25 MHz |12C[0:3] Interface Clock
(12C_CLK)
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
ouT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz
KOUTO (not supported) HSDIVO_CLKOUTO
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)

Table 4-1

This table describes the module reset signals.

8. I2C Resets

Module Module Reset Input Source Reset Signal Source Description
Instance

12C0 12C0_RST(VBUSP_RST |Warm Reset RCM + Warm Reset Sources 12C0 Asynchronous Reset
n) (SYS_NPRST)

12C1 12C1_RST Warm Reset RCM + Warm Reset Sources 12C1 Asynchronous Reset
(SYS_NPRST)

12C2 12C2_RST Warm Reset RCM + Warm Reset Sources 12C2 Asynchronous Reset
(SYS_NPRST)

12C3 12C3_RST Warm Reset RCM + Warm Reset Sources 12C3 Asynchronous Reset
(SYS_NPRST)

Table 4-19. 12C

This table describes the module interrupt requests.

Interrupt Requests

Module Module Interrupt Destination Interrupt Input Destination Type Description
Instance Signal
12C0 i2c0_int_req i2c0_int_req ALL R5FSS Cores Pulse |I12CO0 Status Event Interrupt
PRU-ICSS Core
12C1 i2c1_int_req i2c1_int_req ALL R5FSS Cores Pulse |I12C1 Status Event Interrupt
PRU-ICSS Core
12C2 i2c2_int_req i2c2_int_req ALL R5FSS Cores Pulse |I12C2 Status Event Interrupt
PRU-ICSS Core
12C3 i2c3_int_req i2c3_int_req ALL R5FSS Cores Pulse |12C3 Status Event Interrupt
PRU-ICSS Core
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Table 4-20. /12C DMA Requests
This table describes the module DMA requests.
Module Module DMA Event | Destination DMA Event Input Destination Type Description
Instance
12C0 12C0_TX i2c0_dma_req_tx EDMA Crossbar Pulse |12C0 DMA Transmit Request
(EDMA_XBAR) -
12C0_RX i2c0_dma_req_rx 12C0 DMA Receive Request
12C1 12C1_TX i2c1_dma_req_tx EDMA Crossbar Pulse |12C1 DMA Transmit Request
(EDMA_XBAR) _
12C1_RX i2c1_dma_req_rx 12C1 DMA Receive Request
IC2 12C2_TX i2c2_dma_req_tx EDMA Crossbar Pulse |12C2 DMA Transmit Request
(EDMA_XBAR) -
12C2_RX i2c2_dma_req_rx 12C2 DMA Receive Request
12C3 12C3_TX i2c3_dma_req_tx EDMA Crossbar Pulse |12C3 DMA Transmit Request
(EDMA_XBAR) -
12C3_RX i2c3_dma_req_rx 12C3 DMA Receive Request

Note

For more information on the interconnects, see the System Interconnect chapter.

For more information on power, reset, and clock management, see the corresponding sections within
the Device Configuration chapter.

For more information on the device interrupt controllers, see the Interrupt Controllers chapter.

90

AM263x Sitara™ Microcontrollers

Texas Instruments Families of Products

Copyright © 2025 Texas Instruments Incorporated

SPRUJ171 — MARCH 2022 — REVISED AUGUST 2025

Submit Document Feedback


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJ17
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJ17I&partnum=AM263x

13 TEXAS
INSTRUMENTS

www.ti.com Module Integration

4.12 SPI Integration

There are 5x SPI modules integrated in the device. The diagram below provides a visual representation of the
device integration details.

Device SP

—————————» SPI# VBUSCLK

SYSCLK——»

XTALCLK —>»|
EXT_REFCLK —>|
PER_PLL_HSDIVO_CLKOUT1 —>»|
CORE_PLL_HSDIVO_CLKOUTO —>
RCOSC (10MHz) —>»|

XTALCLK —>»|
RCOSC (10MHz) —>|

SPI# DMA_READ_REQ[3:0] —__y
SPI# DMA_WRITE_REQ[3:0] N

EDMA

DM A XE AR

ICSSM CORE

SPI#_INT_REQ
SPI# CLK_SRC_SEL
SPH_CLK_DIV_VAL R5FSS0-CORE1
SPi# RST_CTRL

SPI# WARMRESET
Warm Reset Sources - R5FSS1-COREOQ

R5FSS1-CORE1

)

PERI VBUSP Interconnect

RCM

R5FSS0-COREOQ :

Figure 4-14. SPI Integration

The tables below summarize the device integration details of SPI# (where # = 0 to 4).
Table 4-21. SPI Device Integration

This table describes the module device integration details.

Module Instance Device Allocation SoC Interconnect
SPIO v PERI VBUSP Interconnect
SPI1 v PERI VBUSP Interconnect
SPI2 v PERI VBUSP Interconnect
SPI3 v PERI VBUSP Interconnect
SPI4 v PERI VBUSP Interconnect
SPRUJ171 — MARCH 2022 — REVISED AUGUST 2025 AM263x Sitara™ Microcontrollers 91
Submit Document Feedback Texas Instruments Families of Products

Copyright © 2025 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJ17
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJ17I&partnum=AM263x

13 TEXAS

INSTRUMENTS
Module Integration www.ti.com
Table 4-22. SPI Clocks
This table describes the module clocking signals.
Module Module Clock Input Source Clock Signal Source Default Description
Instance Freq
SPIO SPIO_ICLK SYS CLK PLL_CORE_CLK: 200 MHz | SPI0 VBUS Clock
(VBUSP_CLK) HSDIVO_CLKOUTO
SPI0_FCLK (SPI_CLK) |XTALCLK External XTAL 25 MHz | SPIO Interface Clock
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
ouT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz
KOUTO (not supported) HSDIVO_CLKOUT1
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
SPI1 SPI1_ICLK SYS _CLK PLL_CORE_CLK: 200 MHz | SPI1 VBUS Clock
(VBUSP_CLK) HSDIVO_CLKOUTO
SPI1_FCLK (SPI_CLK) |XTALCLK External XTAL 25 MHz |SPI1 Interface Clock
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
ouT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz
KOUTO (not supported) HSDIVO_CLKOUT1
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
RCCLK10M Internal 10 MHz RC 10 MHz

Oscillator
(RCCLK10M)
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Table 4-22. SPI Clocks (continued)

This table describes the module clocking signals.

Module Module Clock Input Source Clock Signal Source Default Description
Instance Freq
SPI2 SPI2_ICLK SYS CLK PLL_CORE_CLK: 200 MHz | SPI2 VBUS Clock
(VBUSP_CLK) HSDIVO_CLKOUTO
SPI2_FCLK (SPI_CLK) |XTALCLK External XTAL 25 MHz | SPI2 Interface Clock
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
OuT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz
KOUTO (not supported) HSDIVO_CLKOUT1
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
SPI3 SPI3_ICLK SYS CLK PLL_CORE_CLK: 200 MHz | SPI3 VBUS Clock
(VBUSP_CLK) HSDIVO_CLKOUTO
SPI3_FCLK (SPI_CLK) |XTALCLK External XTAL 25 MHz | SPI3 Interface Clock
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
OuT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz
KOUTO (not supported) HSDIVO_CLKOUT1
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
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Table 4-22. SPI Clocks (continued)
This table describes the module clocking signals.
Module Module Clock Input Source Clock Signal Source Default Description
Instance Freq
SPI4 SPI4_ICLK SYS_CLK PLL_CORE_CLK: 200 MHz |SPI4 VBUS Clock
(VBUSP_CLK) HSDIVO_CLKOUTO
SPI4_FCLK (SPI_CLK) |XTALCLK External XTAL 25 MHz |SPI4 Interface Clock
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
OouT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz
KOUTO (not supported) HSDIVO_CLKOUT1
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)

Table 4-23. SPI Resets

This table describes the module reset signals.

Module Module Reset Input Source Reset Signal Source Description
Instance
SPIO SPI0O_RST Warm Reset RCM + Warm Reset Sources SPI0 Asynchronous Reset
(MOD_G_RST)
SPI1 SPI1_RST Warm Reset RCM + Warm Reset Sources SPI1 Asynchronous Reset
(MOD_G_RST)
SPI2 SPI2_RST Warm Reset RCM + Warm Reset Sources SPI2 Asynchronous Reset
(MOD_G_RST)
SPI3 SPI3_RST Warm Reset RCM + Warm Reset Sources SPI3 Asynchronous Reset
(MOD_G_RST)
SPl4 SPI4_RST Warm Reset RCM + Warm Reset Sources SPI4 Asynchronous Reset
(MOD_G_RST)

Table 4-24. SPI

This table describes the module interrupt requests.

Interrupt Requests

Module Module Interrupt Destination Interrupt Input Destination Type Description
Instance Signal
SPIO spi0_int_req spi0_int_req ALL R5FSS Cores Level |SPIO IP Status Information
PRU-ICSS Core
SPI1 spi1_int_req spi1_int_req ALL R5FSS Cores Level |SPI1 IP Status Information
PRU-ICSS Core
SPI2 spi2_int_req spi2_int_req ALL R5FSS Cores Level |SPI2 IP Status Information
PRU-ICSS Core
SPI3 spid_int_req spid_int_req ALL R5FSS Cores Level |SPI3 IP Status Information
PRU-ICSS Core
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Table 4-24. SPI Interrupt Requests (continued)

This table describes the module interrupt requests.

Module
Instance

Module Interrupt
Signal

Destination Interrupt Input

Destination

Type

Description

SPI14

spi4_int_req

spi4_int_req

ALL R5FSS Cores
PRU-ICSS Core

Level

SPI4 |IP Status Information

Table 4-25. SPI DMA Requests

This table describes the module DMA requests.

Module
Instance

Module DMA Event

Destination DMA Event Input

Destination

Type

Description

SPIO

SPI0_DMA_READ 0

spi0_dma_read_req[0]

SPI0_DMA_READ_1

spi0_dma_read_req[1]

SPI0_DMA_READ_2

spi0_dma_read_req[2]

SPI0_DMA_READ_3

spi0_dma_read_req[3]

SPI0_DMA_WRITE_0

spi0_dma_write_req[0]

SPI0_DMA_WRITE_1

spi0_dma_write_req[1]

SPI0_DMA_WRITE_2

spi0_dma_write_req[2]

SPI0_DMA_WRITE_3

spi0_dma_write_req[3]

EDMA Crossbar
(EDMA_XBAR)

Level

SPI0 DMA Read Request

SPI0 DMA Write Request

SPI1

SPI1_DMA_READ 0

spi1_dma_read_req[0]

SPI1_DMA_READ_1

spi1_dma_read_req[1]

SPI1_DMA_READ_2

spi1_dma_read_req[2]

SPI1_DMA_READ_3

spi1_dma_read_req[3]

SPI1_DMA_WRITE_0

spi1_dma_write_req[0]

SPI1_DMA_WRITE_1

spi1_dma_write_req[1]

SPI1_DMA_WRITE_2

spi1_dma_write_req[2]

SPI1_DMA_WRITE_3

spi1_dma_write_req[3]

EDMA Crossbar
(EDMA_XBAR)

Level

SPI1 DMA Read Request

SPI1 DMA Write Request

SPI2

SPI2_DMA_READ 0

spi2_dma_read_req[0]

SPI2_DMA_READ_1

spi2_dma_read_req[1]

SPI2_DMA_READ_2

spi2_dma_read_req[2]

SPI2_DMA_READ_3

spi2_dma_read_req[3]

SPI2_DMA_WRITE_0

spi2_dma_write_req[0]

SPI2_DMA_WRITE_1

spi2_dma_write_req[1]

SPI2_DMA_WRITE_2

spi2_dma_write_req[2]

SPI2_DMA_WRITE_3

spi2_dma_write_req[3]

EDMA Crossbar
(EDMA_XBAR)

Level

SPI2 DMA Read Request

SPI12 DMA Write Request

SPI3

SPI3_DMA_READ 0

spi3_dma_read_req[0]

SPI3_DMA_READ_1

spi3_dma_read_req[1]

SPI3_DMA_READ_2

spi3_dma_read_req[2]

SPI3_DMA_READ_3

spi3_dma_read_req[3]

SPI3_DMA_WRITE_0

spi3_dma_write_req[0]

SPI3_DMA_WRITE_1

spi3_dma_write_req[1]

SPI3_DMA_WRITE_2

spi3_dma_write_req[2]

SPI3_DMA_WRITE_3

spi3_dma_write_req[3]

EDMA Crossbar
(EDMA_XBAR)

Level

SPI3 DMA Read Request

SPI3 DMA Write Request
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Table 4-25. SPI DMA Requests (continued)
This table describes the module DMA requests.
Module Module DMA Event | Destination DMA Event Input Destination Type Description
Instance
SPI4 SPl4_ DMA READ 0 |spi4_dma_read_req[0] EDMA Crossbar Level |SPl4 DMA Read Request

SPI4_DMA_READ 1

spi2_dma_read_req[1]

SPI4_DMA_READ_2

spi4_dma_read_req[2]

SPI4_DMA_READ_3

spi4_dma_read_req[3]

SPI4_DMA_WRITE_0

spi4_dma_write_req[0]

SPI4_DMA_WRITE_1

spi4_dma_write_req[1]

SPl4_DMA_WRITE_2

spi4_dma_write_req[2]

SPI4_DMA WRITE_3

spi4_dma_write_req[3]

(EDMA_XBAR)

SPI14 DMA Write Request

For more information on the interconnects, see the System Interconnect chapter.

Note

For more information on power, reset, and clock management, see the corresponding sections within
the Device Configuration chapter.

For more information on the device interrupt controllers, see the Interrupt Controllers chapter.
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4.13 UART Integration

There are 6x UART modules integrated in the device. The diagram below provides a visual representation of the
device integration details.

UART#

> UART#_VBUSCLK

: SYSCLK—> =
: z
! WUCPUCLK—> UART#_DMA[1:0] —> 2 EDMA
: EXT_REFCLK—> E

PER_PLL HSDIVO_CLKOUT1—|

! CORE_PLL_HSDIVO_CLKOUTO—>| Laidbia 8RS
RCOSC (10MHz) —»|
XTALCLK —»
PER_PLL_HSDIVO_CLKOUTO—»
Sl UART#_INT_REQ i
H UART# CLK_SRC_SEl ———
E UART# CLK_DIV_VAL R5FS50-CORE1
' UART# RST_CTRL
H UART# WARMRESET R5FSS1-CORED
H Warm Reset Sources
H R5F551-CORE1

E QERI VBUSP Interconnect>

>

#=0,1,2,3,4,5

Figure 4-15. UART Integration

The tables below summarize the device integration details of UART# (where # =0, 1, 2, 3, 4, 5) in the device.
Table 4-26. UART Device Integration

This table describes the module device integration details.

Module Instance Device Allocation SoC Interconnect

UARTO v PERI VBUSP Interconnect

UART1 v PERI VBUSP Interconnect

UART2 v PERI VBUSP Interconnect

UART3 v PERI VBUSP Interconnect

UART4 v PERI VBUSP Interconnect

UART5 v PERI VBUSP Interconnect
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Table 4-27. UART Clocks
This table describes the module clocking signals.
Module Module Clock Input Source Clock Signal Source Default Description
Instance Freq
UARTO0 |UARTO_ICLK SYS _CLK PLL_CORE_CLK: 200 MHz |UARTO VBUS Clock
(VBUSP_CLK) HSDIV0O_CLKOUTO
UARTO_FCLK XTALCLK External XTAL 25 MHz | UARTO Interface Clock
(UART_CLK)
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
OouT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz
KOUTO (not supported) HSDIVO_CLKOUTO
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK:HSDIVO_C| 160 MHz
ouTo LKOUTO
UART1 UART1_ICLK SYS_CLK PLL_CORE_CLK: 200 MHz |UART1 VBUS Clock
(VBUSP_CLK) HSDIV0O_CLKOUTO
UART1_FCLK XTALCLK External XTAL 25 MHz | UART1 Interface Clock
(UART_CLK)
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
ouT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz
KOUTO (not supported) HSDIVO_CLKOUTO
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK:HSDIVO _C| 160 MHz
ouTo LKOUTO
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Table 4-27. UART Clocks (continued)

This table describes the module clocking signals.

Module Module Clock Input Source Clock Signal Source Default Description
Instance Freq
UART2 |UART2_ICLK SYS _CLK PLL_CORE_CLK: 200 MHz |UART2 VBUS Clock
(VBUSP_CLK) HSDIV0O_CLKOUTO
UART2_FCLK XTALCLK External XTAL 25 MHz | UART2 Interface Clock
(UART_CLK)
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIV0O_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
OuUT1 HSDIV0O_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz
KOUTO (not supported) HSDIVO_CLKOUTO
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK:HSDIVO_C| 160 MHz
ouTo LKOUTO
UART3 |UART3_ICLK SYS CLK PLL_CORE_CLK: 200 MHz |UART3 VBUS Clock
(VBUSP_CLK) HSDIV0O_CLKOUTO
UART3_FCLK XTALCLK External XTAL 25 MHz | UARTS3 Interface Clock
(UART_CLK)
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIV0O_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
OUT1 HSDIV0O_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz
KOUTO (not supported) HSDIV0O_CLKOUTO
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK:HSDIVO_C| 160 MHz
ouTo LKOUTO
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Table 4-27. UART Clocks (continued)
This table describes the module clocking signals.
Module Module Clock Input Source Clock Signal Source Default Description
Instance Freq
UART4 |UART4_ICLK SYS_CLK PLL_CORE_CLK: 200 MHz |UART4 VBUS Clock
(VBUSP_CLK) HSDIVO_CLKOUTO
UART4_FCLK XTALCLK External XTAL 25 MHz | UART4 Interface Clock
(UART_CLK)
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
OouT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz
KOUTO (not supported) HSDIVO_CLKOUTO
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK:HSDIVO_C| 160 MHz
ouTo LKOUTO
UART5 |UART5_ICLK SYS_CLK PLL CORE_CLK: 200 MHz |UARTS5 VBUS Clock
(VBUSP_CLK) HSDIVO_CLKOUTO
UART5_FCLK XTALCLK External XTAL 25 MHz | UARTS5 Interface Clock
(UART_CLK)
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
ouT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz
KOUTO (not supported) HSDIVO_CLKOUTO
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK:HSDIVO _C| 160 MHz

ouTo

LKOUTO

Table 4-28. UART Resets
This table describes the module reset signals.

Module Module Reset Input Source Reset Signal Source Description

Instance

UARTO |UARTO_RST(VBUSP_R |Warm Reset RCM + Warm Reset Sources UARTO Asynchronous Reset
STn) (MOD_G_RST)

UART1 |UART1_RST(VBUSP_R |Warm Reset RCM + Warm Reset Sources UART1 Asynchronous Reset
STn) (MOD_G_RST)
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Table 4-28. UART Resets (continued)
This table describes the module reset signals.

Module Module Reset Input Source Reset Signal Source Description

Instance

UART2 |UART2_RST Warm Reset RCM + Warm Reset Sources UART2 Asynchronous Reset
(MOD_G_RST)

UART3 |UART3_RST Warm Reset RCM + Warm Reset Sources UART3 Asynchronous Reset
(MOD_G_RST)

UART4 |UART4_RST Warm Reset RCM + Warm Reset Sources UART4 Asynchronous Reset
(MOD_G_RST)

UART5 |UARTS5_RST Warm Reset RCM + Warm Reset Sources UARTS5 Asynchronous Reset
(MOD_G_RST)

Table 4-29. UART Interrupt Requests
This table describes the module interrupt requests.

Module Module Interrupt Destination Interrupt Input Destination Type Description
Instance Signal
UARTO |uart0_int_req uart0_int_req ALL R5FSS Cores Level |UARTO IP Status Information
PRU-ICSS Core
UART1 |uart1_int_req uart1_int_req ALL R5FSS Cores UART1 IP Status Information
PRU-ICSS Core
UART2 |uart2_int_req uart2_int_req ALL R5FSS Cores UART2 IP Status Information
PRU-ICSS Core
UART3 |uart3_int_req uart4d_int_req ALL R5FSS Cores UART3 IP Status Information
PRU-ICSS Core
UART4 |uart4_int_req uart4_int_req ALL R5FSS Cores UART4 IP Status Information
PRU-ICSS Core
UARTS |uart5_int_req uart5_int_req ALL R5FSS Cores UARTS5 IP Status Information
PRU-ICSS Core

Table 4-30. UART DMA Requests
This table describes the module DMA requests.

Module Module DMA Event | Destination DMA Event Input Destination Type Description
Instance
UARTO |UARTO_DMA_0 UARTO_dma_req[0] EDMA Crossbar Level |UARTO DMA Request
(DMA_XBAR)
UARTO_DMA_1 UARTO_dma_req[1]
UART1 |UART1_DMA 0 UART1_dma_req|0] EDMA Crossbar Level |UART1 DMA Request
(DMA_XBAR)
UART1_DMA_1 UART1_dma_req[1]
UART2 |UART2_DMA 0 UART2_dma_req[0] EDMA Crossbar Level |UART2 DMA Request
(DMA_XBAR)
UART2_DMA_1 UART2_dma_req[1]
UART3 |UART3 _DMA 0 UART3_dma_req[0] EDMA Crossbar Level |UART3 DMA Request
(DMA_XBAR)
UART3_DMA_1 UART3_dma_req[1]
UART4 |UART4_DMA 0 UART4_dma_req[0] EDMA Crossbar Level |UART4 DMA Request
(DMA_XBAR)
UART4_DMA_1 UART4_dma_req[1]
UARTS |UART5 _DMA 0 UART5_dma_req|0] EDMA Crossbar Level |UART5 DMA Request
(DMA_XBAR)
UART5_DMA_1 UART5_dma_req[1]
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Note
For more information on the interconnects, see the System Interconnect chapter.

For more information on power, reset, and clock management, see the corresponding sections within
the Device Configuration chapter.

For more information on the device interrupt controllers, see the Interrupt Controllers chapter.
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4.14 CPSW Integration

There is 1x CPSW module integrated in the device. The diagram below provides a visual representation of the
device integration details.

Figure 4-16. CPSW Integration Diagram

The tables below summarize the device integration details of CPSWO.
Table 4-31. CPSWO0 Device Integration

This table describes the module device integration details.

Module Instance Device Allocation SoC Interconnect
CPSWO0 v INFRAO VBUSP Interconnect
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Table 4-32. CPSWO Clocks
This table describes the module clocking signals.
Module Module Clock Input Source Clock Signal Source Default Description
Instance Freq
CPSW0 |CPPL_ICLK SYS CLK PLL_CORE_CLK: 200 MHz | CPSWO Interface Clock
HSDIVO_CLKOUTO
CPTS_RFT_CLK XTACLK External XTAL 25MHz |CPSWO Interface Clock
EXT_REFCLK External Reference Clock 100 MHz | CPSWO Interface Clock
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz |CPSWO Interface Clock
HSDIVO_CLKOUTO
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 500 MHz |CPSWO Interface Clock
KOUT1 (not supported) HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz |CPSWO Interface Clock
KOUTO (not supported) HSDIV0O_CLKOUTO
RCCLK10M Internal 10 MHz RC 10 MHz  |CPSWO Interface Clock
Oscillator (RCCLK10M)
XTALCLK External XTAL 25MHz |CPSWO Interface Clock
RCCLK10M Internal 10 MHz RC 10 MHz |CPSWO Interface Clock
Oscillator (RCCLK10M)
GMII_RFT_CLK RGMII_250_CLK RGMII 250 MHz Clock 250 MHz | CPSWO Interface Clock
RMII1_MHZ 50 CLK |RGMII_50 CLK RGMII 50 MHz Clock 50 MHz | CPSWO Interface Clock
RMII1_REF_CLK RMII1 Reference Clock 50 MHz! |CPSWO Interface Clock
RMII2_MHZ_50_CLK RGMII_50_CLK RGMII 50 MHz Clock 50 MHz | CPSWO Interface Clock
RMII2_REF_CLK RMII2 Reference Clock 50 MHz! |CPSWO Interface Clock
RGMII_MHZ_50_CLK |RGMII_50_CLK RGMII 50 MHz Clock 50 MHz | CPSWO Interface Clock
RGMII_MHZ_5 CLK RGMII_5 CLK RGMII 5 MHz Clock 5 MHz CPSWO Interface Clock
RGMII_MHZ_250 CLK |RGMII_250_CLK RGMII 250 MHz Clock 250 MHz | CPSWO Interface Clock

Note

The RMIIx_REF_CLK input pin can be drive by an external clock reference source. 50 MHz is
required for proper operation.

Table 4-33. CPSWO Resets

This table describes the module reset signals.

Module Module Reset Input Source Reset Signal Source Description

Instance

CPSWO0 |[CPSW_RST Warm Reset RCM + Warm Reset Sources CPSWO Asynchronous Reset
(MOD_G_RST)
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Table 4-34. CPSWO Interrupt Requests
This table describes the module interrupt requests.

Module Module Interrupt Destination Interrupt Input Destination Type Description
Instance Signal
CPSWO0 CO_FH_PULSE_INT |CO_FH_PULSE_INTR All R5FSS Level |FHost (from host to Ethernet)
R_[0:3] Cores PRU- paced pulse interrupt
ICSS Core
CO_TH_PULSE_INT |CO_TH_PULSE_INTR All R5FSS Level |THost (from Ethernet to host)
R _[0:3] CoresPRU- paced pulse interrupt
ICSS Core
CO_TH_THRESH_P |CO_TH_THRESH_PULSE_INTR All R5FSS Level |THost (from Ethernet to host)
ULSE_INTR_[0:3] CoresPRU- non-paced pulse interrupt
ICSS Core
CO_MISC_PULSE_I |[CO_MISC_PULSE_INTR All R5FSS Level |Miscellaneous non-paced pulse
NTR_[0:3] CoresPRU- interrupt
ICSS Core
CPSW_STAT_PEND |[STAT_PEND All R5FSS Level |Statistics level interrupt
Cores ICSSM
Core
CPSW_HOST_PEN [HOST_PEND All R5FSS Level |CPDMA host error level interrupt
D CoresPRU-
ICSS Core
CPSW_ECC_SEC_P |ECC_SEC_PULSE_INTR ESM Level |ECC SEC pulse interrupt —
ULSE_INTR output from CPSW ECC module.
CPSW_ECC_DED_P |ECC_DED_PULSE_INTR ESM Level |ECC DED pulse interrupt —
ULSE_INTR output from CPSW ECC module.

Table 4-35. CPSWO0 Time Sync and Compare Event
This table describes the module capture event inputs.

Module Module Event Destination Event Input Destination Type Description
Instance
CPSWO0 |CPSWO0_CPTS_COM |SoC_TimeSyncXBAR[0:3] CPSW0_CPTS_COM Level |CPSWO0 Compare Event Interrupt
P CONTROLSS_TimeSyncXBA |P_INTR
R[0:3]
CPSWO0_CPTS_GENF |SoC_TimeSyncXBARJ[0:3] CPSWO0O_CPTS_GENF | Level |CPSWO0 CPTS generator function
0 CONTROLSS_TimeSyncXBA 0_INTR event interrupt O
R[0:3]
CPSWO0_CPTS_GENF |SoC_TimeSyncXBAR[0:3] CPSWO0_CPTS_GENF | Level |CPSWO0 CPTS generator function
! CONTROLSS_TimeSyncxBA | '—NTR event interrupt 1
R[0:3]
CPSWO0_CPTS_SYNC |SoC_TimeSyncXBAR[0:3] CPSWO_CPTS_SYNC | Level |CPSWO CPTS Sync Event
CONTROLSS_TimeSyncXBA |—NTR Interrupt
R[0:3]
Note

For more information on the interconnects, see the System Interconnect chapter.

For more information on power, reset, and clock management, see the corresponding sections within
the Device Configuration chapter.

For more information on the device interrupt controllers, see the Interrupt Controllers chapter.

For pin information on RGMII_ID_MODE and RGMII_REFCLK_SEL, see Register information and the
corresponding section within the Device Configuration chapter
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4.15 GPMC Integration

A single GPMCO module is integrated in the device. The diagram below provides a visual representation of the
device integration details.

Device

(' GPMC#_VBUSCLK

SYS_CLK >

>
WUCPUCLK —————

EXT_REFCLK —»|
PER_PLL_HSDIVO_CLKOUT1 ______ |

CORE_PLL_HSDIVO_CLKOUTO ——
RCOSC (10MHz) ——»|

XTALCLK — —3f

RCOSC (10MHz) —W

GPMCH#_CLKSRC_SEL Bit
GPMC#_CLKDIV_SEL Bit

~ GPMC#_RST_CTRL Bit

Warm Reset Sources

GPMC#_WARMRESET

(Warm Reset Sources signal will be active low)

MSS_CTRL.GPMC_CONTROL for selecting either of loopback paths for

clock

Mux and OE_N selections are controlled using <

GPMC#_GPMC_SDMAREQ_0

GPMC#_CLK

GPMC#_CLKOUT_SEL

GPMCH#
GPMC#_CLKLB +—]|

GPMC#_CLK_LB_SEL

GPMC#_GPMC_SINTERRUPT_0

MAIN VBUSM INTERCONNECT >

EDMA

GPMC#_CLK_OE_N

J

GPMC# _CLK_LB_OE_N

J

Figure 4-17. GPMCO Integration Diagram

The tables below summarize the device integration details of GPMCO.

Table 4-36. GPMCO Device Integration
This table describes the module device integration details.

Module Instance

Device Allocation

SoC Interconnect

GPMCO

v

Core VBUSM Interconnect

106

AM263x Sitara™ Microcontrollers
Texas Instruments Families of Products

SPRUJ171 — MARCH 2022 — REVISED AUGUST 2025
Submit Document Feedback

Copyright © 2025 Texas Instruments Incorporated



https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJ17
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJ17I&partnum=AM263x

13 TEXAS

INSTRUMENTS
www.ti.com Module Integration
Table 4-37. GPMCO Clocks
This table describes the module clocking signals.
Module Module Clock Input Source Clock Signal Source Default Description
Instance Freq
GPMCO |GPMCO_ICLK (CLK) SYS_CLK PLL_CORE_CLK: 200 MHz | GPMCO Interface Clock
HSDIVO_CLKOUTO
GPMCO_FCLK XTALCLK External XTAL or RC 25 MHz | GPMCO Functional Clock
Oscillator
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
OuT1 HSDIV0_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz
KOUTO (not supported) HSDIVO_CLKOUTO
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator (RCCLK10M)
WUCPUCLK Oscillator Clock 25 MHz
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator (RCCLK10M)
Table 4-38. GPMCO Resets
This table describes the module reset signals.
Module Module Reset Input Source Reset Signal Source Description
Instance
GPMCO |GPMCO_RST Warm Reset RCM + Warm Reset Sources GPMCO Asynchronous Reset
(MAIN_RST)

Table 4-39. GPMCO Interrupt Requests

This table describes the module interrupt requests.

Module Module Interrupt Destination Interrupt Input Destination Type Description

Instance Signal

GPMCO GPMC_SINTERRUP |GPMC_SINTERRUPT_INTR ALL R5FSS Level |GPMCO Interrupt

T INTR Cores Request
Table 4-40. GPMCO DMA Requests
This table describes the module DMA requests.
Module Module DMA Event | Destination DMA Event Input Destination Type Description
Instance
GPMCO |GPMCO_SDMA GPMCO_SDMA_REQ EDMA Crossbar Level |GPMCO DMA Request
(EDMA_XBAR)
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Note
For more information on the interconnects, see the System Interconnect chapter.

For more information on power, reset, and clock management, see the corresponding sections within
the Device Configuration chapter.

For more information on the device interrupt controllers, see the Interrupt Controllers chapter.

For more information on how to configure GPMC_CLK, see the Clocking section in Device
Configuration chapter.
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4.16 ELM Integration

A single ELMO module is integrated in the device as a part of GPMCOQ. The diagram below provides a visual
representation of the device integration details.

Device

> ELM#_VBUSCLK

0,
SYS_CLK % ELM#_CLK

R5FSS0-COREQ

ELM#_CLKDIV_SEL Bit

RCM

~ ELM#_RST_CTRL Bit

Warm Reset Sources.

(Warm Reset Sources signal will be active low)

ELM#_WARMRESET

ELMO_ELM_POROCPSINTERRUPT_LVL_O

ELM#

I

PERI VBUSP INTERCONNECT

R5FSS0-COREL

RSFSS1-COREQ
R5FSS1-COREL

Figure 4-18. ELMO Integration Diagram

The tables below summarize the device integration details.

Table 4-41. ELMO Device Integration

This table describes the module device integration details.

Module Instance Device Allocation

SoC Interconnect

ELMO v

PERI VBUSP Interconnect

Table 4-42. ELMO Clocks

This table describes the module clocking signals.

Module Module Clock Input Source Clock Signal Source Default Description
Instance Freq
ELMO ELMO_VBUSCLK SYS CLK PLL_CORE_CLK: 200 MHz | ELMO Interface Clock
HSDIVO_CLKOUTO
ELMO_CLK SYS_CLK PLL_CORE_CLK: 200 MHz | ELMO functional Clock
HSDIVO_CLKOUTO

SPRUJ17] — MARCH 2022 — REVISED AUGUST 2025
Submit Document Feedback

Copyright © 2025 Texas Instruments Incorporated

AM263x Sitara™ Microcontrollers
Texas Instruments Families of Products



https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJ17
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJ17I&partnum=AM263x

Module Integration

13 TEXAS
INSTRUMENTS

www.ti.com

Note

ELMO_CLKDIV_SEL Bit should be configured in such a way that ELMO_CLK is set to 50MHz .Value to

be configured in ELMO_CLKDIV_VAL register for SYS_CLK % 4 = 0x333h

Table 4-43. ELMO Resets

This table describes the module reset signals.

Module Module Reset Input Source Reset Signal Source Description
Instance
ELMO ELMO_RST Warm Reset RCM + Warm Reset Sources ELMO Asynchronous Reset
(MAIN_RST)

Table 4-44. ELMO Interrupt Requests

This table describes the module interrupt requests.

Module Module Interrupt Destination Interrupt Input Destination Type Description
Instance Signal
ELMO ELMO_ELM_POROC |[ELM_POROCPSINTERRUPT_LVL ALL R3FSS Level |ELMO Interrupt
PSINTERRUPT_LVL Cores Request

For more information on the interconnects, see the System Interconnect chapter.

Note

For more information on power, reset, and clock management, see the corresponding sections within
the Device Configuration chapter.

For more information on the device interrupt controllers, see the Interrupt Controllers chapter.
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4.17 MMCSD Integration

There is 1x MMCSD integrated in the device. The diagram below provides a visual representation of the device
integration details.

RCM

» MMCSD#_VBUSCLK MMCSD#_DMA_RD_REQ |
EDMA

DMAXBAR

MMCSD#_DMA_WR_REQ —|

SYS_CLK >
WUCPUCLK —————— MMCSD#_WP
EXT_REFCLK —»]

e

DPLL_PER_HSDIVO_CLKOUT1 —3]
DPLL_CORE_HSDIVO_CLKOUTO ——3 % [PMosDHCiK MMCSD# CD ¢
RCCLK10M (10MHz) —— ! 1 h T
XTALCLK > 4 ;
RCCLK10M (10MHz) ;/ﬁ MMCSD#_D[0:3] « // ;&
MMCSD# .
MMQCSD#_CLKSRC_SEL Bit E
MMCSD#_CLKDIV_SEL Bit MMCSD# CMD < ;&
% MMCSD#_32K_CLK
MMCSD#_32K_CLKDIV_SEL Bit MMCSD# _CLK '«

MMCSD#_RST_CTRL Bit

MCSD#_WARMRESET
Warm Reset Sources
!
CORE INTERCONNECT

Figure 4-19. MMCSD Integration

The tables below summarize the device integration details of the MMC/SD module.

Table 4-45. MMCSD Device Integration

This table describes the module integration details.

MMCSD Instance Device Allocation SoC Interconnect
MMCSDO v CORE VBUSM Interconnect
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Table 4-46. MMCSD Clocks
This table describes the module clocking signals.
MMCSD MMCSD Clock Input Source Clock Signal Source Default Description
Instance Freq
MMCSDO |MMCSDO_ICLK SYS CLK PLL_CORE_CLK: 200 MHz |MMC/SD Interface Clock
(VBUSP_CLK) HSDIVO_CLKOUTO
MMCSDO_32K_CLK MMCSDO0_32K_CLK XTALCLK 32KHz |MMC/SD Debounce Clock
MMCSDO_FCLK WUCPUCLK Oscillator Clock 25 MHz | MMC/SD Interface Clock
(MMCSD_CLK)
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
ouT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz
KOUTO (not supported) HSDIVO_CLKOUTO
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator (RCCLK10M)
Table 4-47. MMCSD Resets
This table describes the module reset signals.
MMCSD MMCSD Reset Input Source Reset Signal Source Description
Instance
MMCSDO |[MMCSDO_RST Warm Reset RCM + Warm Reset Sources MMCSDO Asynchronous Reset
(MOD_G_RST)
Table 4-48. MMCSD Interrupt Requests
This table describes the module interrupt requests.
MMCSD MMCSD Interrupt Destination Interrupt Input Destination Type Description
Instance Signal
MMCSDO |MMCSDO_INT req_0 |[MMCSDO_INT req_0 ALL R5FSS Cores Level |MMC/SD Interrupt
Table 4-49. MMCSD DMA Requests
This table describes the module DMA requests.
MMCSD | MMCSD DMA Event | Destination DMA Event Input Destination Type Description
Instance
MMCSDO |MMCSDO_DMA_RD_ |[MMCSDO_DMA_RD_REQ EDMA Crossbar Level |MMC/SD DMA Read Request
REQ (DMA_XBAR)
MMCSD0_DMA_WR_ |MMCSDO_DMA_WR_REQ MMC/SD DMA Write Request
REQ
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Note
For more information on the interconnects, see the System Interconnect chapter.

For more information on power, reset, and clock management, see the corresponding sections within
the Device Configuration chapter.

For more information on the device interrupt controllers, see the Interrupt Controllers chapter.
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4.18 QSPI Integration

This section describes the QSPI module integration in the device, including information about clocks, resets, and
hardware requests.

There is 1x QSPI module integrated in the device. The diagram below provides a visual representation of the
device integration details.

Figure 4-20. QSPI Integration Diagram
The tables below summarize the device integration details of QSPI.

Table 4-50. QSPI Device Integration
This table describes the module device integration details.
Module Instance

Device Allocation

SoC Interconnect
QSPIO v

CORE VBUSM Interconnect
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Table 4-51. QSPI Clocks
This table describes the module clocking signals.
Module Module Clock Input Source Clock Signal Source Default Description
Instance Freq
QSPIO QSPI0_ICLK (CLK) SYS_CLK PLL_CORE_CLK: 200 MHz | QSPIO Interface Clock
HSDIVO_CLKOUTO
QSPI0O_FCLK XTALCLK External XTAL or RC 25 MHz QSPIO Interface Clock
(SPI_CLK) Oscillator

EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)

SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO

DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz

OouT1 HSDIVO_CLKOUT1

DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz

KOUT1 (not supported) HSDIVO_CLKOUT1

RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator (RCCLK10M)

XTALCLK External XTAL 25 MHz

RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator (RCCLK10M)

Table 4-52. QSPI Resets

This table describes the module reset signals.

Module Module Reset Input Source Reset Signal Source Description
Instance
QSPI0O |QSPI0O_RST Warm Reset RCM + Warm Reset Sources QSPI0 Asynchronous Reset
(VBUSP_RSTn) (MAIN_RST)

Table 4-53. QSPI Interrupt Requests
This table describes the module interrupt requests.

Module Module Interrupt Destination Interrupt Input Destination Type Description
Instance Signal
QSPIO qspi0_intr qspi0_intr_req All R5FSS Pulse [QSPIO Interrupt Request
Cores
PRU-ICSS
Core
Table 4-54. QSPI DMA Requests
This table describes the module DMA requests.
Module Module DMA Event | Destination DMA Event Input Destination Type Description
Instance
QSPIO | qspi0_intr qspi0_intr_req EDMA Crossbar Pulse |QSPIO DMA Event Request
(DMA_XBAR)

For more information on the interconnects, see the System Interconnect chapter.

Note

For more information on power, reset, and clock management, see the corresponding sections within
the Device Configuration chapter.

For more information on the device interrupt controllers, see the Interrupt Controllers chapter.
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4.19 MCAN Integration

There are 4x MCAN modules integrated in the device. The diagram below provides a visual representation of the

device integration details.

Device

CAN#_VBUSCLK

SYS_CLK
XTALCLK —

EXT_REFCLK —
PER_PLL_HSDIVO_CLKOUT1 —
CORE_PLL_HSDIVO_CLKOUTO —
RCOSC (10MHz) — |

XTALCLK  —

RCOSC (10MHz) —| /‘*

—DE—P CAN#_CLK

A

RCM
CAN#_CLKSRC_SEL Bit

CAN#_CLKDIV_SEL Bit

CAN#_RST_CTRL Bit

Warm Reset Sources

CAN#_WARMRESET

CAN#_TX_DMA_REQ
CAN#_CORE_FILTER_EVENTS_DMA_REQ
CAN#_TXD

CAN#_RXD

CAN#_EXT_TS_ROLLOVER_LVL_INT_0
CAN#_LVL_INT_O

CAN#_LVL_INT_1

CAN#_ECC_CORR_LVL_INT

CAN#_ECC_UNCORR_LVL_INT

!

PERI INTERCONNECT

DMA
XBAR

EDMA

)
s

ICSSM XBAR

—o—

R5FSSO-COREO

RSFSSO-CORE1

R5FSS1-COREO

R5FSS1-CORE1

ICSSM

ESM

Figure 4-21. MCAN Integration Diagram

The tables below summarize the device integration details of MCAN# (where # = 0 to 3).
Table 4-55. MCAN Device Integration

This table describes the module device integration details.

Module Instance Device Allocation SoC Interconnect
MCANO v Peripheral VBUSP Interconnect
MCAN1 v Peripheral VBUSP Interconnect
MCAN2 v Peripheral VBUSP Interconnect
MCAN3 v Peripheral VBUSP Interconnect
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Table 4-56. MCAN Clocks

This table describes the module clocking signals.

Module Module Clock Input Source Clock Signal Source Default Description
Instance Freq
MCANO |MCANO_ICLK SYS_CLK PLL_CORE_CLK:HSDIVO_| 200 MHz |MCANO Interface Clock
(VBUSP_CLK) CLKOUTO
MCANO_FCLK XTALCLK External Crystal (XTAL) 25MHz | MCANO Functional Clock
(CAN_CLK) EXT_REFCLK External Reference 100 MHz
Clock(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK:HSDIVO_| 200 MHz
CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK:HSDIVO_C| 192 MHz
OUT1 LKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK:HSDIVO_| 400 MHz
KOUTO (not supported) CLKOUTO
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator(RCCLK10M)
XTALCLK External Crystal (XTAL) 25 MHz
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator(RCCLK10M)
MCAN1 |MCAN1_ICLK SYS_CLK PLL_CORE_CLK:HSDIVO_| 200 MHz |MCAN1 Interface Clock
(VBUSP_CLK) CLKOUTO
MCAN1_FCLK XTALCLK External Crystal (XTAL) 25MHz |MCANT1 Functional Clock
(CAN_CLK) EXT_REFCLK External Reference 100 MHz
Clock(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK:HSDIVO_| 200 MHz
CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK:HSDIVO_C| 192 MHz
OUT1 LKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK:HSDIVO_| 400 MHz
KOUTO (not supported) CLKOUTO
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator(RCCLK10M)
XTALCLK External Crystal (XTAL) 25 MHz
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator(RCCLK10M)
MCAN2 MCAN2_ICLK SYS_CLK PLL_CORE_CLK:HSDIVO_| 200 MHz |MCAN?2 Interface Clock
(VBUSP_CLK) CLKOUTO
MCAN2_FCLK XTALCLK External Crystal (XTAL) 25MHz | MCAN2 Functional Clock
(CAN_CLK) EXT_REFCLK External Reference 100 MHz
Clock(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK:HSDIVO_| 200 MHz
CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK:HSDIVO_C| 192 MHz
OUT1 LKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK:HSDIVO_| 400 MHz
KOUTO (not supported) CLKOUTO
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator(RCCLK10M)
XTALCLK External Crystal (XTAL) 25 MHz
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator(RCCLK10M)
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Table 4-56. MCAN Clocks (continued)
This table describes the module clocking signals.
Module Module Clock Input Source Clock Signal Source Default Description
Instance Freq
MCAN3 MCAN3_ICLK SYS_CLK PLL_CORE_CLK:HSDIVO_| 200 MHz |MCANS Interface Clock
(VBUSP_CLK) CLKOUTO
MCAN3_FCLK XTALCLK External Crystal (XTAL) 25MHz | MCANS Functional Clock
(CAN_CLK) EXT_REFCLK External Reference 100 MHz
Clock(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK:HSDIVO_| 200 MHz
CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK:HSDIVO_ C| 192 MHz
OuT1 LKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK:HSDIVO | 400 MHz
KOUTO (not supported) CLKOUTO
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator(RCCLK10M)
XTALCLK External Crystal (XTAL) 25 MHz
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator(RCCLK10M)

Table 4-57. MCAN Resets

This table describes the module reset signals.

Module Module Reset Input Source Reset Signal Source Description

Instance

MCANO |MCANO_RST Warm Reset RCM + Warm Reset Sources Asynchronous MCANO Module Reset
(MOD_G_RST)

MCAN1 |MCAN1_RST Warm Reset RCM + Warm Reset Sources Asynchronous MCAN1 Module Reset
(MOD_G_RST)

MCAN2 |MCAN2_RST Warm Reset RCM + Warm Reset Sources Asynchronous MCAN2 Module Reset
(MOD_G_RST)

MCAN3 |MCAN3_RST Warm Reset RCM + Warm Reset Sources Asynchronous MCAN3 Module Reset
(MOD_G_RST)
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Table 4-58. MCAN Interrupt Requests

This table describes the module interrupt requests.

ORR_LVL_INT 0

Module Module Interrupt Destination Interrupt Input Destination Type Description
Instance Signal
MCANO MCANO_INT_0 R5FSS0_COREQ_INTR_IN_27 R5FSS0-0 Level |MCANO Line O Interrupt Request
R5FSS0_CORE1_INTR_IN_27 R5FSS0-1
R5FSS1_COREOQ_INTR_IN_27 R5FSS1-0
R5FSS1_CORE1_INTR_IN_27 R5FSS1-1
PRU_ICSSO_INTR_IN_40 PRU_ICSS
MCANO_INT_1 R5FSS0_COREO_INTR_IN_28 R5FSS0-0 Level |MCANO Line 1 Interrupt Request
R5FSS0_CORE1_INTR_IN_28 R5FSS0-1
R5FSS1_COREOQ_INTR_IN_28 R5FSS1-0
R5FSS1_CORE1_INTR_IN_28 R5FSS1-1
PRU_ICSSO_INTR_IN_41 PRU_ICSS
MCANO_EXT_TS_R |R5FSS0_COREO_INTR_IN_26 R5FSS0-0 Level |MCANO External TimeStamp
OLLOVER_INT_O Counter Rollover Interrupt
R5FSS0_CORE1_INTR_IN_26 R5FSS0-1
R5FSS1_COREO_INTR_IN_26 R5FSS1-0
R5FSS1_CORE1_INTR_IN_26 R5FSS1-1
PRU_ICSSO_INTR_IN_39 PRU_ICSS0
MCANO_ECC_COR |ESMO_LVL_EVENT_2 ESMO Level |MCANO ECC Correctable Error
R_LVL_INT_O Interrupt
MCANO_ECC UNC |ESMO_LVL EVENT 3 ESMO Level |MCANO ECC Uncorrectable
ORR_LVL_INT_O Error Interrupt
MCAN1 MCAN1_INT_0O R5FSS0_COREO_INTR_IN_30 R5FSS0-0 Level |MCAN1 Line 0 Interrupt Request
R5FSSO_CORE1_INTR_IN_30 R5FSS0-1
R5FSS1_COREO_INTR_IN_30 R5FSS1-0
R5FSS1_CORE1_INTR_IN_30 R5FSS1-1
PRU_ICSSO_INTR_IN_43 PRU_ICSS
MCAN1_INT_1 R5FSS0_COREQ_INTR_IN_31 R5FSS0-0 Level |MCAN1 Line 1 Interrupt Request
R5FSS0_CORE1_INTR_IN_31 R5FSS0-1
R5FSS1_COREO_INTR_IN_31 R5FSS1-0
R5FSS1_CORE1_INTR_IN_31 R5FSS1-1
PRU_ICSSO_INTR_IN_44 PRU_ICSS
MCAN1_EXT_TS_R |R5FSS0_COREO_INTR_IN_29 R5FSS0-0 Level |MCAN1 External TimeStamp
OLLOVER_INT_O Counter Rollover Interrupt
R5FSS0_CORE1_INTR_IN_29 R5FSS0-1
R5FSS1_COREO_INTR_IN_29 R5FSS1-0
R5FSS1_CORE1_INTR_IN_29 R5FSS1-1
PRU_ICSSO_INTR_IN_42 PRU_ICSS
MCAN1_ECC_COR |ESMO_LVL_EVENT_4 ESMO Level |MCAN1 ECC Correctable Error
R_LVL_INT_O Interrupt
MCAN1_ECC UNC |ESMO_LVL_EVENT 5 ESMO Level |MCAN1 ECC Uncorrectable

Error Interrupt

SPRUJ17] — MARCH 2022 — REVISED AUGUST 2025
Submit Document Feedback

Copyright © 2025 Texas Instruments Incorporated

AM263x Sitara™ Microcontrollers

Texas Instruments Families of Products

119


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJ17
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJ17I&partnum=AM263x

13 TEXAS

INSTRUMENTS
Module Integration www.ti.com
Table 4-58. MCAN Interrupt Requests (continued)
This table describes the module interrupt requests.
Module Module Interrupt Destination Interrupt Input Destination Type Description
Instance Signal
MCAN2 MCANZ2_INT_O R5FSS0_CORE1_INTR_IN_33 R5FSS0-0 Level |MCAN1 Line O Interrupt Request
R5FSS0_CORE1_INTR_IN_33 R5FSS0-1
R5FSS1_COREOQ_INTR_IN_33 R5FSS1-0
R5FSS1_CORE1_INTR_IN_33 R5FSS1-1
PRU_ICSSO_INTR_IN_46 PRU_ICSS
MCANZ2_INT_1 R5FSS0_COREO_INTR_IN_34 R5FSS0-0 Level |MCAN2 Line 1 Interrupt Request
R5FSS0_CORE1_INTR_IN_34 R5FSS0-1
R5FSS1_COREOQ_INTR_IN_34 R5FSS1-0
R5FSS1_CORE1_INTR_IN_34 R5FSS1-1
PRU_ICSSO_INTR_IN_47 PRU_ICSS
MCAN2_EXT_TS_R |R5FSS0_COREO_INTR_IN_32 R5FSS0-0 Level |MCAN2 External TimeStamp
OLLOVER_INT_O Counter Rollover Interrupt
R5FSS0_CORE1_INTR_IN_32 R5FSS0-1
R5FSS1_COREO_INTR_IN_32 R5FSS1-0
R5FSS1_CORE1_INTR_IN_32 R5FSS1-1
PRU_ICSSO_INTR_IN_45 PRU_ICSS
MCAN2_ECC_COR |ESMO_LVL_EVENT_6 ESMO Level |MCAN2 ECC Correctable Error
R_LVL_INT_O Interrupt
MCAN2_ECC_UNC |ESMO_LVL_EVENT_7 ESMO Level |MCAN2 ECC Uncorrectable
ORR_LVL_INT_O Error Interrupt
MCAN3 MCAN3_INT_0 R5FSS0_COREO_INTR_IN_36 R5FSS0-0 Level |MCANS3 Line 0 Interrupt Request
R5FSSO_CORE1_INTR_IN_36 R5FSS0-1
R5FSS1_COREO_INTR_IN_36 R5FSS1-0
R5FSS1_CORE1_INTR_IN_36 R5FSS1-1
PRU_ICSSO_INTR_IN_49 PRU_ICSS
MCANS3_INT_1 R5FSS0_COREOQ_INTR_IN_37 R5FSS0-0 Level |MCANS Line 1 Interrupt Request
R5FSS0_CORE1_INTR_IN_37 R5FSS0-1
R5FSS1_COREOQ_INTR_IN_37 R5FSS1-0
R5FSS1_CORE1_INTR_IN_37 R5FSS1-1
PRU_ICSSO_INTR_IN_50 PRU_ICSS
MCAN3_EXT_TS_R |R5FSS0_COREO_INTR_IN_35 R5FSS0-0 Level |MCANS3 External TimeStamp
OLLOVER_INT_O Counter Rollover Interrupt
R5FSS0_CORE1_INTR_IN_35 R5FSS0-1
R5FSS1_COREOQ_INTR_IN_35 R5FSS1-0
R5FSS1_CORE1_INTR_IN_35 R5FSS1-1
PRU_ICSSO_INTR_IN_48 PRU_ICSS
MCAN3_ECC_COR |ESMO_LVL_EVENT_8 ESMO Level |MCAN3 ECC Correctable Error
R_LVL_INT_O Interrupt
MCAN3_ECC_UNC |ESMO_LVL_EVENT_9 ESMO Level |MCAN3 ECC Uncorrectable

ORR_LVL_INT 0

Error Interrupt
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Table 4-59. MCAN DMA Requests

This table describes the module DMA requests.

Module Module DMA Event | Destination DMA Event Input Destination Type Description
Instance
MCANO |MCANO_FE_INTR_O |EDMA_XBAR_147 EDMA Pulse |MCANO Receive Filter Event 0
DMA Request
MCANO_FE_INTR_1 |EDMA_XBAR_148 EDMA Pulse |MCANO Receive Filter Event 1
DMA Request
MCANO_FE_INTR_2 |EDMA_XBAR_149 EDMA Pulse | MCANO Receive Filter Event 2
DMA Request
MCANO_FE_INTR_3 |EDMA_XBAR_150 EDMA Pulse |MCANO Receive Filter Event 3
DMA Request
MCANO_FE_INTR_4 |EDMA_XBAR_151 EDMA Pulse |MCANO Receive Filter Event 4
DMA Request
MCANO_FE_INTR_5 |EDMA_XBAR_152 EDMA Pulse |MCANO Receive Filter Event 5
DMA Request
MCANO_FE_INTR_6 |EDMA_XBAR_153 EDMA Pulse |MCANO Receive Filter Event 6
DMA Request
MCANO_TXDMA_0 EDMA_XBAR_74 EDMA Pulse |MCANO Transmit Core DMA
Request 0
MCANO_TXDMA_1 EDMA_XBAR_75 EDMA Pulse |MCANO Transmit Core DMA
Request 1
MCANO_TXDMA_2 EDMA_XBAR_76 EDMA Pulse |MCANO Transmit Core DMA
Request 2
MCANO_TXDMA_3 EDMA_XBAR 77 EDMA Pulse |MCANO Transmit Core DMA
Request 3
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Table 4-59. MCAN DMA Requests (continued)
This table describes the module DMA requests.
Module Module DMA Event | Destination DMA Event Input Destination Type Description
Instance
MCAN1 |MCAN1_FE_INTR_O0 |EDMA_XBAR_154 EDMA Pulse |MCAN1 Receive Filter Event 0
DMA Request
MCAN1_FE_INTR_1 |EDMA_XBAR_155 EDMA Pulse |MCAN1 Receive Filter Event 1
DMA Request
MCAN1_FE_INTR_2 |EDMA_XBAR_156 EDMA Pulse |MCAN1 Receive Filter Event 2
DMA Request
MCAN1_FE_INTR_3 |EDMA_XBAR_157 EDMA Pulse |MCAN1 Receive Filter Event 3
DMA Request
MCAN1_FE_INTR_4 |EDMA_XBAR_158 EDMA Pulse |MCAN1 Receive Filter Event 4
DMA Request
MCAN1_FE_INTR_5 |EDMA_XBAR_159 EDMA Pulse |MCAN1 Receive Filter Event 5
DMA Request
MCAN1_FE_INTR_6 |EDMA_XBAR_160 EDMA Pulse |MCAN1 Receive Filter Event 6
DMA Request
MCAN1_TXDMA_0 EDMA_XBAR_78 EDMA Pulse |MCAN1 Transmit Core DMA
Request 0
MCAN1_TXDMA_1 EDMA_XBAR_79 EDMA Pulse |MCAN1 Transmit Core DMA
Request 1
MCAN1_TXDMA_2 EDMA_XBAR_80 EDMA Pulse |MCAN1 Transmit Core DMA
Request 2
MCAN1_TXDMA_3 EDMA_XBAR_81 EDMA Pulse |MCAN1 Transmit Core DMA
Request 3
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Table 4-59. MCAN DMA Requests (continued)

This table describes the module DMA requests.

Module Module DMA Event | Destination DMA Event Input Destination Type Description
Instance
MCAN2 |MCAN2_FE_INTR_O0 |EDMA_XBAR_161 EDMA Pulse |MCAN2 Receive Filter Event 0
DMA Request
MCAN2_FE_INTR_1 |EDMA_XBAR_162 EDMA Pulse |MCAN2 Receive Filter Event 1
DMA Request
MCAN2_FE_INTR_2 |EDMA_XBAR_163 EDMA Pulse | MCAN2 Receive Filter Event 2
DMA Request
MCAN2_FE_INTR_3 |EDMA_XBAR_164 EDMA Pulse |MCAN2 Receive Filter Event 3
DMA Request
MCAN2_FE_INTR_4 |EDMA_XBAR_165 EDMA Pulse |MCAN2 Receive Core Filter Event
4 DMA Request
MCAN2_FE_INTR_5 |EDMA_XBAR_166 EDMA Pulse |MCAN2 Receive Filter Event 5
DMA Request
MCAN2_FE_INTR_6 |EDMA_XBAR_167 EDMA Pulse |MCAN2 Receiver Filter Event 6
DMA Request
MCAN2_TXDMA_0 EDMA_XBAR_82 EDMA Pulse |MCAN2 Transmit Core DMA
Request 0
MCAN2_TXDMA_1 EDMA_XBAR_83 EDMA Pulse |MCAN2 Transmit Core DMA
Request 1
MCAN2_TXDMA_2 EDMA_XBAR_84 EDMA Pulse |MCAN2 Transmit Core DMA
Request 2
MCAN2_TXDMA_3 EDMA_XBAR_85 EDMA Pulse |MCAN2 Transmit Core DMA

Request 3
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Table 4-59. MCAN DMA Requests (continued)
This table describes the module DMA requests.
Module Module DMA Event | Destination DMA Event Input Destination Type Description
Instance
MCAN3 |MCAN3_FE_INTR_0 |EDMA_XBAR_168 EDMA Pulse |MCANS3 Receive Filter Event 0
DMA Request
MCAN3_FE_INTR_1 |EDMA_XBAR_169 EDMA Pulse |MCANS3 Receive Filter Event 1
DMA Request
MCAN3_FE_INTR_2 |EDMA_XBAR_170 EDMA Pulse | MCANS3 Receive Filter Event 2
DMA Request
MCAN3_FE_INTR_3 |EDMA_XBAR_171 EDMA Pulse |MCANS3 Receive Filter Event 3
DMA Request
MCAN3_FE_INTR_4 |EDMA_XBAR_172 EDMA Pulse |MCANS3 Receive Filter Event 4
DMA Request
MCAN3_FE_INTR_5 |EDMA_XBAR_173 EDMA Pulse |MCANS3 Receive Filter Event 5
DMA Request
MCAN3_FE_INTR_6 |EDMA_XBAR_174 EDMA Pulse |MCANS3 Receive Filter Event 6
DMA Request
MCAN3_TXDMA_0 EDMA_XBAR_86 EDMA Pulse |MCAN3 Transmit Core DMA
Request 0
MCAN3_TXDMA_1 EDMA_XBAR_87 EDMA Pulse |MCAN3 Transmit Core DMA
Request 1
MCAN3_TXDMA_2 EDMA_XBAR_88 EDMA Pulse |MCAN3 Transmit Core DMA
Request 2
MCAN3_TXDMA_3 EDMA_XBAR_89 EDMA Pulse |MCANS3 Transmit Core DMA
Request 3

Note

For more information on the interconnects, see the System Interconnect chapter.

For more information on power, reset, and clock management, see the corresponding sections within
the Device Configuration chapter.

For more information on the device interrupt controllers, see the Interrupt Controllers chapter.
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4.20 LIN Integration

There are 5x LIN modules integrated in the device. The diagram below provides a visual representation of the
device integration details.

#=0to4
Figure 4-22. LIN Integration
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The tables below summarize the device integration details of LIN# (where # = 5).

Table 4-60. LIN Device Integration
This table describes the LIN device integration details.

LIN Instance Device Allocation SoC Interconnect

LINO v Peripheral VBUSP Interconnect

LIN1 v Peripheral VBUSP Interconnect

LIN2 v Peripheral VBUSP Interconnect

LIN3 v Peripheral VBUSP Interconnect

LIN4 v Peripheral VBUSP Interconnect
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Table 4-61. LIN Clocks
This table describes the LIN clocking signals.
LIN LIN Clock Input Source Clock Signal Source Default Description
Instance Freq
LINO LINO_ICLK SYS CLK PLL_CORE_CLK: 200 MHz  |LINO Interface Clock
(VBUSP_CLK) HSDIVO_CLKOUTO (LINO_CLK should be
running for register access)
LINO_FCLK (LIN_CLK) |XTALCLK External XTAL 25 MHz  |LINO Functional Clock
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
ouT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz
KOUTO (not supported) HSDIVO_CLKOUTO
RCCLK10M Internal 10MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK:HSDIVO_C| 160 MHz
ouTo LKOUTO
LINA1 LIN1_ICLK SYS CLK PLL_CORE_CLK: 200 MHz  |LIN1 Interface Clock
(VBUSP_CLK) HSDIVO_CLKOUTO (LIN1_CLK should be
running for register access)
LIN1_FCLK (LIN_CLK) |XTALCLK External XTAL 25 MHz |LIN1 Functional Clock
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
ouT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz
KOUTO (not supported) HSDIVO_CLKOUTO
RCCLK10M Internal 10MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK:HSDIVO_C| 160 MHz

ouTo

LKOUTO
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Table 4-61. LIN Clocks (continued)

This table describes the LIN clocking signals.

ouTo

LKOUTO

LIN LIN Clock Input Source Clock Signal Source Default Description
Instance Freq
LIN2 LIN2_ICLK SYS CLK PLL_CORE_CLK: 200 MHz  |LIN2 Interface Clock
(VBUSP_CLK) HSDIVO_CLKOUTO (LIN2_CLK should be
running for register access)
LIN2_FCLK (LIN_CLK) |XTALCLK External XTAL 25 MHz |LIN2 Functional Clock
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
OuT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz
KOUTO (not supported) HSDIVO_CLKOUTO
RCCLK10M Internal 10MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK:HSDIVO_C| 160 MHz
OuTO LKOUTO
LIN3 LIN3_ICLK SYS CLK PLL_CORE_CLK: 200 MHz  |LIN3 Interface Clock
(VBUSP_CLK) HSDIVO_CLKOUTO (LIN3_CLK should be
running for register access)
LIN3_FCLK (LIN_CLK) |XTALCLK External XTAL 25 MHz |LIN3 Functional Clock
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
OuT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz
KOUTO (not supported) HSDIVO_CLKOUTO
RCCLK10M Internal 10MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK:HSDIVO_C| 160 MHz

SPRUJ17] — MARCH 2022 — REVISED AUGUST 2025
Submit Document Feedback

Copyright © 2025 Texas Instruments Incorporated

AM263x Sitara™ Microcontrollers

127

Texas Instruments Families of Products


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJ17
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJ17I&partnum=AM263x

13 TEXAS

INSTRUMENTS
Module Integration www.ti.com
Table 4-61. LIN Clocks (continued)
This table describes the LIN clocking signals.
LIN LIN Clock Input Source Clock Signal Source Default Description
Instance Freq
LIN4 LIN4_ICLK SYS_CLK PLL_CORE_CLK: 200 MHz | LIN4 Interface Clock
(VBUSP_CLK) HSDIVO_CLKOUTO (LIN4_CLK should be
running for register access)
LIN4_FCLK (LIN_CLK) |XTALCLK External XTAL 25 MHz LIN4 Functional Clock
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
OuT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 400 MHz
KOUTO (not supported) HSDIVO_CLKOUTO
RCCLK10M Internal 10MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK:HSDIVO_C| 160 MHz
ouTo LKOUTO

Table 4-62. LIN Resets

This table describes the LIN reset signals.

LIN LIN Reset Input Source Reset Signal Source Description
Instance

LINO LINO_RST Warm Reset RCM + Warm Reset Sources LINO Asynchronous Reset
(VBUSP_RSTn) (MOD_G_RST)

LIN1 LIN1_RST Warm Reset RCM + Warm Reset Sources LIN1 Asynchronous Reset
(VBUSP_RSTn) (MOD_G_RST)

LIN2 LIN2_RST Warm Reset RCM + Warm Reset Sources LIN2 Asynchronous Reset
(VBUSP_RSTn) (MOD_G_RST)

LIN3 LIN3_RST Warm Reset RCM + Warm Reset Sources LIN3 Asynchronous Reset
(VBUSP_RSTn) (MOD_G_RST)

LIN4 LIN4_RST Warm Reset RCM + Warm Reset Sources LIN4 Asynchronous Reset
(VBUSP_RSTn) (MOD_G_RST)

Table 4-63. LIN

This table describes the LIN interrupt requests.

Interrupt Requests

LIN Instance | LIN Interrupt Signal Destination Interrupt Input Destination Type Description

LINO LINO_INT _req_0 LINO_INT _req_0 ALL R5FSS Pulse |LINO Event Interrupts
Cores, PRU-
LINO_INT _req_1 LINO_INT _req_1 ICSS XBAR

LIN1 LIN1_INT_req_0 LIN1_INT _req_0 ALL R5FSS Pulse |LIN1 Event Interrupts
Cores, PRU-
LIN1T_INT _req_1 LIN1_INT _req_1 ICSS XBAR

LIN2 LIN2_INT_req_0O LIN2_INT _req_0 ALL R5FSS Pulse |LIN2 Event Interrupts
Cores, PRU-
LIN2_INT _req_1 LIN2_INT _req_1 ICSS XBAR
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Table 4-63. LIN Interrupt Requests (continued)

This table describes the LIN interrupt requests.

LIN Instance | LIN Interrupt Signal Destination Interrupt Input Destination Type Description
LIN3 LIN3_INT_req_0 LIN3_INT req_0 ALL R5FSS Pulse |LIN3 Event Interrupts
Cores, PRU-
LIN3_INT _req_1 LIN3_INT _req_1 ICSS XBAR
LIN4 LIN4_INT _req O LIN4_INT req_ 0 ALL R5FSS Pulse |LIN4 Event Interrupts
Cores, PRU-
LIN4_INT _req_1 LIN4_INT _req_1 ICSS XBAR
Table 4-64. LIN DMA Requests
This table describes the LIN DMA requests.
LIN LIN DMA Event Destination DMA Event Input Destination Type Description
Instance
LINO LINO_TX_DMA REQ |LINO_tx_dma_req EDMA Crossbar Pulse |LINO TX DMA Request
(DMA_XBAR)
LINO_RX_DMA_REQ |LINO_rx_dma_req LINO RX DMA Request
LIN1 LIN1_TX_DMA_REQ |LIN1_tx_dma_req EDMA Crossbar Pulse |LIN1 TX DMA Request
(DMA_XBAR)
LIN1_RX_DMA_REQ |LIN1_rx_dma_req LIN1 RX DMA Request
LIN2 LIN2_TX_DMA REQ |LIN2_tx_dma_req EDMA Crossbar Pulse |LIN2 TX DMA Request
(DMA_XBAR)
LIN2_RX_DMA_REQ |LIN2_rx_dma_req LIN2 RX DMA Request
LIN3 LIN3_TX_DMA_REQ |LIN3 tx_dma_req EDMA Crossbar Pulse |LIN3 TX DMA Request
(DMA_XBAR)
LIN3_RX_DMA_REQ |LIN3_rx_dma_req LIN3 RX DMA Request
LIN4 LIN4_ TX_DMA_REQ |LIN4 tx_dma_req EDMA Crossbar Pulse |LIN4 TX DMA Request
(DMA_XBAR)
LIN4_RX_DMA_REQ |LIN4_rx_dma_req LIN4 RX DMA Request

Note

For more information on the interconnects, see the System Interconnect chapter.

For more information on power, reset, and clock management, see the corresponding sections within

the Device Configuration chapter.

For more information on the device interrupt controllers, see the Interrupt Controllers chapter.
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4.21 RTI Integration

There are 4x RTI modules integrated in the device. The diagram and tables below show the device integration

details.

Figure 4-23. RTI Integration

The tables below summarize the integration of RTI# (where # =0, 1, 2, 3) in the device.

Each RTI# instance is supplied by dedicated RTICLK# mux.

Table 4-65. RTI Device Integration
This table describes the module device integration details.

Module Instance Device Allocation SoC Interconnect
RTIO v VBUSP CORE Interconnect
RTI v VBUSP CORE Interconnect
RTI2 v VBUSP CORE Interconnect
RTI3 v VBUSP CORE Interconnect
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Table 4-66. RTI Clocks

This table table describes the module clocking signals.

Module

Default

Clock

Module Clock Input Source Clock Signal Source Description
Instance Freq
RTIO RTIO_ICLK SYS CLK PLL_CORE_CLK: 200 MHz | RTIO VBUSP Interface
(VBUSP_CLK) HSDIVO_CLKOUTO Clock
RTIO_FCLK (RTI_CLK) |XTALCLK External XTAL 25 MHz |RTIO Functional Clock
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
OuT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 500 MHz
KOUT1 (not supported) HSDIVO_CLKOUT1
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
CTPS_GENFO CPSW CPTS GENFO 50 MHz
Clock
RTI1 RTIM_ICLK SYS CLK PLL_CORE_CLK: 200 MHz |RTI1 VBUSP Interface
(VBUSP_CLK) HSDIVO_CLKOUTO Clock
RTIM_FCLK (RTI_CLK) |XTALCLK External XTAL 25 MHz RTI1 Functional Clock
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
OuT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 500 MHz
KOUT1 (not supported) HSDIVO_CLKOUT1
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
CTPS_GENFO CPSW CPTS GENFO0 50 MHz
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Table 4-66. RTI Clocks (continued)
This table table describes the module clocking signals.
LD Module Clock Input Source Clock Signal Source Default Description
Instance Freq
RTI2 RTI2_ICLK SYS_CLK PLL_CORE_CLK: 200 MHz |RTI2 VBUSP Interface
(VBUSP_CLK) HSDIVO_CLKOUTO Clock
RTI2_FCLK (RTI_CLK) |XTALCLK External XTAL 25 MHz | RTI2 Functional Clock
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
ouT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 500 MHz
KOUT1 (not supported) HSDIVO_CLKOUT1
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
CTPS_GENFO CPSW CPTS GENFO 50 MHz
Clock
RTI3 RTI3_ICLK SYS _CLK PLL_CORE_CLK: 200 MHz |RTI3 VBUSP Interface
(VBUSP_CLK) HSDIVO_CLKOUTO Clock
RTI3_FCLK (RTI_CLK) |XTALCLK External XTAL 25 MHz |RTI3 Functional Clock
EXT_REFCLK External Reference Clock 100 MHz
(EXT_REFCLK)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
DPLL_PER_HSDIVO_CLK |PLL_PER_CLK: 192 MHz
ouT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 500 MHz
KOUT1 (not supported) HSDIVO_CLKOUT1
RCCLK10M Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External XTAL 25 MHz
CTPS_GENFO CPSW CPTS GENFO 50 MHz
Clock

Table 4-67. RTI Resets

This table describes the module reset signals.

IModuIe Module Reset Input Source Reset Signal Source Description
nstance
RTIO RTIO_RST Warm Reset RCM + Warm Reset Sources RTIO Asynchronous Reset
(MOD_G_RST)
RTIO_POR_RST POR Reset Device Power-On Reset RTIO Power-On Reset
(MOD_POR_RST)

132 SPRUJ171 — MARCH 2022 — REVISED AUGUST 2025

Submit Document Feedback

AM263x Sitara™ Microcontrollers
Texas Instruments Families of Products
Copyright © 2025 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJ17
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJ17I&partnum=AM263x

13 TEXAS
INSTRUMENTS

www.ti.com

Module Integration

Table 4-67. RTI Resets (continued)

This table describes the module reset signals.

IModuIe Module Reset Input Source Reset Signal Source Description
nstance
RTH RTIM_RST Warm Reset RCM + Warm Reset Sources RTI1 Asynchronous Reset
(MOD_G_RST)
RTI1_POR_RST POR Reset Device Power-On Reset RTI1 Power-On Reset
(MOD_POR_RST)
RTI2 RTI2_RST Warm Reset RCM + Warm Reset Sources RTI2 Asynchronous Reset
(MOD_G_RST)
RTI2_POR_RST POR Reset Device Power-On Reset RTI2 Power-On Reset
(MOD_POR_RST)
RTI3 RTI3_RST Warm Reset RCM + Warm Reset Sources RTI3 Asynchronous Reset
(MOD_G_RST)
RTI3_POR_RST POR Reset Device Power-On Reset RTI3 Power-On Reset
(MOD_POR_RST)

Table 4-68. RTI Interrupt Requests

This table describes the module interrupt requests.

Irsot::::ee Moduée;gl::rrrupt Destination Interrupt Input Destination Type Description

RTIO RTIO_INT_REQ_O RTIO_INT_REQ_0 ALL R5FSS Cores Pulse |RTIO Status Event Interrupt
RTIO_INT_REQ_1 RTIO_INT_REQ_1
RTIO_INT_REQ_2 RTIO_INT_REQ 2
RTIO_INT_REQ_3 RTIO_INT_REQ_3
RTIO_OVL_REQ_O RTIO_OVERFLOW_LEVEL_O RTIO Counter Overflow Event
RTIO_OVL_REQ_1 RTIO_OVERFLOW_LEVEL_1 interrupt

RTI1 RTI1_INT_REQ_0 RTI1_INT_REQ_0 ALL R5FSS Cores Pulse |RTI1 Status Event Interrupt
RTI_INT_REQ_1 RTI1_INT_REQ_1
RTI_INT_REQ_2 RTI_INT_REQ_2
RTI1_INT_REQ_3 RTI1_INT_REQ_3
RTIM_OVL_REQ_O RTIM_OVERFLOW_LEVEL_O RTI1 Counter Overflow Event
RTIM_OVL_REQ_1 RTIM_OVERFLOW_LEVEL_1 interrupt

RTI2 RTI2_INT_REQ_O RTI2_INT_REQ_0 ALL R5FSS Cores Pulse |RTI2 Status Event Interrupt
RTI2_INT_REQ_1 RTI2_INT_REQ_1
RTI2_INT_REQ_2 RTI2_INT_REQ_2
RTI2_INT_REQ_3 RTI2_INT_REQ_3
RTI2_OVL_REQ_O RTI2_OVERFLOW_LEVEL_O RTI2 Counter Overflow Event
RTI2_OVL_REQ_1 RTI2_OVERFLOW_LEVEL_1 interrupt

RTI3 RTI3_INT_REQ_0 RTI3_INT_REQ_0 ALL R5FSS Cores Pulse |RTI3 Status Event Interrupt
RTI3_INT_REQ_1 RTI3_INT_REQ_1
RTI3_INT_REQ_2 RTI3_INT_REQ_2
RTI3_INT_REQ_3 RTI3_INT_REQ_3
RTI3_OVL_REQ_O RTI3_OVERFLOW_LEVEL_O RTI3 Counter Overflow Event
RTI3_OVL_REQ_1 RTI3_OVERFLOW_LEVEL_1 interrupt
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Table 4-69. RTI DMA Requests
This table describes the module DMA requests.
I?s(;::::ee Module DMA Event | Destination DMA Event Input Destination Type Description
RTI0O  |RTIO_DMA 0 RTIO_DMA_REQ_0 EDMA Crossbar Pulse |RTIO DMA Request
(EDMA_XBAR)
RTIO_DMA 1 RTIO_DMA REQ_1
RTIO_DMA 2 RTIO_DMA _REQ_2
RTIO_DMA_3 RTI0O_DMA REQ 3
RTI RTI1_DMA_0O RTI1_DMA_REQ_O RTI1 DMA Request
RTI1_DMA_1 RTI1_DMA_REQ_1
RTI1_DMA_2 RTI1_DMA_REQ_2
RTI1_DMA 3 RTI1_DMA _REQ_3
RTI2 RTI2_DMA_0O RTI2_DMA_REQ_0O RTI2 DMA Request
RTI2_DMA_1 RTI2_DMA REQ_1
RTI2_DMA_2 RTI2 DMA REQ 2
RTI2_DMA_3 RTI2._ DMA_REQ 3
RTI3 RTI3_DMA_0 RTI3_DMA_REQ_0O RTI3 DMA Request
RTI3_DMA_1 RTI3_DMA_REQ_1
RTI3_DMA_2 RTI3_DMA_REQ_2
RTI3_DMA 3 RTI3_DMA REQ_3
Table 4-70. RTI Capture Events
This table describes the module capture events.
Module Module Capture Capture Event Source Signal Source Type Description
Instance Event Input
RTIO RTIO_CAPEVT 0 SoC_TIMESYNC_XBAROUT_ |SoC Time Pulse |RTIO Counter Capture Input Event
2 Sync Crossbar
(TIMESYNC_XBAR)
RTIO_CAPEVT 1 SoC_TIMESYNC_XBAROUT _
3
RTI1  |RTI1_CAPEVT_0 SoC_TIMESYNC_XBAROUT_ RTI1 Counter Capture Input Event
4
RTI1_CAPEVT _1 SoC_TIMESYNC_XBAROUT _
5
RTI2  |RTI2_CAPEVT_0 SoC_TIMESYNC_XBAROUT_ RTI2 Counter Capture Input Event
6
RTI2_CAPEVT 1 SoC_TIMESYNC_XBAROUT _
7
RTI3  |RTI3_CAPEVT_0 SoC_TIMESYNC_XBAROUT_ RTI3 Counter Capture Input Event
8
RTI3_CAPEVT_1 SoC_TIMESYNC_XBAROUT _
9
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Note
For more information on the interconnects, see the System Interconnect chapter.

For more information on the power, reset and clock management, see the corresponding sections
within the Device Configuration chapter.

For more information on the device interrupt controllers, see the Interrupt Controllers chapter.
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4.22 WWDT Integration

There are 4x WWDT modules integrated in the device. The diagram and tables below show the device

integration details.

Figure 4-24. WWDT Integration

The tables below summarize the integration of WWDT# (where # = 0, 1, 2, 3) in the device.
Each WWDT# instance is supplied by dedicated WWDTCLK# mux.
Table 4-71. WWDT Device Integration

This table describes the module device integration details.

I?s(::ﬁ::ee Device Allocation SoC Interconnect
WWDTO v VBUSP CORE Interconnect
WWDT1 v VBUSP CORE Interconnect
WWDT2 v VBUSP CORE Interconnect
WWDT3 v VBUSP CORE Interconnect

136 AM263x Sitara™ Microcontrollers
Texas Instruments Families of Products

SPRUJ171 — MARCH 2022 — REVISED AUGUST 2025

Copyright © 2025 Texas Instruments Incorporated

Submit Document Feedback


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJ17
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJ17I&partnum=AM263x

13 TEXAS
INSTRUMENTS

www.ti.com

Module Integration

Table 4-72. WWDT Clocks

This table describes the module clocking signals.

Module

Default

Oscillator (RCCLK_32K)

Module Clock Input Source Clock Signal Source Description
Instance Freq
WWDTO |WWDTO_ICLK SYS CLK PLL_CORE_CLK: 200 MHz | WWDTO0 VBUSP Interface
(VBUSP_CLK) HSDIVO_CLKOUTO Clock
WWDTO_FCLK XTALCLK External Crystal (XTAL) 25 MHz | WWDTO Functional Clock
(WWDT_CLK)
RCOSC (10MHz) Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
PER_PLL_HSDIVO_CLKO |PLL_PER_CLK: 192 MHz
uT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 500 MHz
KOUT1 (not supported) HSDIVO_CLKOUT1
RCOSC (10MHz) Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External Crystal (XTAL) 25 MHz
RCOSC (32KHz) Internal 32 KHz RC 32 KHz
Oscillator (RCCLK_32K)
WWDT1 |WWDT1_ICLK SYS CLK PLL_CORE_CLK: 200 MHz |WWDT1 VBUSP Interface
(VBUSP_CLK) HSDIVO_CLKOUTO Clock
WWDT1_FCLK XTALCLK External Crystal (XTAL) 25 MHz | WWDT1 Functional Clock
(WWDT_CLK)
RCOSC (10MHz) Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
PER_PLL_HSDIVO_CLKO |PLL_PER_CLK: 192 MHz
uT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 500 MHz
KOUT1 (not supported) HSDIVO_CLKOUT1
RCOSC (10MHz) Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External Crystal (XTAL) 25 MHz
RCOSC (32KHz) Internal 32 KHz RC 32 KHz
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Table 4-72. WWDT Clocks (continued)
This table describes the module clocking signals.
LD Module Clock Input Source Clock Signal Source Default Description
Instance Freq
WWDT2 |WWDT2_ICLK SYS_CLK PLL_CORE_CLK: 200 MHz |WWDT2 VBUSP Interface
(VBUSP_CLK) HSDIVO_CLKOUTO Clock
WWDT2_FCLK XTALCLK External Crystal (XTAL) 25 MHz |WWDT2 Functional Clock
(WWDT_CLK)
RCOSC (10MHz) Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
PER_PLL_HSDIVO_CLKO |PLL_PER_CLK: 192 MHz
uT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 500 MHz
KOUT1 (not supported) HSDIVO_CLKOUT1
RCOSC (10MHz) Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External Crystal (XTAL) 25 MHz
RCOSC (32KHz) Internal 32 KHz RC 32 KHz
Oscillator (RCCLK_32K)
WWDT3 |WWDT3_ICLK SYS_CLK PLL_CORE_CLK: 200 MHz |WWDT3 VBUSP Interface
(VBUSP_CLK) HSDIVO_CLKOUTO Clock
WWDT3_FCLK XTALCLK External Crystal (XTAL) 25 MHz | WWDT3 Functional Clock
(WWDT_CLK)
RCOSC (10MHz) Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
SYS_CLK PLL_CORE_CLK: 200 MHz
HSDIVO_CLKOUTO
PER_PLL_HSDIVO_CLKO |PLL_PER_CLK: 192 MHz
uT1 HSDIVO_CLKOUT1
DPLL_CORE_HSDIVO_CL |PLL_CORE_CLK: 500 MHz
KOUT1 (not supported) HSDIVO_CLKOUT1
RCOSC (10MHz) Internal 10 MHz RC 10 MHz
Oscillator
(RCCLK10M)
XTALCLK External Crystal (XTAL) 25 MHz
RCOSC (32KHz) Internal 32 KHz RC 32 KHz

Oscillator (RCCLK_32K)
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Table 4-73. WWDT Resets
This table describes the module reset signals.
AEETE Module Reset Input Source Reset Signal Source Description
Instance
WWDTO |WWDTO_RST Warm Reset RCM Reset Control Register + |WWDTO Asynchronous Reset
(MOD_G_RST) Warm Reset Sources
WWDTO_POR_RST POR Reset Device Power-On Reset WWDTO Power-On Reset
(MOD_POR_RST)
WWDT1 |WWDT1_RST Warm Reset RCM Reset Control Register + |WWDT1 Asynchronous Reset
(MOD_G_RST) Warm Reset Sources
WWDT1_POR_RST POR Reset Device Power-On Reset WWDT1 Power-On Reset
(MOD_POR_RST)
WWDT2 |WWDT2_RST Warm Reset RCM Reset Control Register + |WWDT2 Asynchronous Reset
(MOD_G_RST) Warm Reset Sources
WWDT2_POR_RST POR Reset Device Power-On Reset WWDT2 Power-On Reset
(MOD_POR_RST)
WWDT3 |WWDT3_RST Warm Reset RCM Reset Control Register + |WWDT3 Asynchronous Reset
(MOD_G_RST) Warm Reset Sources
WWDT3_POR_RST POR Reset Device Power-On Reset WWDT3 Power-On Reset
(MOD_POR_RST)

Table 4-74. WWDT Interrupt Requests

This table describes the module interrupt requests.

Module Module Interrupt Destination Interrupt Input Destination Type Description
Instance Signal
WWDTO |WwwDT0_NMI_REQ ESMO_PLS IN_O ESMO Pulse |WWDTO Window Watchdog
Violation Non-Maskable Interrupt
R5FSS0_0_VIM_128 R5FSS0_COREO (NMI) Event
WWDT1 |WWDT1_NMI_REQ ESMO_PLS_IN_1 ESMO Pulse |WWDT1 Non-Maskable Interrupt
(NMI) Event
R5FSS0_1_VIM_128 R5FSS0_CORE1
WWDT2 |WwwDT2_NMI_REQ ESMO_PLS_IN_2 ESMO Pulse |WWDT2 Non-Maskable Interrupt
(NMI) Event
R5FSS1_0_VIM_128 R5FSS1_COREO
WWDT3 |WwWDT3_NMI_REQ ESMO_PLS_IN_3 ESMO Pulse |WWDT3 Non-Maskable Interrupt
(NMI) Event
R5FSS1_1_VIM_128 R5FSS1_CORE1
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Table 4-75. RTI Capture Events
This table describes the module capture events.
Module Module Capture Capture Event Source Signal Source Type Description
Instance Event Input
WWDTO |WWDTO_CAPEVT_0 [SoC_TIMESYNC_XBAROUT_ |SoC Time Level |WWDTO Counter Capture Input
2 Sync Crossbar Event
(TIMESYNC_XBAR)
WWDTO_CAPEVT 1 |SoC_TIMESYNC_XBAROUT _
3
WWDT1 |WWDT1_CAPEVT_0 [SoC_TIMESYNC_XBAROUT_ WWDT1 Counter Capture Input
4 Event
WWDT1_CAPEVT_1 |SoC_TIMESYNC_XBAROUT_
5
WWDT2 |WWDT2_CAPEVT 0 |SoC_TIMESYNC_XBAROUT _ WWDT2 Counter Capture Input
6 Event
WWDT2_CAPEVT 1 |SoC_TIMESYNC_XBAROUT _
7
WWDT3 |WWDT3_CAPEVT_0 [SoC_TIMESYNC_ XBAROUT _ WWDT3 Counter Capture Input
8 Event
WWDT3_CAPEVT_1 |SoC_TIMESYNC_XBAROUT_
9
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4.23 DCC Integration

There are 4x DCC modules integrated in the device. The diagram below provides a visual representation of the

device integration details.

The tables below summarize the device integration details of DCC.
Table 4-76. DCC Device Integration

Figure 4-25. DCC Integration Diagram

This table describes the module device integration details.

Module Instance Device Allocation SoC Interconnect
DCCO v INFRAO VBUSP Interconnect
DCC1 v INFRAO VBUSP Interconnect
DCC2 v INFRAO VBUSP Interconnect
DCC3 v INFRAO VBUSP Interconnect

Table 4-77. DCC Clocks

This table describes the module clocking signals.

Module Module Clock Input Source Clock Source Default Description
Instance Signal Freq
DCCO |DCCO_CLK (VBUSP_CLK) |SYS_CLK PLL_CORE_CLK: 200 MHz |DCCO Interface Clock
HSDIVO_CLKOUTO
DCCA1 DCC1_CLK (VBUSP_CLK) |SYS_CLK PLL_CORE_CLK: 200 MHz |DCC1 Interface Clock
HSDIVO_CLKOUTO
DCC2 |DCC2_CLK (VBUSP_CLK) |SYS_CLK PLL_CORE_CLK: 200 MHz |DCC2 Interface Clock
HSDIVO_CLKOUTO
DCC3 |DCC3_CLK (VBUSP_CLK) |SYS_CLK PLL_CORE_CLK: 200 MHz |DCCS3 Interface Clock
HSDIVO_CLKOUTO
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Table 4-78. DCC Resets
This table describes the module reset signals.
Module Module Reset Input Source Reset Signal Source Description
Instance
DCCO |DCCO_RST Warm Reset RCM + Warm Reset Sources | Synchronous Assertion Reset, Active
(SYNC_RST_N) Low
DCC1 DCC1_RST Warm Reset RCM + Warm Reset Sources Synchronous Assertion Reset, Active
(SYNC_RST_N) Low
DCC2 DCC2_RST Warm Reset RCM + Warm Reset Sources Synchronous Assertion Reset, Active
(SYNC_RST_N) Low
DCC3 DCC3_RST Warm Reset RCM + Warm Reset Sources Synchronous Assertion Reset, Active
(SYNC_RST_N) Low
Table 4-79. DCC Interrupt Requests
This table describes the module interrupt requests.
Module Module Interrupt Destination Interrupt Input Destination Type Description
Instance Signal
DCCO DCCO0_DONE DCCO0_DONE ALL R5FSS Level |DCCO Done Interrupt
Cores
DCCO_ERROR DCCO0_ERROR ESM Level |DCCO Error Interrupt
DCC1 DCC1_DONE DCC1_DONE ALL R5FSS Level |DCC1 Done Interrupt
Cores
DCC1_ERROR DCC1_ERROR ESM Level |DCC1 Error Interrupt
DCC2 DCC2_DONE DCC2_DONE ALL R5FSS Level |DCC2 Done Interrupt
Cores
DCC2_ERROR DCC2_ERROR ESM Level |DCC2 Error Interrupt
DCC3 DCC3_DONE DCC3_DONE ALL R5FSS Level |DCC3 Done Interrupt
Cores
DCC3_ERROR DCC3_ERROR ESM Level |DCCS3 Error Interrupt
Note

For more information on the interconnects, see the System Interconnect chapter.

For more information on power, reset, and clock management, see the corresponding sections within
the Device Configuration chapter.

For more information on the device interrupt controllers, see the Interrupt Controllers chapter.
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4.24 ESM Integration

Figure 4-26 provides a visual representation of the device integration details.

DEVICE

,—bESM_\"BUSC LK

SYS_CLK—————»ESM_CLK

ESM_RST_CTRL Bit

Warm Reset Sources
and Critical Priority
Error Interrupt

ESM_WARMRESET

PORz ——— > ESM# PORZ

n M Level error event
N —\—» Puise error event

MS5_CTRL_SAFETY_nERROR_MASK

ESM ESM_ERR_o

ESM_ERR_i < b_‘

ESM_INT_CFG_LVL f
ESM_INT_LOW_LVL » R5FSS0-COREQ
ESM_INT HIGH_LVL I
— dl
» R5FSSO-CORE1
—
» R5FSS1-COREQ
e
L » RSFSS1-CORE1
——

<

PERIVBUSP INTERCONNECT >

Figure 4-26. ESM integration Diagram

The tables below summarize the device integration details of ESM.
Table 4-80. ESM Device Integration

This table describes the ESM device integration details.

E Safety Error
E WARMRSTR

ESM Instance

Device Allocation

SoC Interconnect

ESM v

INFRAO VBUSP Interconnect

Table 4-81. ESM Clock Integration

This table describes the ESM clocking signals.

ESM_CLK

HSDIVO_CLKOUTO

ESM ESM Clock Input Source Clock Signal Source Default Description
Instance Freq
ESM ESM_VBUSCLK SYS_CLK PLL_CORE_CLK: 200MHz |ESM VBUSP Interface

Clock

ESM Functional Clock

Table 4-82. ESM Resets

This table describes the ESM reset signals.

ESM ESM Reset Input Source Reset Signal Source Description
Instance
ESM ESM_RST Warm Reset RCM + Warm Reset Sources ESM Asynchronous Reset
(MOD_G_RST)
ESM_POR_RST POR Reset Device Power-On Reset ESM Power-On Reset
(MOD_POR_RST)
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Table 4-83. ESM Interrupt Requests
This table describes the ESM interrupt requests.
ESM ESM Interrupt Signal | Destination Interrupt Input Destination Type Description
Instance
ESM ESM_INT_CFG_LVL_ |ESM_INT_CFG_LVL ALL R5FSS Cores Level |ESM Configuration Error Interrupt
0
ESM_INT_LOW_LVL_ |[ESM_INT_LOW_LVL ESM Low Priority Interrupt
0
ESM_INT_HIGH_LVL_ |ESM_INT HIGH_LVL ESM High Priority Interrupt
0

Note
For more information on the interconnects, see the System Interconnect chapter.

For more information on power, reset, and clock management, see the corresponding sections within
the Device Configuration chapter.

For more information on the device interrupt controllers, see the Interrupt Controllers chapter.
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4.25 ECC Aggregator Integration

There is 1x ECC Aggregator integrated in the device. The diagram below provides a visual representation of the
device integration details.

The tables below summarize the device integration details of ECC Aggregator.

Figure 4-27. ECC Aggregator Integration

»
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» ECC_AGGR_CLK

SOC_ECCAGGR_CORR_LVL ——————¥|

SOC_ECCAGGR_UNCORR_LVL —————
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Warm Reset Sources

» ECC_AGGR_WA

!

INFRA1 VBUSP INTERCONNECT

—— FIFO/SRAM!..
[ ]
[ ]
L]
—— FIFO/SRAM!/..

Table 4-84. ECC AggregatorDevice Integration

This table describes the ECC Aggregator device integration details.

ESM

ECC Protected Modules|

ECC Aggregator Device Allocation SoC Interconnect
Instance
ECC Aggregator0 v INFRA1 VBUSP Interconnect

Table 4-85. ECC AggregatorClocks

This table describes the ECC Aggregator clocking signals.

ECC ECC Aggregator Clock | Source Clock Signal Source Default Description
Aggregator Input Freq
Instance
ECC ECC_AGGR_CLK SYS_CLK PLL_CORE_CLK: 200 MHz |ECC Aggregator Interface
Aggregator0 HSDIVO_CLKOUTO Clock
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Table 4-86. ECC Aggregator Resets

This table describes the ECC Aggregator reset signals.

ECC ECC Aggregator Reset | Source Reset Signal Source Description
Aggregator Input
Instance

ECC ECC_AGGR_WARMRE |Warm Reset RCM + Warm Reset Sources ECC Aggregator0 Asynchronous
Aggregator |SET(VBUSP_RSTn) (MOD_G_RST) Reset
0

Table 4-87. ECC Aggregator Event Requests

This table describes the ECC Aggregator interrupt requests.

ECC ECC Aggregator Destination Interrupt Input Destination Type Description
Aggregat Interrupt Signal
or
Instance

ECC SOC_ECCAGGR_UN |SOC_ECCAGGR_UNCORR_L |ESM Level |ECC AggregatorO uncorrectable

Aggrc(e)gato CORR_LVL_0 VL0 error event
r

SOC_ECCAGGR_CO |SOC_ECCAGGR_CORR_LVL ECC AggregatorQ correctable error
RR_LVL 0 0 event

Table 4-88. Device modules with ECC Aggregator
This table describes the ECC Aggregator interrupt requests.
ECC Aggregator ECC Aggregator Module instances

L20CRAM_BANKO

L20CRAM_BANK1

L20CRAM_BANK2

L20CRAM_BANK3

ECC Aggregator0 MBOX_SRAM

TPTC_AO

TPTC_A1

L20CRAM_BANK4

L20CRAM_BANK5

Note
For more information on the interconnects, see the System Interconnect chapter.

For more information on power, reset, and clock management, see the corresponding sections within
the Device Configuration chapter.

For more information on the device interrupt controllers, see the Interrupt Controllers chapter.
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4.26 MCRC Integration

There is 1x MCRC integrated in the device. The diagram below provides a visual representation of the device
integration details.

The tables below summarize the device integration details of MCRC# (where # = 1).

Figure 4-28. MCRC Integration

Table 4-89. MCRC Device Integration
This table describes the MCRC device integration details.

MCRC Instance

Device Allocation

SoC Interconnect

MCRCO

v

CORE VBUSM Interconnect

Table 4-90. MCRC Clocks
This table describes the MCRC clocking signals.

MCRC MCRC Clock Input Source Clock Signal Source Default Description
Instance Freq
MCRCO |MCRC_CLK SYS_CLK PLL_CORE_CLK: 200 MHz |MCRCO Interface Clock
HSDIVO_CLKOUTO

Table 4-91. MCRC Resets

This table describes the MCRC reset signals.

MCRC MCRC Reset Input Source Reset Signal Source Description
Instance
MCRCO |MCRCO_RST Warm Reset RCM + Warm Reset Sources MCRCO Asynchronous Reset
(MOD_G_RST)

Table 4-92. MCRC Interrupt Requests
This table describes the MCRC interrupt requests.

MCRC MCRC Interrupt Destination Interrupt Input Destination Type Description
Instance Signal
MCRCO MCRCO_INT req MCRCO_INT _req ALL R5FSS Level |MCRCO Event Interrupt
Cores
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Table 4-93. MCRC DMA Requests
This table describes the MCRC DMA requests.
MCRC MCRC DMA Event | Destination DMA Event Input Destination Type Description
Instance
MCRCO |MCRC0_DMA_0 MCRCO0_dma_req[0] EDMA Crossbar Pulse |MCRCO DMA Request
(DMA_XBAR)
MCRCO_DMA 1 MCRCO_dma_req[1]
MCRCO_DMA_2 MCRCO_dma_req[2]
MCRCO_DMA _3 MCRCO_dma_req[3]
Note

For more information on the interconnects, see the System Interconnect chapter.

For more information on power, reset, and clock management, see the corresponding sections within
the Device Configuration chapter.

For more information on the device interrupt controllers, see the Interrupt Controllers chapter.
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4.27 ICSSM_XBAR_INTROUTER Integration

The diagram below provides a visual representation of the device integration details.

ICSSM interrupt
Router xBAR
<
é MMR
o Configuration
E Port
MSS —>| SYSCLK
RCM " ——— SYSRSTn
Peripheral
Interrupt ICSSM_xBAR_IN[59:0]
ICSSM__xBAR_OUT[15:0] , ICSSM
Interrupt

Figure 4-29. ICSSM_XBAR_INTROUTER Integration

Table 4-94. ICSSM_XBAR_INTROUTER Device Integration

Module Instance

Device Allocation

SoC Interconnect

ICSSM_XBAR

v

VBUSP INFRA Interconnect

Table 4-95. ICSSM_XBAR_INTROUTER Clocks

Module Instance Module Clock Input | Source Clock Signal Source Default Description
Freq
ICSSM_XBAR CLK SYSCLK MSS_RCM 200 MHz |ICSSM_XBAR Functional
and Interface clock

Table 4-96. ICSSM_XBAR_INTROUTER Resets

Module Instance

Module Reset Input

Source Reset Signal

Source Description

ICSSM_XBAR

RST

SYS_RST

RCM + Warm Reset Sources ICSSM_XBAR Reset
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Table 4-97. ICSSM_XBAR_INTROUTER Output Events
Module Instance | Module Sync Output | Destination Signal Destination Type Description
ICSSM_XBAR ICSSM_xbarout_0 PR1_SLV1_INTR_INTR[O] ICSSM Edge Interrupt to ICSSM
ICSSM_xbarout_1 PR1_SLV1_INTR_INTR[1] ICSSM Interrupt to ICSSM
ICSSM_xbarout_2 PR1_SLV1_INTR_INTR[2] ICSSM Interrupt to ICSSM
ICSSM_xbarout_3 PR1_SLV1_INTR_INTR[3] ICSSM Interrupt to ICSSM
ICSSM_xbarout_4 PR1_SLV1_INTR_INTR[4] ICSSM Interrupt to ICSSM
ICSSM_xbarout_5 PR1_SLV1_INTR_INTR[5] ICSSM Interrupt to ICSSM
ICSSM_xbarout_6 PR1_SLV1_INTR_INTR[6] ICSSM Interrupt to ICSSM
ICSSM_xbarout_7 PR1_SLV1_INTR_INTR[7] ICSSM Interrupt to ICSSM
ICSSM_xbarout_8 PR1_SLV1_INTR_INTR[8] ICSSM Interrupt to ICSSM
ICSSM_xbarout_9 PR1_SLV1_INTR_INTR[9] ICSSM Interrupt to ICSSM
ICSSM_xbarout_10 |PR1_SLV1_INTR_INTR[10] ICSSM Interrupt to ICSSM
ICSSM_xbarout_11 PR1_SLV1_INTR_INTR[11] ICSSM Interrupt to ICSSM
ICSSM_xbarout_12  |PR1_SLV1_INTR_INTR[12] ICSSM Interrupt to ICSSM
ICSSM_xbarout_13 |PR1_SLV1_INTR_INTR[13] ICSSM Interrupt to ICSSM
ICSSM_xbarout_14 |PR1_SLV1_INTR_INTR[14] ICSSM Interrupt to ICSSM
ICSSM_xbarout_15 |PR1_SLV1_INTR_INTR[15] ICSSM Interrupt to ICSSM
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Table 4-98. ICSSM_XBAR_INTROUTER Input Events
Module Instance Module Input Interrupt Sources
ICSSM_XBAR_INTROUTER In_intr[O] lin0_int_req[0]

In_intr[1] lin0_int_req[1]
In_intr[2] lin1_int_req[0]
In_intr[3] lin1_int_req[1]
In_intr[4] lin2_int_req[0]
In_intr[5] lin2_int_req[1]
In_intr[6] lin3_int_req[0]
In_intr[7] lin3_int_req[1]
In_intr[8] lind_int_req[0]
In_intr[9] lind_int_req[1]
In_intr[10] uart0_int_req
In_intr[11] uart1_int_req
In_intr[12] uart2_int_req
In_intr{13] uart3_int_req
In_intr{14] uart4_int_req
In_intr{15] uart5_int_req
In_intr[16] i2c0_int_req
In_intr[17] i2c1_int_req
In_intr[18] i2c2_int_req
In_intr[19] i2c3_int_req
In_intr[20] spi0_int_req
In_intr[21] spi1_int_req
In_intr[22] spi2_int_req
In_intr[23] spi3_int_req
In_intr[24] spi4_int_req
In_intr[25] gspi_intr_req
In_intr[26] tpee_intg
In_intr[27] tpcc_int0
In_intr[28] tpee_int1
In_intr[29] tpce_int2
In_intr{30] tpce_int3
In_intr{31] tpce_int4
In_intr[32] tpcc_int5
In_intr[33] tpcc_int6
In_intr[34] tpcc_int7
In_intr[35] tpcc_errint
In_intr[36] tpcc_mpint
In_intr{37] tptc_erint_0
In_intr[38] tptc_erint_1
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Table 4-98. ICSSM_XBAR_INTROUTER Input Events (continued)

Module Instance Module Input Interrupt Sources

ICSSM_XBAR_INTROUTER In_intr[39] mcanss0_ext_ts_rollover_Ivl_int
In_intr{40] mcanss0_mcan_Ivl_int_ 0
In_intr[41] mcanss0_mcan_Ivl_int_1
In_intr[42] mcanss1_ext_ts_rollover_Ivl_int
In_intr[43] mcanss1_mcan_Ivl_int_0
In_intr[44] mcanss1_mcan_Ivl_int_1
In_intr[45] mcanss2_ext_ts_rollover_Ivl_int
In_intr[46] mcanss2_mcan_lIvl_int_0
In_intr{47] mcanss2_mcan_|Ivl_int_1
In_intr{48] mcanss3_ext_ts_rollover_Ivl_int
In_intr{49] mcanss3_mcan_Ivl_int_0
In_intr[50] mcanss3_mcan_lIvl_int_1
In_intr[51] mailbox_PRU_req_0
In_intr[52] mailbox_PRU_req_1
In_intr[53] mailbox_PRU_ack_0
In_intr{54] mailbox_PRU_ack_1
In_intr[55] GPIO_xbarout_0
In_intr[56] GPIO_xbarout_1
In_intr[57] GPIO_xbarout_2
In_intr[58] GPIO_xbarout_3
In_intr[59] Reserved
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4.28 GPIO_XBAR Integration

The diagram below provides a visual representation of the device integration details.

INFRA-0

MSS
RCM

MMR
Configuration
Port

—>| SYSCLK

—| SYSRSTn

——| gpio0_intr[143:0]
——| gpiol _intr[143:0]
——| gpio2_intr[143:0]

From
GPIOx
Interrupt

——| gpio3_intr[143:0]

GPIO xBAR

gpio_xbar_edma_out[3:0] f————>
gpio_xbar_icssm_out[3:0] f—>
gpio_xbar_timesync_out[3:0] f———>
gpio_xbar_r5ss0_vim0O_out[3:0] f——>
gpio_xbar_r5ss0_viml_out[3:0] |——>
gpio_xbar_r5ss1_vim0_out[3:0]}—">

gpio_xbar r5ss1_viml_out[3:0]

To
initiators

——| gpio0_bank _intr[8:0
—| gpiol_bank intr[8:0
——| gpio2_bank intr[8:0
———| gpio3_bank intr[8:0

Figure 4-30. GPIO_XBAR Integration

Table 4-99. GPIO_XBAR Device Integration

Module Instance

Device Allocation

SoC Interconnect

GPIO_TRIGGER_WRAP

v

VBUSP INFRA Interconnect

Table 4-100. GPIO_XBAR Clocks

Module Instance Module Clock Input Source Clock Signal Source Default Description
Freq
GPIO_TRIGGER_WRAP CLK SYSCLK MSS_RCM 200 MHz | GPIO_XBAR Functional
and Interface clock

Table 4-101. GPIO_XBAR Resets

Module Instance

Module Reset Input

Source Reset Signal

Source

Description

GPIO_TRIGGER_WRAP

RST

SYS_RST

RCM + Warm Reset Sources

GPIO_XBAR Reset
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Table 4-102. GPIO_XBAR Output Events
Module Module Output |Destination Signal Destination Type Description
Instance
GPIO_TRIGGER |OUTL_INTR[0] |gpio_xbar_edma_out[0] EDMA_trigger_xbar_introuter | Edge Interrupt to EDMA_XBAR
~WRAP OUTL_INTR[1] |gpio_xbar_edma_out[1] EDMA_trigger_xbar_introuter Interrupt to EDMA_XBAR
OUTL_INTR[2] |gpio_xbar_edma_out[2] EDMA_trigger_xbar_introuter Interrupt to EDMA_XBAR
OUTL_INTR[3] |gpio_xbar_edma_out[3] EDMA_trigger_xbar_introuter Interrupt to EDMA_XBAR
OUTL_INTR[4] |gpio_xbar_icssm_out[0] ICSSM_xbar_introuter Interrupt to ICSSM
OUTL_INTR[5] |gpio_xbar_icssm_out[1] ICSSM_xbar_introuter Interrupt to ICSSM
OUTL_INTR[6] |gpio_xbar_icssm_out[2] ICSSM_xbar_introuter Interrupt to ICSSM
OUTL_INTR[7] |gpio_xbar_icssm_out[3] ICSSM_xbar_introuter Interrupt to ICSSM
OUTL_INTR[8] |gpio_xbar_timesync_out[0] | SOC_TIMESYNC1_XBAR Interrupt to
SOC_TIMESYNC1_XBAR
OUTL_INTR[9] |gpio_xbar_timesync_out[1] | SOC_TIMESYNC1_XBAR Interrupt to

OUTL_INTR[10]

gpio_xbar_timesync_out[2]

SOC_TIMESYNC1_XBAR

OUTL_INTR[11]

gpio_xbar_timesync_out[3]

SOC_TIMESYNC1_XBAR

OUTL_INTR[12]

gpio_xbar_timesync_out[4]

SOC_TIMESYNC1_XBAR

OUTL_INTR[13]

gpio_xbar_timesync_out[5]

SOC_TIMESYNC1_XBAR

OUTL_INTR[14] |gpio_xbar_vimO0_out[0] VIMO
OUTL_INTR[15] |gpio_xbar_vimQ_out[1] VIMO
OUTL_INTR[16] |gpio_xbar_vim0_out[2] VIMO
OUTL_INTR[17] |gpio_xbar_vim0_out[3] VIMO
OUTL_INTR[18] |gpio_xbar_vim1_out[0] VIM1
OUTL_INTR[19] |gpio_xbar_vim1_out[1] VIM1
OUTL_INTR[20] |gpio_xbar_vim1_out[2] VIM1
OUTL_INTR[21] |gpio_xbar_vim1_out[3] VIM1
OUTL_INTR[22] |gpio_xbar_vim2_out[0] VIM2
OUTL_INTR[23] |gpio_xbar_vim2_out[1] VIM2
OUTL_INTR[24] |gpio_xbar_vim2_out[2] VIM2
OUTL_INTR[25] |gpio_xbar_vim2_out[3] VIM2
OUTL_INTR[26] |gpio_xbar_vim3_out[0] VIM3
OUTL_INTR[27] |gpio_xbar_vim3_out[1] VIM3
OUTL_INTR[28] |gpio_xbar_vim3_out[2] VIM3
OUTL_INTR[29] |gpio_xbar_vim3_out[3] VIM3

SOC_TIMESYNC1_XBAR

Interrupt to
SOC_TIMESYNC1_XBAR

Interrupt to
SOC_TIMESYNC1_XBAR

Interrupt to
SOC_TIMESYNC1_XBAR

Interrupt to
SOC_TIMESYNC1_XBAR

Interrupt to VIMO

Interrupt to VIMO

Interrupt to VIMO

Interrupt to VIMO

Interrupt to VIM1

Interrupt to VIM1

Interrupt to VIM1

Interrupt to VIM1

Interrupt to VIM2

Interrupt to VIM2

Interrupt to VIM2

Interrupt to VIM2

Interrupt to VIM3

Interrupt to VIM3

Interrupt to VIM3

Interrupt to VIM3
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Table 4-103. GPIO_XBAR Input Events
Module Instance Module Input Interrupt Sources
GPIO_TRIGGER_WRAP gpio0_intr[143:0] GPIOO0_INTR[143:0]
gpio1_intr[143:0] GPIO1_INTR[143:0]
gpio2_intr[143:0] GPIO2_INTR[143:0]
gpio3_intr[143:0] GPIO3_INTR[143:0]
gpio0_bank_intr[8:0] GPIO0_BANK_INTRJ[8:0]
gpio1_bank_intr[8:0] GPIO1_BANK_INTR[8:0]
gpio2_bank_intr[8:0] GPIO2_BANK_INTR[8:0]
gpio3_bank_intr[8:0] GPIO3_BANK_INTR[8:0]
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Initialization

i3 TEXAS INSTRUMENTS

This chapter describes the steps for non-secure device initialization.

5.1 INItIAlIZAtION OVEIVIBW.........oeeeieieiieiiiieeeee ettt et e e et eeeeeeeaeeaeeeee e e e e e nnsnsnsnsassssseaeeeeeeaaaaaaaaaaaaaaaaaann 157
o320 = T o1 Bl o oY o7 X=X PP 161
5.3 B00T MO PINS........ccoiiiiiiiiiiiiii ettt e ettt e e et ettt e e e e e ata et e e e e eaasaeeeeeaaanntaee e e e e nsbeeeee e e nnnbeaeeeeantneaeaeaannnnees 166
5.4 BOOT IMIOTES............eiiiiiiiiite et ettt e e e e ettt e e e et a et eeeeasateeea e e e asbeeeee e e ntseeeae e e nntseeaeeeansbeseaae e nnnaeeeeeeansnneeeeeannns 167
5.5 Redundant BOOt SUPPOITL..... ...ttt te e e et e et et e e et e e e e eaeaa e aaaaeaestaeeeaneeeeaaaaaaaaaaaaaaeaeaeaeaaaaaansnnnnsnnnnnes 172
N o I I 0T e [UT =1 Lo T o P PP 173
L ST Yo UL =T = e T o PPPOt 173
5.8 B0Ot IMAage FOIMAL....... .o ettt e et e e ettt oo a et e e b et e e sttt e san e e e ettt e eanbe e e sanneeennneeenns 190
5.9 BOOT MEIMOIY IMAPS. ... .. oiiiiiiiiiiiiii ettt e ettt et e e e ettt e e e e e aateeee e e e asbeeeeeeessae e e e e e e nntaeeaeeeansseeeaeeeansnaeaaeeeannsneaaaeannsnnnes 194
156 AM263x Sitara™ Microcontrollers SPRUJ171 — MARCH 2022 — REVISED AUGUST 2025
Texas Instruments Families of Products Submit Document Feedback

Copyright © 2025 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJ17
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJ17I&partnum=AM263x

13 TEXAS
INSTRUMENTS

www.ti.com Initialization

5.1 Initialization Overview

This section describes different stages involved in initialization, starting from SoC power-on to loading and
running an application. Following are the stages involved as shown in the Figure 5-1:

* Hardware Startup Process
* RBL Process
» SBL Process

» Hardware Startup Process :

— Preinitialization: Must provide necessary hardware inputs for the device to function i.e., power, clock,
control connections and the boot configuration pins. All the control and boot configuration pins must be
held at the desired logical levels.

— Power, clock, reset ramp sequence: Specific sequence that is applied by the power-management
chip(s)

Hardware Startup requires an understanding of the process of configuring system interface pins i.e., pads on
the device, which have software-configurable functionality. This configuration is an essential part of the chip
configuration and is application-dependent. This chapter discusses these system-interface pins, the associated
configuration registers, and memory structures that are vital for the proper initialization of the device.

* RBL (ROM Bootloader) Process:

— R5F ROM: ROM code running on R5F0 core is responsible for identifying the boot interface, downloading,
and executing the Secondary Boot Loader (SBL) software.

— HSM ROM: HSM ROM code runs on M4 core performs image integrity/authentication and it allows or
forbids the initial software (SBL) execution.

R5F ROM and HSM ROM primarily focuses on executing the SBL.
ROM Code Overview describes RBL process in detail.
» SBL (Secondary Bootloader) Process :

— Initial software or SBL: Primary software responsible for configuring SoC, that loads and passes control
to the application software.

— HSM RunTime or TIFS-MCU: Firmware running on secure island i.e Cortex M4. This will enable security
services as needed by the application software.

— R5F Runtime or Application: FreeRTOS/ NO RTOS or bare-metal application which runs on main
processor(s).

HSM ROM and SBL collectively boot the HSM RunTime, and the SBL and HSM RunTime collectively boot the
R5F Run Time/ Application

RBL SBL
PROCESS PROCESS
'd
R5FROM  H— R5F SBL d R Bundine —
L (Application)
( HSM RunTime ——
HSM ROM ]_[ (TIFS-McCU)
Time
0 HW Startup >

Figure 5-1. Initialization and Boot Process
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5.1.1 ROM Code Overview

ROM bootloader (or ROM Code) is a multi-core software that resides in a on-chip read-only memory (ROM)
to assist the customer in transferring and executing their SBL and application code. The device has two ROM
codes operating in tandem — the Public ROM code (run on R5F core), and the HSM ROM code (run on M4
core).

The figure below gives a pictorial representation of the various stages of the Boot flow. The HSM ROM starts
after the power-on sequence where PORz/RSTz is provided without any glitches on the pads. HSM ROM
assumes the R5 core is out of reset and halted. The HSM then clears the R5SS0_COREA_HALT register

to un-halt the RS core. Interprocessor communication between the R5 core and HSM is established using
messages through dedicated Mailbox RAM. Write/Read and ACK signals are interrupt based.

APP Response Time

R5 ROM SBL APP
RSF SBL Image [cert ] HSM Image L cert] App Image ] »

LA L] /

HSM ROM ] | [Cert ][ Venty | Deerypt ] HSM RunTime
Cert || Verdy || Decrypt |  [Cert ][ Verify || Decrypt |

i —— |
o s e ——

Figure 5-2. Boot Flow

HSM

In order to accommodate various system scenarios, the ROM Code supports several boot modes. These boot
modes can be broadly classified as:

* Host boot modes

*  Memory boot modes

During a host boot, the device is configured to receive code from a host via the UART interface. ROM Code
receives the application code on the UART interface and stores it in the internal L2 memory.

During a memory boot, the device transfers code from non-volatile memory to internal memory for execution.

The HSM and R5F_0 core will collectively download the SBL image to the internal L2 RAM from the external
QSPI/OSPI flash (in case of QSPI/OSPI boot mode), the external PC (in the case of UART boot mode), or the
USB host in the case of USB DFU boot mode.

In all boot modes, the entire boot operation can be partitioned into two sections:

1. Hardware initialization phase
2. Boot process.

During initialization, the ROM Code configures the device resources (PLLs, peripherals, pins) as needed to
support the boot process. The resources used depend on the boot mode requirements.

During the boot process the boot image can be loaded into device memory and executed. HSM will perform
code verification and allow, or forbid, the image execution.

The main configuration source for boot after power-up are the BOOTMODE pins sampled automatically after
reset release and stored in device status registers. At ROM Code startup, these pin values are read from the
registers to create the boot peripheral list and the boot configuration tables which are used later to initialize and
startup the PLLs and boot peripherals.
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5.1.2 Bootloader Modes
Table 5-1 shows the boot modes supported by ROM code.
Table 5-1. ROM Code Boot Modes

Boot Mode/Peripheral Boot Media/Host Notes

QSPI (4S) - Quad Read Mode QSPI Flash Download and boot SBL from QSPI flash in quad read mode. Attempt
Primary SBL, followed by Secondary SBL if primary loading fails.

UART External Host Download and boot SBL from UART interface via XMODEM protocol at
115200bps BaudRate.

QSPI (18) - Single Read Mode QSPI Flash Download and boot SBL from QSPI flash in single read mode. Attempt
Primary SBL,followed by Secondary SBL if primary loading fails.

QSPI (4S) - Quad Read UART QSPI Flash / External Host | Download and boot SBL from QSPI flash in quad read mode. Attempt

Fallback Mode Primary SBL, followed by Secondary SBL if primary loading fails. If
Secondary SBL also fails then boot from external host via UART
interface.

QSPI (18) - Single Read UART QSPI Flash / External Host | Download and boot SBL from QSPI flash in single read mode. Attempt

Fallback Mode Primary SBL, followed by Secondary SBL if primary loading fails. If
Secondary SBL also fails then boot from external host via UART
interface.

DevBoot N/A This mode is used for SBL development and JTAG based KeyWriter
provision. In this mode, R5 ROM is eclipsed , PLLs are not initialized,
PBIST and memory initialization is not done for TCMA,TCMB and L2.

5.1.3 Boot Terminology

* Boot Mode Pins: Boot mode pins provide vital information to ROM code for boot. These pins must be
properly set up before power ramp.

* Bootstrap: Initial software launched by the ROM code during the memory booting phase.

* Downloaded software: Initial software downloaded into on-chip RAM by the ROM code during the
peripheral booting phase.

» eFuse: A one-time programmable memory location usually set at the factory.

* Flash loader: Downloaded software launched by the ROM code during the preflashing stage and programs
an image in external memories.

* HS device: HS-Security device (SoC)

» HS-FS device: (HS-Field Securable) - This is the HS device state before the customer keys are provisioned
in the device (the state at which HS device leaves Tl factory). In this state, secure features are not available
and the device protects the ROM code, Tl keys and certain security peripherals. In this state, the device does
not force authentication for booting.

» HS-SE device: (HS-Security Enforced) - This is the HS device state after the customer keys are successfully
provisioned in the device. In an HS-SE device, all security features are enabled, all secrets within the device
are fully protected, all of the security goals are fully enforced, debug override sequence is supported and the
device forces secure booting.

» Initial software: Software executed by any of the ROM code mechanisms (memory booting or peripheral
booting). Initial software is a generic term for bootstrap and downloaded software. This can be the SBL
(secondary bootloader) responsible for loading an OS.

*  Memory booting: ROM code mechanism that consists of downloading initial software from external memory
to OCSRAM and executing.

+ Controller CPU: The Arm® Cortex® CPU for which CPU-ID is 0. This core configures the multicore platform
and starts the ROM code to boot device from a mass storage memory (memory booting) or a peripheral
interface (peripheral booting).

* Peripheral booting: ROM code mechanism that consists of polling selected interfaces, downloading, and
executing initial software (in this case, downloaded software) in the internal RAM.

» Preflashing: A specific case of peripheral booting where the ROM code mechanism is used to program the
external flash memory.

* ROM Code: or ROM bootloader (RBL), the on-chip software in device ROM that executes first and
implements booting.
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» ROM Code-controlled Boot Phase: This phase covers the sequence operations from the time the platform
releases the reset to the time first user- or customer-owned software starts execution. This phase is fully
controlled by the device ROM code.

* Booting Parameter Table: A logical structure stored in the on-chip RAM memory and contains information
for the boot, such as the boot file name or an address to boot from.

SPRUJ171 — MARCH 2022 — REVISED AUGUST 2025

160 AM263x Sitara™ Microcontrollers
Submit Document Feedback

Texas Instruments Families of Products
Copyright © 2025 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJ17
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJ17I&partnum=AM263x

13 TEXAS
INSTRUMENTS

www.ti.com Initialization

5.2 Boot Process

5.2.1 Public ROM Code Architecture

The Public ROM code (run on the R5 core) has the following components and is described in the Figure 5-3
diagram:

* Public ROM Entry

» Boot loop
*  Modules
e Drivers
« |IPC
* Logger
( - Public ROM Entry - \
Clear Core register
PBIST TCMB
System Stack Init
TI_AUTO_INIT

System MPU Init
Core PLL configurations
PBIST on L2/TCMA

K IPC Init j

- o
Boot Loop
A\,
\ \ ¥
/ 3 \ ( Y \ ( -)
Modules Drivers IPC
Certificate Boot Interface » Flash Interface  —» QSPI
IPC Serial X-Modem > UART EDMA
Mailbox
Logger
ipcMsg System RTI e

AN J\ y

Figure 5-3. Public ROM Code Architecture

5.2.1.1 Public ROM Entry
After the HSM unhalts the R5 core, execution starts at this entry point with the following sequence:

Clears core registers

Performs PBIST on TCMB

Sets up exception and main stack
Performs Tl auto Init

Branch to main()

bbb~
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5.2.1.2 Main Module

The Main module performs the following configurations required for the boot on R5 core before entering the boot
loop and then enters the boot loop.

System MPU initialization

Core PLL initialization (ROM uses only core PLL)
Logger module Initialization

System Initialization

pPON~

* VIM module Initialization

* RTIA Initialization

Performs PBIST on TCMA and L2

Performs TCMA and L2 memory initialization

Initializes the IPC module (Mbox RAM meminit is done part of it)

R5 sends ‘Hello message to HSM’ (R5 core indicates HSM that it is ready for boot)

®© N o

5.2.1.3 Boot Loop

Boot loop starts with the identification of the boot interface by reading boot-strap pins. The device supports two
boot interfaces i.e QSPI and UART. Boot parameters are initialized for the identified interface

QSPI :

» Clock Frequency : 40MHz
* Primary flash image address : 0x0 (0xF_0000 in case of redundant SBL image boot)
» Interface support : Supports fast single and Quad read modes only with separate boot pin configuration

UART :

* Baud rate : 115200 bps
* Parity : None

* Databits: 8

» Stop bits : 1

*  Flow control : None

5.2.1.4 Modules
Modules are the interface between main module and the drivers. Following are the modules present.

* Boot interface: Reads the boot mode and identifies the boot interface i.e., UART or QSPI

» Certificate: Reads the length of the certificate and image load address

» Serial x-modem: Handles x-modem protocol needs while receiving image via UART host

» System: Handles VIM and RTIA initializations, provides APlIs for timeout handling and interrupt handling

» ipcMsg: The IPC Message Layer is used to exchange messages between the R5 and HSM RBL

» SoCID: Describes the SOC ldentifier data which is exported by the R5 Boot ROM over the supported
peripherals

* Pinmux: This module is used to configure the peripheral I0s to function for the boot interface

* Logger: To log boot info, warnings and errors

5.2.1.5 Drivers

Drivers are the software components which configure the various blocks present in the SoC as per the boot
interface selected by the user.

Following are the drivers used:

* QSPI: ROM configures QSPI to support fast single Read, Quad Read modes.

* Flash interface: Handles flash read APIs for device info and high level APIs for data read
* UART: Handles APIs for UART FIFO Write/Read in interrupt mode

« EDMA: DMA module to transfer image from flash to internal L2 memory
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* RTI: Timer module to handle timeouts and logger timestamp
» VIM: Vector interrupt module to handle interrupt routines and APlIs to configure VIM
5.2.1.6 IPC

R5F boot rom and HSM boot rom communicate via IPC (Inter processor communication) using shared mailbox
RAM. The Mailbox architecture is a distributed architecture with the Mailbox memory present in the Receiving
processors Subsystem.

Following is the processor numbering:

Processor Number
R5FSS0 Core0 0
HSM M4 6

Following is the Tx and Rx mailbox addressing:

Mailbox Address
R5 Tx Mailbox 0x44000000
R5 Rx Mailbox 0x72000000

Following are the mailbox interrupts:

Interrupt Type Interrupt Line
R5 Mailbox Read Request 136

R5 Mailbox Read Done Acknowledge 137

HSM Mailbox Read Request 0

HSM Mailbox Read Done Acknowledge 40

Mailbox message scheme:

1. PROC_WRITE writes the message in the PROC_READ mailbox
2. PROC_WRITE triggers an interrupt to PROC_READ by writing 1 to <PROC_WRITE_SS>_CTRL:
<PROC_WRITE>_MBOX_WRITE_DONE [PROC_READ]. Note. It is writing to its own CTRL space.

3. PROC_READ gets a single interrupt for all inter processor communication which is an aggregated interrupt.

PROC_READ Reads the register <PROC_READ_SS>_CTRL::<PROC_READ>_MBOX_READ_REQ and

sees bit [PROC_WRITE] is 0x1
4. PROC_READ Writes to 0x1 to <PROC_READ_SS>> CTRL:: <PROC_READ>_MBOX_READ_REQ
[PROC_WRITE] to clear the interrupt.
PROC_READ Reads the Message
PROC_READ Writes to 0x1 to <PROC_READ_SS>>_ CTRL::

oo

<PROC_READ>_MBOX_READ_DONE_ACK[PROC_WRITE] to generate an acknowledgment interrupt to

PROC_WRITE.

7. PROC_WRITE gets a single interrupt for all inter processor communication which is
an aggregated ACK interrupt. PROC_WRITE reads the register <PROC_WRITE_SS>_CTRL.:
<PROC_WRITE>_MBOX_READ_DONE and sees bit [PROC_READ] is 0x1

8. PROC_WRITE writes 0x1 to <PROC_WRITE_SS>_CTRL: <PROC_WRITE>_MBOX_READ_DONE
[PROC_READ] to clear the interrupt.

The supported messages are as follows:

IPC_MsgType HELLO : It's a hello message from R5 to HSM.
IPC_MsgType CERT : It's a message type of certificate from R5 to HSM.
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* IPC_MsgType IMAGE : It's a message type of image from R5 to HSM.
* |PC_MsgType GET_SOC_ID : SOCID message from R5 to HSM for asking SOCID.
* |PC_MsgType RESULT_ACK : Result acknowledge message from R5 to HSM.
» |PC_MsgType CANCEL : It's a cancel message from R5 to HSM.
* |PC_MsgType _SOC_ID : SOCID message from HSM to R5 for providing SOCID.
* |PC_MsgType RESULT : It's a result message from HSM to R5.
* |PC_MsgType CANCEL_ACK : It's a cancel acknowledge message from HSM to R5.
The message flow between HSM and R5 as follows:
R5F Boot Rom HSM Boot Rom
Hello  Wait for Hello.... J
%E"E]]?
Get SoCID
Socibnfo Wait for Certificate
Certificate
Image Chunk - 1 l Retry on/Error
Images are sent in >= 2KB Image Chunk - 2 )
Chunks 1 -
. Receive Image
L
Image Chunk - N(Last)
Result (Success or Retry Flag)
Result ACK (Cnly if result was success) R5 Wait Sleep J
IPC Delnitialized

% R5 SBL Starts Execution

HSM State machine :

Wait for Hello...: After unhalting R5 core, HSM ROM waits for ‘Hello...” message from R5 core. R5

ROM starts execution and initializes core PLL and other necessary modules, configures clocks i.e., R5
Core@400MHz and HSM Core@200MHz and then sends the message IPC_MsgType_HELLO.

Wait for Certificate: R5 core downloads certificate from the identified boot interface and sends message to
HSM i.e., IPC_MsgType_CERT. HSM validates the certificate based on the device type.

All the certificate extensions are validated against the above table.

Receive Image: R5 core updates SBL image information in chunks to HSM, chunk size is >= 2KB.

HSM performs the following two operations on the image:

— SHA512 of the image

» Image hash is calculated on the chunks received, and after receiving entire image the computed HASH
is compared with hash present in the certificate
— Image Decryption

» Decryption of the image is optional. If certificate is enabled with decryption, decryption will start only
after certificate verification and image integrity checks are passed.
R5 wait Sleep :

— HSM checks for the valid certificate and the image
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— On successful validation of the certificate and the image, HSM ROM will eclipse R5 ROM and issues R5
core reset, then SBL starts execution from 0x0

— In case of any failures observed with the certificate or image validation , HSM retries the boot, state
machine jumps to Wait for certificate state.

Note : Refer to section R5 SBL Handoff for more details
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5.3 Boot Mode Pins

Boot Mode pins provide means to select the boot mode and options before the device is powered up. After every
POR, they are the main source to populate the Boot Parameter Tables. See Boot Parameter Tables for table list
and description.

Boot mode pins can be divided into the following categories:

+ BOOTMODE[3:0] — Select the requested boot (primary) mode after POR, that is, the peripheral/memory to
boot from.

Note

It is user's responsibility to set the boot mode pins (via pullups or pulldowns, and jumpers/switches)
depending on the desired boot scenario.

5.3.1 BOOTMODE Pin Mapping

The ROM execution is directed through the main boot mode pins. This provides flexibility through additional
booting peripherals. The device must be powered and functional.

Main boot mode pins are shown in Table 5-2.

Any Bootmode pins marked as Reserved or not used must be tied high or low with pull resistors. They should
not be left floating.

Table 5-2. BOOTMODE Pin Mapping

Boot Mode SPI0_DO_pad SPI0_CLK_pad QSPI_D1 (SOP1) QSPI_DO0 (SOP0)
(SOP3) (SOP2)
QSPI (4S) - Quad Read Mode 0 0 0 0
UART 0 0 0 1
QSPI (18) - Single Read Mode 0 0 1 0
QSPI (4S) - Quad Read UART Fallback 0 1 0 0
Mode
QSPI (1S) - Single Read UART Fallback 0 1 0 1
Mode
DevBoot 1 0 1 1
Unsupported Boot Mode All other combinations not defined above
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5.4 Boot Modes
5.4.1 QSPI Boot

The following apply to all or multiple boot modes that are QSPI related.

Note

When using a QSPI\SPI flash device greater than 128 Mb, a flash device package with a RESET
signal must be used. The reason is that the ROM only uses 3 byte addressing mode (address is
24-bits). To address the full memory address range, software will typically switch to 4-byte addressing
mode. If a reset to the processor occurs (eg, due to a warm reset), the ROM will execute expecting
3-byte addressing mode, but the flash will have been left in 4-byte addressing mode. In order for the
flash device to return to 3-byte addressing mode, it must be reset using this signal. This typically can
be achieved by using the RESET signal on the flash memory device. ROM code does not issue a
software reset command.

Refer to the AM263x QSPI Flash Selection Guide for additional details.

5.4.1.1 QSPI (4S)

Refer to QSPI Boot section for more information about all SPI boot modes.

Table 5-3 summarizes the QSPI pin configuration done by ROM code for QSPI boot device on port 0.

Table 5-3. QSPI (4S) Boot Pinmux

Package Function GPIO | Input | Input | Outp | Outp | PinM Pl PU/P | SC1 | GPIO | Qual | Input | HS HS
Name Name Numb | Overr | Overr | ut ut ux D Sel Sel Sel |Invert| Mode | Contr
er ide ide |Overr | Overr | Mode Sel oller
(GPIO Contr | ide ide #
X) ol Contr
ol
QSPI0O_CSn0 | QSPI0O_CSn0 0 0 0 0 0 0 1 0 1 0 0 0 0 0
QSPI0_CLKO | QSPI0O_CLK 2 0 0 0 0 0 1 0 1 0 0 0 0 0
QSPI0_DO QSPI0_DO 3 0 0 0 0 0 1 0 1 0 0 0 0 0
QSPIO0_D1 QSPI0_D1 4 0 0 0 0 0 1 0 1 0 0 0 0 0
QSPIO_D2 QSPIO_D2 5 0 0 0 0 0 1 0 1 0 0 0 0 0
QSPIO_D3 QSPIO_D3 6 0 0 0 0 0 1 0 1 0 0 0 0 0
QSPI_CLKLB | QSPI_CLKLB | 145 0 0 0 0 0 1 0 1 0 0 0 0 0

5.4.1.1.1 QSPI (4S) Bootloader Operation

Device supports 1S-1S-4S mode of QSPI configuration for fast read operation. This means that command and
address are issued in single bit transfer mode and data access occurs in quad bit mode. The Command and
Address issued are 8 bits and 24 bits followed by 8 dummy cycles. 40 MHz is the supported frequency of

operation.

QSPI (4S) Module Configuration:

+ QSPI has two associated memory regions, the first memory region is dedicated to the configuration porti.e
all internal registers can be programmed and serial transfers made from the supported external QSPI flash
devices. Configuration region is available at 0x4820_0000 in the SoC address map.

* The second memory region is associated mainly with the memory-mapped port and is used for
communication directly with external flash devices, the memory region starts at 0x6000_0000. Code will
be copied from this region to internal RAM and then execution starts.

» Serial data clock is derived from the clock source “DPLL_CORE_HSDIVO_CLKOUTZ2” (400MHz). This clock
is divided by a factor 10 and results in a 40MHz interface clock.

+ MODE3 of QSPI clock mode is used, Clock phase and polarity are set to 1, when data is not being
transferred SCK=1, data shifted on falling edge and input on rising edge.
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ROM Sequence:

*  Command issued by ROM in this mode is 0x6B.
* RBL looks for SBL image at address 0x0000_0000, in case of boot failures due to corrupted image or any
other reason, RBL tries to boot with redundant image placed at address 0x000F_0000.

Flash dependency:

* RBL does not perform any specific action to detect, reset, or power up the QSPI device. QSPI is assumed to
be properly powered and reset completed before every attempt to boot by RBL.

* RBL also expects the QE bit is SET in non-volatile configuration so that flash is active in quad mode by
default after POR.

5.4.1.1.2 QSPI (4S) Loading Process

QSPI (4S) boot mode is not eXecute-In-Place (XIP). ROM code first copies boot image into on-chip RAM and
then executes it.

5.4.1.2 QSPI (1S)
Table 5-4 summarizes the QSPI pin configuration done by ROM code for QSPI (1S) boot device on port 0.

Table 5-4. QSPI (1S) Boot Pinmux
Package Function |GPIO |Input |Input| Outp | Outp |PinM| Pl |PU/P| SC1 |GPIO| Qual |Input |Safet| HS | HS

Name Name Num | Over | Over | ut ut ux D Sel Sel | Sel |Inver|y Mod | Cont
ber | ride | ride | Over | Over | Mod tSel |Over | e |roller
(GPI Cont | ride | ride | e# ride
Ox) rol Cont Sel
rol
QSPIO_CSn | QSPIO_CSn| O 0 0 0 0 0 1 0 1 0 0 0 |0 0 0
0 0
QSPI0O_CLK | QSPIO_CLK | 2 0 0 0 0 0 1 0 1 0 0 0 |0 0 0
0

QSPI0_DO | QSPIO_DO 3 0 0 0 0 0 1 0 1
QSPIO_D1 | QSPIO_D1 4 0 0 0 0 0 1 0 1

QSPI_CLKL | QSPI_CLKL | 145 0 0 0 0 0 1 0 1 0 0 0 |0
B B

Note
QSPI(4S) and QSPI(1S) modes doesn’t support execution in place (XIP).

5.4.1.2.1 QSPI (1S) Bootloader Operation

Device supports the 15-1S-1S mode of QPSI configuration. This means that command, address, and data
access are in single bit mode. The Command and Address issued are 8 bits and 24 bits followed by 8 dummy
cycles. 40 MHz is the supported frequency of operation.

QSPI (1S) Module Configuration:

* QSPI has two associated memory regions, the first memory region is dedicated to the configuration port i.e
all internal registers can be programmed and serial transfers made from the supported external QSPI flash
devices. Configuration region is available at 0x4820_0000 in the SoC address map.

» The second memory region is associated mainly with the memory-mapped port and is used for
communication directly with external flash devices, the memory region starts at 0x6000_0000. Code will
be copied from this region to internal RAM and then execution starts.

» Serial data clock is derived from the clock source “DPLL_CORE_HSDIV0_CLKOUT2” (400MHz). This clock
is divided by a factor 10 and results in a 40MHz interface clock.

* MODES3 of QSPI clock mode is used, Clock phase and polarity are set to 1, when data is not being
transferred SCK=1, data shifted on falling edge and input on rising edge.
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ROM Sequence:

*  Command issued by ROM in this mode is 0x0B.
* RBL looks for SBL image at address 0x0000_0000, in case of boot failures due to corrupted image or any
other reason, RBL tries to boot with redundant image placed at address 0x000F_0000.

Flash Dependency:

* RBL does not perform any specific action to detect, reset, or power up the QSPI device. QSPI is assumed to
be properly powered and reset completed before every attempt to boot by RBL.

5.4.1.2.2 QSPI (1S) Loading Process

QSPI (1S) boot mode is not eXecute-In-Place (XIP). ROM code first copies boot image into on-chip RAM and
then executes it.
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5.4.2 UART Boot
ROM Code always configures the UART port to 115200 kbaud, 8-n-1 mode, and the XMODEM protocol is used to transfer the boot data.

Table 5-5 summarizes the UART pin configuration done by ROM code for UART host on port 0.

Table 5-5. UART Boot Pinmux

Function GPIO # Input Input Output Output Pinmux PI PUPD Sel |SC1 GPIO Sel |Qual Sel |InpInv Sel HS Mode |HS
Name Override |Override |Override |Override |Sel Controller
Control Control
UARTO_TXD |28 0 0 0 0 1 1
UARTO_RXD |27 0 0 1 1
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5.4.2.1 UART Bootloader Operation
5.4.2.1.1 Initialization Process

In the UART boot mode, the selected UART module (port) is the only peripheral configured. The baud rate,
data, parity, and stop bits are configured based on the information in the UART boot parameter table. The
boot parameter table definitions and the boot configuration values that can be set are in UART Boot Device
Configuration and UART Boot Parameter Table.

Once the ROM Code configures the UART, it sends the UART pings for few seconds, which can be seen in the
host. The pings consist of an ASCII capital C character. The UART boot mode supports only the CRC mode of
XMODEM and does not support CHECKSUM mode. Both 128 and 1024 byte block sizes are supported.

5.4.2.1.2 UART Loading Process
Before the ping from the device stops, load the boot image from the host using the XMODEM protocol.
5.4.2.1.2.1 UART XMODEM

The XMODEM protocol is used to transfer boot data. Only CRC mode is supported (not checksum), with both
128- and 1024-byte block sizes. The general, format of received frames is shown in Table 5-6 and Table 5-7.

Table 5-6. XMODEM 1024- and 128-byte Data Frames

STX Block Num | Inv Block 1024 data bytes CRC CRC
Num

SOH Block Num | Inv Block 128 data bytes CRC CRC
Num

Table 5-7. XMODEM Data Frame Fields

Field Value Description
STX 0x02 The start character for 1024-byte CRC data blocks
SOH 0x01 The start character for 128-byte CRC data block
Block Num 0x01-OxFF — 0x00  The block number. The first block has value 1, and the block number wraps around OxFF to 0
Inv Block Num 0xFE-0x00 The inverse block number (bit inverse of the block number)
CRC Calculated The 16-bit CRC generated from the polynomial 0x1021

The XMODEM protocol is implemented as a half-duplex protocol as shown in Table 5-8.
Table 5-8. Example of XMODEM Transfer protocol

Transmitter Sends Receiver Sends
Ping (‘C)

Frame 1
ACK (or NACK)
Frame 2
ACK (or NACK)
EOT

L A A B |

ACK (or NACK)

5.4.2.1.3 UART Hand-Over Process

Once the complete image has been read and found in good integrity, the ROM Code will branch to the address
defined in the Boot Info field of the boot header.
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5.4.3 DevBoot
This boot mode is useful for the development of SBL and for the JTAG based KeyWriter.
5.5 Redundant boot support

Redundant boot is supported on QSPI flash boot modes. ROM tries to boot SBL at 0x0 address and if it fails to
boot, then ROM ftries to boot from 0xF0000 location. Following are the failures which can lead to redundant boot:

1. Certificate corruption, ex. Image size, hash of the image, extension IDs, signature etc.
2. Image corruption, ex. bit corruption, byte corruption due to aging of the flash, external interferences etc.

172 AM263x Sitara™ Microcontrollers SPRUJ171 — MARCH 2022 — REVISED AUGUST 2025

Texas Instruments Families of Products Submit Document Feedback
Copyright © 2025 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJ17
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJ17I&partnum=AM263x

13 TEXAS
INSTRUMENTS

www.ti.com Initialization

5.6 PLL Configuration

ROM code must be aware of the reference clock provided to PLLs. That is, the speed of the quartz crystal, or the
clock supplied by an external clock oscillator.

Note
This device requires 25MHz XTAL clock source.

The Public ROM code configures PLLs which are required during boot. ROM configures only core PLL during
boot. The ROM Core PLL configuration details is as follows:

* InputClockDiv (N) = OxB

* Multiplier (M) = 0x180

+ Divider (N2) = 0x1

* Post-Divider (M2) = 0X1

» Fractional Multiplier (Frac) = 0x0

Using the above values, the PLL output frequency is computed as follows:
o XTAL_IN/(N + 1) =25/12 = 2.0833 MHz

 (XTAL_IN*M)/(N + 1) =2.08333 * 384 = 800MHz

e (XTAL_IN *M)/[(N2 +1) * (N +1)] =800/ 2 = 400MHz

* 400/ M2 = 400MHz

Note

See ADPLLLJ Module section in the Clocking section of Device configuration chapter for more details
on PLL configuration sequence and the PLL output frequency equation.

Where, XTAL_IN is the XTAL Clock source frequency (25MHz)
This Core PLL output (ADPLLO) is used to configure R5 clock = 400MHz and SysClk = 200MHz

5.7 Secure Boot Flow
5.7.1 Overview

The secure boot flow is as depicted in Figure 5-4. The ROM-based secure boot is realized by interactions
between the MSS R5F ROM and the HSM ROM. When the secondary bootloader (SBL) and the HSM runtime
firmware is brought into the respective (MSS R5F and HSM CM4) cores, it is then the responsibility of the SBL
to download the further application images. First, the ROM bootloader downloads the SBL. The SBL begins
execution (MSS R5F ROM is eclipsed at this point and ROM services are not available anymore) and in turn
invokes an APl into HSM ROM to download the HSM runtime firmware. When the HSM runtime firmware is
downloaded, the HSM ROM is eclipsed and ROM services not available anymore.
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Figure 5-4. Secure Boot Flow

5.7.2 x509 Certificate Structure

The X.509 certificate is defined in Annex A of ITU-T X.509 specification [1]. Certificate is encoded using ASN.1
encoding [2] with DER (Distinguished Encoding Rules) [3]. The main body of the certificate is illustrated below.
Essentially, the signed certificate is the concatenation of the certificate itself and the signature. Certificate
includes mandatory and optional fields. The supported version shall be v2. V3 and higher versions support is
desired but not guaranteed. Various fields of the x509 certificate are as shown below.

SIGNATURE ::= SEQUENCE {
algorithmidentifier algorithmIdentifier{{SupportedAlgorithms}},
signature BIT STRING,

...}
SIGNED{ToBeSigned} ::= SEQUENCE {
toBeSigned toBeSigned,
COMPONENTS OF SIGNATURE,
3

Certificate ::= SIGNED{TBSCertificate}
TBSCertificate ::= SEQUENCE {
version [0] Version DEFAULT vl,
serialNumber CertificateSerialNumber,
signature AlgorithmIdentifier{{SupportedAlgorithms}},
issuer Name,
validity validity,
subject Name,
subjectPublickeyInfo SubjectPublicKkeyInfo,
issueruniqueIdentifier [1] IMPLICIT UniqueIdentifier OPTIONAL,

tté; -- if present, version shall be v2 or v3
subjectuniqueIdentifier [2] IMPLICIT UniqueIdentifier OPTIONAL]],
[[3: -- if present, version shall be v2 or v3

extensions [3] Extensions OPTIONAL]]

174 AM263x Sitara™ Microcontrollers SPRUJ171 — MARCH 2022 — REVISED AUGUST 2025
Texas Instruments Families of Products Submit Document Feedback
Copyright © 2025 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJ17
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJ17I&partnum=AM263x

13 TEXAS

INSTRUMENTS

www.ti.com

Initialization

-- If present, version shall be v3]]

‘} (CONSTRAINED BY { -- shall be DER encoded -- } )

In order to meet the security goals, the R5F SBL and the HSM runtime image needs to have an X.509 certificate
attached to the binary images. The Boot-ROM will only load images which have a valid X.509 certificate attached

to them.

5.7.3 Certificate expectations

ROM expectations from the certificate for HS-FS and HS-SE devices is as follows:

with Customer
root of trust

(RoT). RSA4K
only supported.

certificate
extension is
present. SHA512
only supported.

image decryption.
Certificate
extension for
Image decryption
will decide

this feature.
AES256-CBC only
supported.

with Customer
root of trust

(RoT). RSA4K
only supported.

Device Type Validation requirements for SBL Validation requirements for HSM RT
Certificate Image Image Certificate Image Image
Verification Integrity Decryption Verification Integrity Decryption
HSFS No authentication, |It's supported, but |Not supported on |Authentication is |It's mandatory, It's optional.
only Dummy not mandatory, HS-FS devices for |must and it's with | ensure that HSMRt can
certificate for SBL can boot with |SBL. Boot fails if | TI root of trust certificate boot without
metadata or without image |encrypted images |(RoT). RSA4K extension is image decryption.
integrity. Based are loaded. only supported. present. SHA512 | Certificate
on the certificate only supported. extension for
extension Image Image decryption
integrity will will decide
be carried out. this feature.
SHA512 only AES256-CBC only
supported. supported.
HSSE Authentication is | It's mandatory, It's optional. SBL | Authentication is |It's mandatory, It's optional.
must and it's ensure that can boot without | must and it’s ensure that HSMRt can

certificate
extension is
present. SHA512
only supported.

boot without
image decryption.
Certificate
extension for
Image decryption
will decide

this feature.
AES256-CBC only
supported.

5.7.4 Object Identifiers

Oject Identifiers or OIDs are an identifier mechanism standardized by ITU and ISO/IEC for naming any object,

concept, or "thing" with a globally unambiguous persistent name.

An OID corresponds to a node in the "OID tree" or hierarchy, which is formally defined using the ITU's OID

standard, X.660.

OID denoting 1.3.6.1.4.1.294.1 is used and followings are the OID Tree.

* 1180,

* 1.3 identified-organization,

»1.3.6 dod,

*1.3.6.1 internet,
* 1.3.6.1.4 private,

* 1.3.6.1.4.1 enterprise,
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*1.3.6.1.4.1.294 Texas Instruments,
*1.3.6.1.4.1.294 .1 Device-Boot
5.7.4.1 Boot Information OID (1.3.6.1.4.1.294.1.1)

The Boot Information Object Identifier has the following format:-

bootInfo ::= SEQUENCE {
cert_type: INTEGER, -- identifies the certificate type
boot_core: INTEGER, -- identifies the boot core
core_opts: INTEGER, -- Core Options
load_addr: OCTET STRING, -- Global address image destination
image_size: INTEGER, -- Image size in bytes

}

DESCRIPTION

The Boot Information Object identifier provides information about the image which is being loaded. This
information is mandatory and needs to be present in the all the X.509 certificates else the image boot will
fail.

OPTIONS

Certificate Type: The certificate type defines the type of the image which is being loaded by the Boot-ROM. The
following table illustrates the supported values.

Value Description
0x1 R5 SBL Boot Image
0x2 HSM Runtime Image

Boot core: The boot core identifies the core on which the image will be executing.

Value Description
0x0 HSM Core
0x10 R5 Core

Core Options: The core options are documented in the table below.

Value Description
0x0 Lock Step Mode
Non-Zero Dual Core Mode

The core options work in conjunction with the following EFUSE configurations:-
1. DUAL_CORE_BOOT_ENABLE
2. DUAL_CORE_SWITCH_DISABLE

These will determine the final operational mode in which the R5 will be executed. The following table
summarizes the operation:
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Dual Core Boot Enable Dual Core Switch Disable Core Description
Options

0 1 0 Caset:
Executing in Lock Step Mode
Switching to dual boot is
*Disabled*
Certificate requests to execute in
Lock Step Mode
Result:
R5 will be started in Lock Step
Mode.

0 1 1 Case2:
Executing in Lock Step Mode
Switching to dual boot is
*Disabled*
Certificate requests to execute in
Dual Core Mode
Result:
Error: Dual Boot Switching is
disabled

0 0 0 Case3:

Executing in Lock Step Mode
Switching to dual boot is
*Enabled*

Certificate requests to execute in
Lock Step Mode

Result:

R5 will continue to execute in
Lock Step Mode

0 0 1 Case4:

Executing in Lock Step Mode
Switching to dual boot is
*Enabled*

Certificate requests to execute in
Dual Core Mode

Result:

R5 will switch from Lock Step to
Dual Core Mode.

1 1 0 Caseb:

Executing in Dual Core Mode
Switching to dual boot is
*Disabled*

Certificate requests to execute in
Lock Step Mode

Result:

Error: Switching from Dual Core

to Lock Step is not allowed.
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Dual Core Boot Enable Dual Core Switch Disable Core Description
Options
1 1 1 Case6:

Executing in Dual Core Mode
Switching to dual boot is
*Disabled*

Certificate requests to execute in
Dual Core Mode

Result:

R5 will continue to execute in
Dual Core Mode.

0 CaseT:

Executing in Dual Core Mode
Switching to dual boot is
*Enabled*®

Certificate requests to execute in
Lock Step Mode

Result:

Error: Switching from Dual Core
to Lock Step is not allowed.

1 Case8:

Executing in Dual Core Mode
Switching to dual boot is
*Enabled*

Certificate requests to execute in
Dual Core Mode

Result:

R5 will continue to execute in
Dual Core Mode.

Core options are applicable only for the R5 SBL Images and will be ignored for HSM Runtime certificates.

Load Address: The load address will be the address in the system where the image will be loaded. This
information is provided and the R5 SBL and HSM Runtime developers need to ensure that the images account

for this.

Value Description

0x70002000 R5 SBL Load Address

0x0 HSM Runtime Load Address

Image Size: This is the size in bytes of the R5 SBL or HSM Runtime Image to which the certificate has been

attached.
5.7.4.2 Software Revision OID

(1.3.6.1.4.1.294.1.3)

The Software Revision Object Identifier has the following format: -

softwareRevision: = SEQUENCE {
revision: INTEGER -- Software revision
DESCRIPTION

The information in the software revision is used to indicate the version of the image which is being loaded.

revision:
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This is the version number. This will be matched to the EFUSE programmed version to indicate if the image
loading should be done or not.

Note

This is applicable only for HSSE devices.
HSM Runtime + R5 SBL

The following table summarizes the behavior:

EFUSE Revision Certificate Revision Description

0 0 Ignore the revision checking. Images will
*always* be loaded

0 >0 Device does not mandate revision checking.
Images will be loaded

>0 0 EFUSE Version > Certificate Version. Image
will *never* be loaded.

>0 >0 Image will be loaded only if the Certificate
revision >= EFUSE revision

Revision Information is read from the following EFUSE fields.

EFUSE Description

SWRV_SBL This is used to perform the revision checking while loading the R5
SBL

SWRV_HSM This is used to perform the revision checking while loading the HSM
Runtime

The number of bits for each of the EFUSE in the table above is 64bits. The revision EFUSE supports dual
redundancy; this implies that a maximum of 32 revisions can be supported.

Note: The EFUSE SWRV_APP is read and is passed as is by the HSM Boot ROM to the application via the
Asset Interface. This EFUSE has a length of 192bits and the interpretation of this is left to the HSM Runtime
developers.

5.7.4.3 Image Integrity OID (1.3.6.1.4.1.294.1.2)

The Image Integrity Object Identifier has the following format: -

imageIntegrity ::= SEQUENCE {
sha_type: 01D, -- Identifies the SHA type
hash: OCTET STRING -- The SHA of the boot image
3
DESCRIPTION

If the X.509 certificate provides the image integrity boot extension the Boot-ROM will perform the SHA-512 on
the entire image and will verify the computed hash with the hash provided in the boot extension. In the case of a
mismatch the boot will fail.

SHA Type: The Boot-ROM only supports SHA-512.

Value
2.16.840.1.101.3.4.2.3

Description
SHA-512 Object Identifier

Please refer to the Section 2.4 of the RFC-5754 for the SHA-512 Object Identifier.
Hash: This is SHA-512 hash which is calculated over the image (R5 SBL/HSM Runtime)
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5.7.4.4 Image Encryption OID (1.3.6.1.4.1.294.1.4)

The Image Encryption Object Identifier has the following format: -

imageEncryption ::= SEQUENCE {
iv: OCTET STRING -- The initialization vector
rs: OCTET STRING -- Random string
iter: INTEGER -- Iteration count
) salt: OCTET STRING -- encryption salt value
DESCRIPTION

The Boot-ROM only supports AES-CBC mode with 256bit keys. The information in the image encryption object
identifier is used to decrypt the image.

V:

The initialization vector is used during the AES-CBC decryption procedure. The initialization vector needs to be
16bytes.

rs:

This is the random string which is 32bytes long and is added by the X.509 certificate generator at the end of the
image. The Boot-ROM will decrypt the image and will perform a random string comparison to determine if the
decryption was successful.

iter:

Iteration Count which is used to determine if the HKDF needs to be performed and key derivation needs to be
done. If the iteration count is 0 then the key from the e-fuse is used as is for the decryption. If the iteration count
is non-zero then the Boot-ROM will perform the HKDF key derivation using the salt. The derived key is then used
for the decryption operation.

salt:

The salt is used only if the iteration count is non-zero and key derivation is being done. The salt is fed to the
HKDF module to derive the key. The salt fields should be 32bytes.

5.7.4.5 Derivation OID (1.3.6.1.4.1.294.1.5)

The Derivation Object Identifier has the following format:-

derivationKey ::= SEQUENCE {
salt: OCTET STRING -- encryption salt value
info: OCTET STRING -- [optional]information
}
DESCRIPTION

The Boot-ROM will leave a derived key in the assets interface for the HSM Runtime. The key is derived using
HKDF from the parameters specified here.

salt: The salt is limited to be 32bytes and is used for key derivation

info: The information is optional in which case the size of the information is set to 0 but if specified is limited to
32bytes.
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Note

» If this extension is not present, derived key will be the same across SBL/hsmRT and application
» If this extension is present, derived key will not be the same as SBL/hsmRT

5.7.4.6 Debug OID (1.3.6.1.4.1.294.1.8)
The Debug Object Identifier has the following format:-

Debug: := SEQUENCE {
uid OCTET STRING -- Device unique ID
debugType INTEGER -- Debug type
coreDbgEn INTEGER -- Enable core debug mask
secCoreDbgEn INTEGER -- Enable secure core debug mask
}
DESCRIPTION

The debug object identifier if specified allows the debug ports to be enabled for a specific device. It also can be
used to specify the Key protections.

OPTIONS

UID: This is the unique identifier associated with the device. Device specific unique identifiers can be retrieved
using the following: -

1. SOC ldentifier while operating in a peripheral boot mode
2. Assets on the successful load of the HSM Runtime

The UID field of all 0’s is considered to be a wildcard.

Debug Type:

The debug type is described as follows:-

31 18 16 15 0
Reserved CUST Debug Type

Key Protections:

Key Protection Value Description

CUST 0 Do not disable access to customer keys
1 Disable access to customer keys

Debug Type:

Value Description

0 Disable debug

1 Preserve debug state

2 Enable non-secure debug (Public Debug)

3 Reserved

4 Enable secure and non-secure debug (Full Debug)

5-65635 Reserved

coreDbgEn and secCoreDbgEn: These fields are not used and will be ignored.
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Note

R5 SBL Image: +  Optional.

*  Wildcard UID is allowed.

» Key Protections are ignored

+ Debug Type =0, 1 and 2 for HS-SE devices

+ Debug Type = 0 and 1 for HS-FS devices since R5 JTAG is opened by default.
+ Debug Type =4 is Invalid

HSM Runtime Image: « Debug OID is not applicable and is ignored

Outer certificate +  Certificate verification is done with the Tl Public Key

» Debug Boot Extension is mandatory.

» UID in the debug extension could either be wild-carded or match the device

» Key protection is ignored

» Debug Type shall be 4 since we need to unlock the JTAG to debug the HSM Boot-ROM

5.7.5 Binary Image Creation

For secure devices, the process is illustrated in Figure 5-5, and includes the following steps:

1. Create X.509 certificate (1a).

2. Populate certificate extension fields: write image load address and value of the Magic Number from the
unencrypted image (1b).

3. Populate image SW version (1c).

4. Encrypt (AES-256-CBC) binary image using derived 256-bit Symmetric Key (2).

5. Compute hash (SHA-512) of encrypted image (3a), and write the digest value to the certificate (3b).

6. Public key is written into the certificate. This can be RSA based public key information.

7. Whole certificate is hashed (SHA-512) (4a), encrypted with private key (4b) using RSA and signature is
inserted back into certificate (4c¢).
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Image with certificate

x.509 Certificate

. Hash -
. SW Version
' Private

Public Key
Key Image HASH |«

Encrypt Load Address @
Magic Number B
@ | Siznature

HSM Run Time Encrypted Code

. — Hash
_B Symmetric
———— Key H
OTP Private key |—»  Encrypt >
—

=

Figure 5-5. Binary Image Creation

Note
When creating a binary image for an HS-FS device, only step 1 is required. Optionally, binary image
hashing (step 5) can be performed to verify image integrity.

Tl provides reference scripts and tools for certificate generation and boot image creation in the HSM/
Security software package provided through Tl Secure Resources.

ROM bootloader supports only RSA4K, SHA512 and AES-CBC-256.

5.7.6 Binary Image Verification

Binary images are verified by HS-SE devices, as illustrated in Figure 5-6. The process includes the following
steps:
1. Compute hash (SHA-512) of the public key in certificate (1a), and compare with the stored public key hash

value (1b).
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2. Hash (SHA-512) the certificate (2a), decrypt the signature using the public key (2b), and verify the match
(2c).
3. Determine whether software revision is allowed (3).
4. Read the binary image load address from the certificate.
5. Compute hash (SHA-512) of the encrypted image (4a), and compare with the code hash value from the
certificate (4b).
6. Decrypt code (AES-256-CBC) using the 256-bit key derived from the symmetric key (5), if required.
7. Verify the value of the magic number from the certificate and from clear text binary image.
. i fuseROM
Image with certificate Public Key Hash
x.509 Certificate L
= :Il Compare
Public Key P 2
4 SW Revision 3
‘_,_ % - Image HASH
£ e | i
Public Ke: Encrypted Code I Compare
< \L.—b ]
—— g
Compare CL ¢
© .
fuseROM [___ Symmetrickey Binary Image
Allowed SW Revis|on
P Decrypt
@ Magic Number
Figure 5-6. Binary Image Verification
5.7.7 R5 SBL Handoff
Figure 5-7 shows the different stages involved after successful validation of the certificate and the image of the
SBL:
1. R5 SBL available at L2 address 0x70002000
2. HSM copies 640 bytes from the address 0x70002000 to TCMA start address 0x20000. These 640 bytes
consists of IVT and initialization code
3. After the copy, R5 ROM eclipse process is initiated which involves masking R5 ROM and mapping TCMA
start address to 0x0 address
4. RS5 core reset is issued
5. RS5 starts execution from 0x0
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R5 SBL HandOff
ROM : 0x00000000 ROM : 0x00000000 ROM : 0x00000000
SBL IVT
Boot ROM Code Boot ROM Code
Initialization Code
Eclipse
Available for SBL
TCMA :0x00020000 TCMA :0x00020000
Unused y SBL IVT
Initialization Code
TCMB :0x00080000 TCMB :0x00080000 TCMB :0x00080000
Boot ROM Data Boot ROM Data Available for SBL
L2 :0x70002000 L2 :0x70002000 L2  :0x70002000
SBL IVT | SBL IVT SBLW/T
Initialization Code Initialization Code Initialization-Gode
R5 SBL R5 SBL R5 SBL
R5 SBL is present in L2 Copy IVT + Initialization Code } [ Eclipse R5 ]
640 Bytes to TCMA
Figure 5-7. R5 SBL HandOff
5.7.8 HSM RunTime Handoff
Figure 5-8 shows different stages involved in the HSM RunTime boot
1. HSM Runtime available at L2 address
2. SBL sends ‘LoadHSMRt message to HSM ROM , message will have L2 address pointing to hsmRT image
3. HSM ROM validates the certificate
4. On successful validation of the certificate, HSM ROM copies entire binary from L2 to IRAM address 0x20000
5. After the binary is copied, HSM ROM validates the image against integrity followed by image decryption
(image decryption is optional).
6. HSM ROM eclipse process is initiated after image validation is success. This involves masking HSM ROM
and mapping IRAM start address to 0x0 address
7. HSM core reset is issued
8. HSMRt starts execution from 0x0

When HSM gets eclipsed, the IRAM RAM address region is mapped to ROM address region. Address mapping
during normal and ROM Eclipse Mode is captured in the below tables.
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HSM RunTime Handoff

ROM : 0x00000000

ROM : 0x00000000

Boot ROM Code

Boot ROM Code

RAM :0x00020000

RAM :0x00020000

HSM Boot Data

HSM Runtime IVT

1

HSM Runtime

Secure
RAM :0x46050000

Secure
RAM :0x46050000

©

Boot ROM Data

ROM : 0x00000000

HSM Runtime IVT

HSM Runtime

Secure
RAM :0x46050000

Available for the
HSM Runtime(*)

Boot ROM Data @
L2 :HSM Runtime L2 :HSMRuntime
HSM Runtime IVT { HSM Runtime IVT
HSM Runtime HSM Runtime
[ R5 SBL is present in L2 ] é - - Eclipse HSM ROM
Boot ROM will always copy the HSM Runtime P
image into the (internal) RAM
Image Integrity + Decryption is done on
(internal) RAM
Reset Secure RAM (Note: Assets™)
AN
Table 5-9. Address Mapping when HSM ROM is not eclipsed
M4 Address SCR Hardware Address Size(KB) Category
Translation
0x0000 0000 0x2000 0000 48 Non-secure ROM
0x0000 BFFF 0x2000 BFFF
0x0001 0000 0x2001 0000 48 Secure ROM
0x0001 BFFF 0x2001 BFFF
0x0002 0000 0x2002 0000 192 IRAM
0x0000 7FFF 0x2000 7FFF

0x0002 8000

0x2002 8000

0x0002 FFFF

0x2002 FFFF

0x0003 0000

0x2003 0000

0x0003 FFFF

0x2003 FFFF

0x0004 0000

0x2004 0000

0x0004 FFFF

0x2004 FFFF
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Table 5-10. Address Mapping when HSM ROM is eclipsed
M4 Address SCR + Eclipse Hardware Size Category
Address Translation
0x0000 0000 0x2002 0000 192 KB RAM
0x0002 FFFF 0x2004 FFFF
0x0003 0000 0x2001 0000 64KB Reserved space
0x0003 FFFF 0x2001 FFFF
0x0004 0000 0x2001 0000 64KB Reserved space

0x0004 FFFF

0x2001 FFFF

5.7.9 Post Boot Status
5.7.9.1 R5
5.7.9.1.1 Memory

Memory used by R5 Boot-Rom and their status is shown in Table 5-11. Memory not used by RS is untouched by

Boot-Rom.
Table 5-11. R5 Memory
Memory type Status
TCMA SBL IVT and init code runs from TC